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1 Introduction

We are very pleased to announce the latest release of ourVotiro Disarmer solution,
version 8.4.5.

This new Disarmer release contains many enhancements and bug fixes, some of
which are specific to individual customers only. This version is carefully crafted
based on a combination of customer feedback and internal analysis and review.

It is a robust solution that continues to eliminate threats from entering your
organization's network, ensuring any threats are neutralized before they can reach
your users.
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2 Features and Fixes

Features and Fixes

Web API Configuration for Handling Unknown Policies

In this release we confirm the additional setting in the Web API Server
Configuration file WebApiServerConfig.

The UnknownPolicyHandling parameter defines how files are handled when no
relevant policy can be found. It may be set to Block or Reject.

The UnknownPolicyBlockMessage parameter defines the messages when files
have been blocked due to UnknownPolicyHandling.

For details about setting these parameters, see the Disarmer User Guide section 4.1
Adding Authentication Tokens for Policy Updates.

Prerequisite: OpenJDK Added

For this release we now use Open]JDK as an option for the Java platform used by
Disarmer. If using, you must install Open]JDK version 1.8.0.242 as a pre-requisite
for installing Management. Open]JDK has no licensing implications.

For a full set of pre-requisites for installing Disarmer, see the Installing
Management Platform Requirements section in the Disarmer User Guide.

For additional information about installing Open]JDK, see the Knowledge Base in
the Votiro Help Center.

Processing of Images

We have improved the processing of images to provide faster and more accurate
sanitization of images within files being checked. Improvements relate to the
color, orientation, and size of images.

This release introduces a new feature allowing you to manage the compression
level when processing flat streams in PDF files. For additional information you
can refer to the Disarmer User Guide's Defining Policy by Case section or contact
Votiro's Support team.

Technical Documentation

Technical documentation has been enhanced to include the following points of
interest:

u Defining policy exceptions: enhanced instructions for defining policy
exceptions, and examples.

[ | Details of Web Services installed for use with both Disarmer and the
Management Platform have been defined and included.
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3 Deprecated Feature

3.1 Removal of ESET

This release sees the removal of ESET NOD32 antivirus as one of the antivirus
engines used to scan files for malware. The Avira anivirus and Windows Defender

antivirus tools are still used when selected and applicable.

Votiro CyberSec Ltd. Proprietary Page 6



	1  Introduction
	2  Features and Fixes
	2.1 Web API Configuration for Handling Unknown Policies
	2.2 Prerequisite: OpenJDK Added
	2.3 Processing of Images
	2.4 Technical Documentation

	3  Deprecated Feature
	3.1 Removal of ESET


