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1 Introduction

We are very pleased to announce the latest release of Votiro Saa$S version 23.4.30. This
version contains important enhancements to our product!
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2 New Features

New Features

The following new features and improvements are added to this version of Votiro SaaS.

Chromium Browser Plugin

The Votiro Browser Plugin was released as GA.
The GA version contains new and important capabilities:

Centralized deployment - ability to deploy Votiro Browser Plugin by automated
management tools

Ability to define policy name

Support browser extension enforcement - prevents the end user from
disabling/removing our extension

Votiro Chrome Connector - available in the Chrome web store. Votiro Chrome
connector is a private unlisted extension and is available only by using the following
link: Votiro Chrome Connector

C’ Chrome Connector Add o Chrome

L & & &

Browser plugin download manager - The Votiro browser plugin now provides view of
the downloaded files. The users will be able to view:

File name and timestamp
Sanitization result — Sanitized/Blocked

Threat information — how many threats were found


https://chrome.google.com/webstore/detail/chrome-connector/jopliknbfkemjbgkoepoejcchliipoie

V 0 T I R CJ 2 New Features

L % 0 @68 < 00

VOTIRG sovseroien

All Files wth threats.7z
8 threats were found 4/17/2022 2:33:10 PM

Docx and PDF_PPF.7z e

No threats were found 4/17/2023 2:15:30 PM

sample.pdf

No threats were found 4/17/2023 2:09:15 PM

sample.pdf

No threats were found 4/17/2023 2:05:22 PM

download.jpg @
No threats were found 4/17/2023 1:58:36 PM

Browser plugin incidents in the Votiro Management console - The admin will be able
to view and filter browser plugin incidents in the Votiro Management console. If the
browser user is logged in to the browser, the username will display in the From field
on the Incidents page.
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Fail open/close support - the Votiro browser plugin now supports fail open/close.
This capability allows our customers to choose Skip/Block files in the event Votiro
services are not available.

Simulation mode - the Votiro browser plugin now support simulation mode:
Votiro will sanitize the files, but the original files will be available to the user.

Information on sanitized files will be displayed on the Votiro Management
console.

Microsoft Edge support (Chromium based) - the Votiro Browser plugin now supports
the Microsoft Edge browser. Edge users will be able to deploy the Votiro plugin and
be protected by Votiro from risky files from the web.

2.2 Sumo Logic for SIEM Application

We are officially live with Sumo Logic SIEM App integration! See Votiro app for Sumo Logic.

Our customers can now integrate SIEM Events using Sumo Logic for monitoring and
analyzing Votiro sanitization events with the following capabilities:

Dynamic dashboard with important sanitization data

Aggregate dynamic logs for detecting suspicious behavior
2.3 Media file Sanitization Improvement

Support of large media files sanitization - Votiro cloud engine supports sanitization
for large media files up to 10GB

Media file sanitization speed improvements - Votiro has reduced sanitization time by
more than 70%! For example, a 5GB file had a sanitization time of 69 seconds.

2.4 New Policies Actions

In this update we have added new policies actions to improve the usability and customer
experience with our product:

The user can Remove/Preserve Metadata in Media files.


https://www.sumologic.com/application/votiro/
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Media [ + Add Exception ]

Default Action

\\. Block ) ® sanitize ( Allow )

[0 Remove Metadata

u The user can Remove/Preserve External images in Image files.
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Image [ + Add Exception]

Default Action

XD o -

Add micro-changes
Remove metadata
Remove external image

[] Max compression for lossless formats

Compression level

() .
Larger File Smaller File
Higher Quality Lower Quality

[ The user can Remove/Preserve Metadata in PDF files.
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PDF + Add Exception

Default Action

Bamoye mulimed.s
0O Remove metadata
Clean embadded fonts

] Bilock files with suspicious links

JavaScnpt handing Hemnowe all sEFQEE v
u In Microsoft Office files:
¢ The user can Remove/Preserve External links.

¢ The user can Block/Preserve files with DDE.
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Microsoft Office [ + Add Exception ]

Default Action

=R - -

Macro handling Remove only suspicious macros ~
[ Remove metadata

Remove printer settings

[ Block Suspicious URL

Remove External Links

Block Files With Dynamic Data Exchange (DDE)

L3

Block Reason

This file was blocked as it was determined to contain a Dynamic Data
Exchange.

2.5 Do not store files in Votiro storage

Customers will be able to choose whether or not to store their original/sanitized files in
Votiro Cloud. This new capability will help our customers comply with data storage
regulations.
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System Configuration

Company Name

Type in yo

company

King company
System Ce

SMTP

SAML File History

Local Users.

EM

Service Tokens

Password Protected File History
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3 Resolved Issues

The following open issues have been resolved in this latest version release:
Resolved an issue where a specific Password protected Word file cannot be sanitized.
Resolved an issue where Password protected files were released multiple times.
Resolved an issue where PDF files were blocked due to system failure.
Resolved two issues in SAML authentication:
SAML integration did not work after tenant deployment.

A SAML user was redirected to the login screen after a successful
authentication attempt.

Resolved an issue where “Win Events” items did not display in Votiro filtered
incidents.

Resolved an issue when AWS S3 sanitized files did not have a connector type in Votiro
incidents page.

Resolved an issue where some JPG image files were not identified and were detected
as "Unknown."

Resolved an issue where license usage was shown as “0” and not as actual license
usage.

Resolved an issue where a “Summary report” was not generated due to a “bad
request” error

Resolved an issue where a Password protected portal displayed “Sanitization error”
instead of “Wrong password”.
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