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The material herein is proprietary to Votiro CyberSec Ltd. This document is for 

informative purposes. Any unauthorized reproduction, use, or disclosure of any 

part of this document is strictly prohibited.  

Votiro CyberSec’s name and logos are trademarks of Votiro CyberSec Ltd., its 

subsidiaries or affiliates. All other company or product names are the trademarks of 

their respective holders. 

www.votiro.com 
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1 Introduction 
We are very pleased to announce the release of our highly anticipated Votiro 

Disarmer Suite, version 8.4. 

The new Disarmer release contains many improvements, which provide significant 

impact on the day-to-day workflow for both system administrators and end users. 

A major new feature is handing control of password-protected files received as 

email attachments directly to recipients. Just one recipient manages the sanitization 

of the attached files, which are added to the email and distributed to all named 

recipients.  

We have again increased the portfolio of file types covered for sanitization by Votiro 

Disarmer, now including the RAR5 file type. 
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2 New Features 
The following new features and improvements are added to this version of the 

Votiro Disarmer platform. 

2.1 Password Protected Files Returned by Email 

In this release, Votiro Disarmer can now sanitize password-protected files that arrive 

as email attachments and return them automatically via email.  

With our unique user-friendly interface, an email recipient enters the correct 

password of the password-protected file. The password-protected file is then sent 

for sanitization. The sanitized file is automatically returned as an attachment to the 

email and delivered to all named recipients.  

The administrator enables this feature through a checkbox in the Management 

Dashboard.  

Note 

Password-protected files received before installation of Disarmer Version 8.4 
cannot be sanitized and returned as an email attachment. 

2.2 Selecting a Test File for Policy Verification 

Up until version 8.4, the administrator would manually test any changes made to 

Policies in the Disarmer installation, including system settings, file processing and 

sanitization. In this release, a Test File option has been added to the Policy page. 

When changes have been made to a Policy they can be verified using this feature. By 

clicking on Test File the administrator is presented with a window to navigate and 

select a file suitable for testing the new Policy settings in the Disarmer environment. 

Note 

The limit for a Test File is 50MB. 
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. 

2.3 System Language Configuration 

You can now configure Votiro Disarmer to have additional language translation, 

achieving a user interface that matches the language of your organization.  

This new feature allows you to translate the Dashboard dictionary. The translation is 

available for use in the Management Dashboard.  

2.4 Additional File Type for Sanitization 

This release adds RAR5 files to the ever-increasing portfolio of file types Votiro 

Disarmer can sanitize and safely deliver to your organization. 

RAR5 files with password protection are not automatically sanitized in this release. 

2.5 Editing an API Token  

The new feature allowing an API authentication token to be edited, provides you 

with increased flexibility and security. 

2.6 Failed Login Protection 

Another key security improvement is with the management of multiple failed login 

attempts to a Votiro Disarmer account in a set time period. When a user provides 

three incorrect passwords the login account is disabled, preventing further attempts 

to login for ten minutes.    
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2.7 PDF Remove Remote Access Option 

An additional option when defining your sanitization policy for PDF files has been 

added. The Remove Remote Access option is a checkbox, allowing you to specify 

whether communication to an external server must be disabled. The default setting 

is checked. 
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3 Upgrading to Version 8.4  
The following paths for upgrade were tested and approved: 

 Upgrade from version 8.3.0.256 to version 8.4 

 Upgrade from version 8.3.7.14 to version 8.4 
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4 Document Set 
The following documents were modified in version 8.4 to reflect changes in the 

related software: 

 Disarmer User Guide Version 8.4 

 Disarmer for File Transfer User Guide Version 8.4 

 Disarmer for Email User Guide Version 8.4 

 Disarmer Limitations Version 8.4 

 Disarmer API User Guide Version 3 

 

 


