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2.17.6 Microsoft OneDrive
Note: Votiro supports scaling up to 10K files per hour.

Prerequisites

The organization's OneDrive account is ready to use.

The user installing has admin privileges.
Limitations

OneDrive integration with Votiro is supported for OneDrive for Business (Enterprise)
only.

OneDrive integration with Votiro is not supported for OneDrive Personal.

Sanitization starts one minute after uploading a file to OneDrive. The Microsoft
notification for an alert resource has an average latency of less than one minute and
a maximum latency of five minutes. For more information on the Microsoft latency
to expect between an event happening in the service and the delivery of the change
notification, see the article Latency.

If Microsoft detects a file as malware, the Votiro engine will not be able to sanitize
the file.

OneDrive is for Individual use — Users & Group. When protecting a group, all group
members are protected. The OneDrive sanitization is applied on the user's “My
Files” documents library.

Quick Access is a replicate of SharePoint sites. This is related to SharePoint
protected sites.

Votiro Sanitization Disclaimer for OneDrive with Sync Clients

Votiro's OneDrive integration is designed to proactively sanitize files as they are uploaded,
using advanced Content Disarm and Reconstruction (CDR) and Data Detection & Redaction
(DDR) technologies. As part of this process, files may be blocked/masked from completing
upload or distribution if:

A threat is detected based on known malware signatures or malicious behaviors
The file type is unsupported or cannot be confidently sanitized

A customer-defined policy (e.g., unrecognized extensions or sensitive content)
instructs the system to block it

When using Microsoft OneDrive in conjunction with local sync folders (OneDrive Sync
Client), end users may experience blocked file uploads or synchronization delays. This
occurs when a file placed in a synced folder is intercepted and blocked by Votiro's
sanitization engine due to the reasons outlined above.
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CAUTION! Blocked files may appear to the end user as unsynced, missing, or failed
uploads in their local OneDrive folder. This is expected behavior designed to prevent
unsafe or non-compliant files from reaching the organization’s cloud storage.

We recommend informing end users of this protection mechanism and advising them to
contact IT or Security teams if they encounter persistent sync issues that may be related
to Votiro policy enforcement.

Microsoft OneDrive Configuration for Integration with Votiro

1. Enter the Votiro Management Console.
2. Navigate to Cloud Connectors > Microsoft OneDrive through the left pane.
3. Click on Setup Microsoft OneDrive Integration.

Microsoft OneDrive ESetup Microsoft OneDrive Integration

4. Select a user with admin permissions and Accept the Votiro App permissions.
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B8 Microsoft

king@3kll2f.onmicrosoft.com

Permissions requested

Review for your organization

Votiro_OneDrive_US

Vatiro, Inc. #

This app would like to:

=~ Signin and read user profile
~./ Read directory data

" Read files in all site collections
R

Read and write items in all site collections

If you accept, this app will get access to the specified resources
for all users in your organization. Mo one aelse will be prompted to
review these permissions.

Accepting these permissions means that yvou allow this app to
use your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
hitps.‘myapps.microsoft.com. Show details

Doaes this app look suspicious? Report it here

oo

5. After accepting the permissions, the user will be redirected to Votiro OneDrive
configuration. After the setup completes, the Azure Tenant ID is displayed.

Configuration of OneDrive in the Votiro Management Dashboard

Our OneDrive integration provides two options:
Scan on demand

Dynamic scanning

Scan on demand

Our product provides the option to scan data at rest. The customer is able to choose
specific OneDrive folders to scan.

To perform the scan:
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1. Choose a Policy Name - this will be displayed inside the Sanitized File Info.
2. Choose a Resource type - Users or Groups.

3. Select the OneDrive Users or OneDrive Groups.

4. Select the OneDrive Folders to scan.

5. Click on Scan.

ki e

Azure Tenant Id bbAe6266 BB2-47b4-a3d2 7a344d31¢hs

Users Groups

Ron Fonkats v

Onebrive Folders v oot

Restricced only (Unmasked files)

SR 5o e v s sttt s monporvns

6. All selected files will then be sent to the sanitization process, and our product will
then begin to analyze the selected files. A progress bar indicates the percentage of
the files completed. To halt the scan, press the Abort button.

Cm PN ™ scon by demand

Microsoft OneDrive

Azure Tenant Id bbde6266-8E2-47b4-33d2-7a3ddd3 1 chdS
Policy Name * ame

Select a policy ta work with the connector King. v
Resource type .

To proceed with the folder scan, select either sers Graops

"Wsers” ot *Groups” as your resource type

OneDrive Users

Ran Fonkats b
Select the gpechic user whase folders you intend -
i
OneDrive Folders *  root
Select a falder for scan tonly 1 folder at & time) > Apps
Attachments
»  Demo
> [KeTest
Restricted only {Unmasked filas)

M selected folder: King Test', Selected user: 'Ron Fonkats'

7. After sanitization is completed for all the files, the progress bar will reach 100%.
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Microsoft OneDrive ERNREN T scan by demand

Azure Tenant ki Db 446 266-8(B2-4704- 83027344031 cbS

Palicy Name

Resource type
OneDrive Users R Forkots v

OneDrive Folders T reot

» Apps

King
Restricted only (Unmasked files)

Limitations

When running a scan on demand, the sanitization performance will depend on the system
load. During peak usage, the sanitization could be slower.

Dynamic scanning

To activate dynamic scanning, on the Microsoft OneDrive Votiro Management Console,
enter the following fields:

1.

Policy Name - Specify a policy for the OneDrive connector to work with. This will be
displayed inside the Sanitized File Info.

Channel Name - Specify the name of your channel. The channel name appears on
the Events page as the name of a channel.

There will be an option to filter events with this channel name.
There will be an option to filter reports with this channel name.

Monitored Users - Select the users to be protected by Votiro. Select users and click
on the Add button. The selected users will move to the right column. When each
one of the monitored users uploads a file to OneDrive, the file will be sanitized.

Monitored Groups - Select groups and click on the Add button. The selected users
will move to the right column. When any user in the monitored groups uploads a
file to OneDrive, the file will be sanitized.

When adding/removing users/groups, there will be a Subscription Changed notification.
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Palicy Name

Subsaription Changed

Save subscription

After confirming the subscription change, the subscription process will start.

Microsoft OneDrive m % scan by demand

Azure Tenant Id bbA4e6266.8182.47b4-3302-7a344d31cbls
Policy Name
Select a policy o work with the connector King v

Channel Name

Type n your che oneDrive
Subscription Process
Monitored Users ( Add > ] <
Move users to monitor o the right column
[ Y Y
Alex Wilber B onronkass
Diego Siciani Adele Vance

Grady Archie

Henrietta Mueller

Ca )= )~ )

Monitored Groups. ( Add D | <

Move groups to monitor to the right column

Digital Initiative Public Relations
Us. Sales
King Site

Retail

A ) [ none

After the subscription process completes, the updated users/groups list will be displayed.
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MicrosoftCnebrive m > ———

Azure Tenant Id bb4¢6266 3182-4703-3302. 70344031 cbel5

Palicy Name

Channel Name

OneDrive behavior when using the Votiro OneDrive App

1. When a protected user uploads a file to OneDrive, there will be an indication that
the file was uploaded.

Myfiles « King Test

a &

- (& s o x|
2. Votiro App will detect that there is a new file uploaded.
3. Votiro App will send the file to sanitization.
Note
It may take up to one minute before the file is sent to sanitization (this is a Microsoft
limitation).
4. The file will be scanned for suspicious activity/Privacy risks.
5. The Votiro engine will remediate any suspicious activity/Privacy risk (according to
Policy).
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= - ED Detalls

6. When the sanitization completes, the sanitized file will be replaced in the OneDrive
folder.
1 OneDrive 2 Search Current folder &
e e e Fane =
o Fohisaes Myfiles > King Test
@ Home
| @ My files M Neme - Modified - Modified By ~  File size - Sharing - Activity
- B c-Crchtcmimonddoc B fr Aowameus.  Seotap 1208 ate
o7 Favorites
& mae = 2arcodesget Yesterday 310 ShamPointApp  190KE private
S 8] - Word st it Pidoc Teterdoy st 10 Shrebintdop 12088 e
& People L) Fake Resume John Doe with SSNpdiblo.  Yesterday 10 SharePointApp  438K8 Private
@ Meetings =
2] - PN docx Vesterday st10.. ShavePointApp 166K Prvats
Medis @D iz
e (2] Podct Rodma Q2 2024 prg bocedp..  Ysierday st 10 Shaebinihop 437K e
@ rnosee 2] Remy_Martn resume doc Vesterday 310 SharePointAgp  S31KB private
@ us s Lod Supported Entity - PPF paf blocked pdf Vesterday at 10..  ShasePointApp  1B.0KB Private
More places. =
o

<0108 used o 110 (1)

How to check if the file is the sanitized version

There will be a modification indicator. The sanitized file will be displayed as Modified By
SharePoint App. You can see this indication in the main view Version history window.

Version history

Versian Moot

Sanitzed
20

8/4/2024 119 PM

Original
10 9/4/2024 119 P

OneDrive behavior with Password Protected Files

1. The protected user uploads password-protected files to OneDrive.

2. The files will be sent to sanitization.

0N iiniee
O i

3. The sanitized files will be blocked PDF files with instructions on how to release the

files.
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i OneDrive

Ron Fontats
() Home

|y e
& Shared
T Favornes
W Recyce bin
Browse files by
& peogle
) Mestings
@ Medo @
Quick access
@ wnosie
s sees

More places.

@ She € Copylnk L Downlosd 0] Automate +

My files > King Test
Name -

2] e - Credit cod record e

1 Zarcodes ot

B 4o Word art with Pidocx

(ST T
] P~ PiN doce

1 Product Rosdmap 02 2024 png blockedp.

=] Remy Martin resume docx

L2 “Supported Enity - PP pa_blocked pdf
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We have blocked this file in adherence

to your organization policies. Please

contact your IT department for further
information.

Supported Entity - PPF.pdf is protected by a password

Item Hash:

GhebdelaZ 2dic2B 586457 3ccIRI 1M4db3748deldbcdBed 1DCBCI eaaRE0 4

&6fa7c

e (D
62c34e30-ad8d-4b19-81d1-34 131 dibcted

Correlaticn 1D:

G2c34e30-ad8d-4b19-81d1-34 31 dfbcbed
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4. Click on I have a password.

5. The user will be redirected to the Votiro Portal for releasing the file.

VOTIR

The attached file is password
protected.

You can safely receive the
attached file.

Enter the file's password:

[l Remove the file password after sanitization

Release to OneDrive

Click here if more than one password is reguired

6. Enter the file's password and click on Release to OneDrive.

7. After executing the Release option, the file will be sent to sanitization.
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8. After the sanitization completes, the sanitized file will be sent to the OneDrive
folder.
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VOTIRG

The sanitized file has been
released to your OneDrive
account.

9. Navigate back to the OneDrive folder.

10.  The sanitized file will be displayed.
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it OneDrive D Search & & 7 (w
m & sre G Copylink L Download 04 Automane © Fsote = - & oews

R Fouvet My files > King Test

) Home
|y otes ™ Name Modified Modified By File size Sharing Activity

asme 2] ic - Credit card recard doc 5 minotes ag harePoint App 2x8

7 Favories

aqr-codes pat
T Recycle bin o 2 p
e ety B2 40 Word artwith Pidocx esterday at 10

4 Fake Resume_John Doe with SSN pdf blocked pdf

@:] - PiNdoc

Q2 2024png_blocked pat

Storage

How to get insights by using the Management Dashboard

There are several ways to get insights on OneDrive uploaded files:

Monitor screen - There is an option to see OneDrive insights by filtering the
Monitor dashboard with OneDrive channel.

. Date Picker Channels Selected: 1 L4
Monitor = 0., s a3 -casep 20205237 @ () o o 3

@ Incoming Tratfic Incoming Traftic & Velume

[ None - Seif-sanitization
0cnn > PO e | 4.34MB covconec

[) Fite Gonnector

Browser plugin

K Processed Files K Processed Files

A Live Status
[ File Gannector - Share Point
450 suivzea 19 Biockea 1. EmailComector - Ofice38S Chantel_y, s mvarage Suspicious URL dstacted op . 202482870
5 URL
3 Suspicious Objects Detected
4
Susy Sep2 2024134 PM
4 scri
1 19, 2024 1053 PM
on = - Suspicious Seript File Aug 9, 2024 10°63 P
. ik o sarh i Seript fle detected i the aritac
Suspicious FakaFle @ Suspicious Script Fle @ Suspicious URL dotected
& Incoming Files
»
o1
Jun'28 28 og 24 Sep'24 oct24
Word (2007-2010) @ Word @ Unknown Tt ® JSON @ POF NG

Events screen - There is an option to see OneDrive events by filtering the Events list
with OneDrive channel.
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Date Picker Channels Selected 1

Events o s szeru-msen masszm 0 (B secmens-owone o N

Seiect All tems (0)

Supported Entity -
©  PRF.pal_blocked pof TFies Sarkizod 5 Proacy Risks
Se03,2024 825 P

- PN doex

Compilance Regulation Rule. 8

inca roguiation rufe.

Privacy Data Type

@

i
i
i

o L CRss SRS OO OFeBecked 08 et
o P Pmdocs

Descending by default. ¥ tepn 2024 w28 AM

Sort By

.

Threat Analytics Dashboard

Get insights on the Threat Analytics — Top targeted users, Suspicious objects,
win events and more.

Filter on OneDrive channel, and see all related data.

Threat analytics  [(©] t0ms - £ chemets - Organization coverage
oot ovonzned sl

Targeted users s Win events P Emails

10000 100 .o 1.8% supens

o aws

0 0.0% supcous

0 0.0% s

Suspicious objects detected

@ FileCioud

0 - 0.0% suocos

B McrosonTeams

0 0.0 suocs

Privacy and Compliance Dashboard

Get insights on Privacy and Compliance — Top sensitive users, Detected data
per Regulation, data label, per file type

Filter on OneDrive channel, and see all related data.
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A Privacy and Compliance e300y~ Chmts = st L,
Seisitive Files pes Data Type Emait
PIl 1,008 PHI 162 PCI 34 B
Top sensitive Users 100 9.2%
||

= W oawss

] v 9 ‘ 0 0.0%
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0 0.0%

| B s
| 0 0.0%

Microsoft SharePoint
Note: Votiro supports scaling up to 10K files per hour.

Prerequisites

The Organization's SharePoint account is ready to use.

The user performing the installation has admin privileges.
Votiro Sanitization Disclaimer for SharePoint with Sync Clients

Votiro's SharePoint integration is designed to proactively sanitize files as they are
uploaded, using advanced Content Disarm and Reconstruction (CDR) and Data Detection &
Redaction (DDR) technologies. As part of this process, files may be blocked/masked from
completing upload or distribution if:

A threat is detected based on known malware signatures or malicious behaviors
The file type is unsupported or cannot be confidently sanitized

A customer-defined policy (e.g., unrecognized extensions or sensitive content)
instructs the system to block it

When using Microsoft SharePoint in conjunction with local sync folders (OneDrive Sync
Client), end users may experience blocked file uploads or synchronization delays. This
occurs when a file placed in a synced folder is intercepted and blocked by Votiro's
sanitization engine due to the reasons outlined above.
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CAUTION! Blocked files may appear to the end user as unsynced, missing, or failed
uploads in their local OneDrive folder. This is expected behavior designed to prevent
unsafe or non-compliant files from reaching the organization’s cloud storage.

We recommend informing end users of this protection mechanism and advising them to
contact IT or Security teams if they encounter persistent sync issues that may be related
to Votiro policy enforcement.

Microsoft SharePoint Configuration for Integration with Votiro

1. Enter the Votiro Management Console.
2. Navigate to Cloud Connectors > Microsoft SharePoint.
3. Click on Setup Microsoft SharePoint Integration.

[FUSRERUE TR RN e tup Mermaott SharePoint Infegration

4. Select a user with admin permissions and click on Accept in the Permissions
Requested window.
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B8 Microsoft

king@3kll2f.onmicrosoft.com

Permissions requested

Review for your organization

Votiro_OneDrive_US

Vatiro, Inc. #

This app would like to:

=~ Signin and read user profile
~./ Read directory data

" Read files in all site collections
R

Read and write items in all site collections

If you accept, this app will get access to the specified resources
for all users in your organization. Mo one aelse will be prompted to
review these permissions.

Accepting these permissions means that yvou allow this app to
use your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
hitps.‘myapps.microsoft.com. Show details

Doaes this app look suspicious? Report it here

oo

5. After accepting the permissions, the user will be redirected to the Votiro SharePoint
configuration. After the subscription completes, the Azure Tenant ID is displayed.

Configuration of Microsoft SharePoint Scan in the Votiro
Management Dashboard

The Votiro SharePoint integration currently supports Scan on Demand only.
Scan on Demand

Our product provides the option to scan data at rest. The customer is able to choose
specific SharePoint sites and select specific folders to scan.

To perform the scan, open the SharePoint screen in the Votiro Management dashboard:

1. Select a Policy Name. This is the policy to work with the SharePoint connector. This
will be displayed inside the Sanitized File Info.

2. Select the SharePoint Site. This site contains the folders to be scanned.
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Select the SharePoint Folder to scan. Only one folder at a time can be scanned.

Press the Scan button to execute the scan.

Microsoft SharePoint

SharePoint Folders

After initiating the scan:

1.

2.

5.

Votiro will analyze the existing files.
All files will be sent to the sanitization process.
A progress bar will indicate the percentage completed.

The user can stop the scan by clicking on the Abort button.

Microsoft SharePoint

Azure Tenant Id

Palicy Name
Select a policy ta wark with the connector

SharePoint Sites

Sedect the specific site whase folders you intend to
scan

SharePolnt Folders
Sedect a folder for scan (only | folder at a time)

28 Selected folder: King Test!, Selected drive: , Selected site: 'King Site

¥ root

Azure Tenant Id bbdet 266-8782-47bd-a3d2-7a344d31cbd5
Policy Name wame

! King >
SharePoint Sites King Site ~

King Test

bbae6266-B182-47b4-a3d2-7a344d31 cbd5

After sanitization is completed for all files, the progress bar will display 100%.
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Microsoft SharePoint

Azure Tenant Id bideh266-682-4Tha-a3d2 - Ta344d31 chds

PolicyName o e

1a policy to work with the connects King

SharePoint Sites

SharePoint Folders v root

y 1 foider at a time| > KingTest

Limitations

When running a scan on demand, the sanitization performance will depend on the system
load. During peak usage, the sanitization could be slower.

SharePoint behavior when using the Votiro SharePoint App

When executing SharePoint scan on demand, all files will be sent to Votiro for
sanitization.

The files will be scanned for suspicious activity and privacy risks.

The Votiro engine will remediate any suspicious activity and privacy risk (according
to the selected Policy).

When the sanitization completes, the sanitized file will be replaced in the
SharePoint folder.

D Documents » King Test

How to check if the file is the sanitized version

There will be an indication if the file was modified in the Version history:
The file will be marked Sanitized next to the modification date-time.

The Modified By column will display SharePoint App.
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SharePoint behavior with Password Protected Files

1. A sanitized file that is a blocked PDF file contains instructions on how to release the
file.

Medified Madified By Add column

@ “Remy_Martin_resume (1)docx

© |5 supported Entity - PPF.pdf blocked pdf B voutsmimieago

VOTIRG

We have blocked this file in adherence
to your organization policies. Please
contact your IT department for further
information.

Supported Entity - PPF.pdf is protected by a password

tem Hash

GEpbdelaZ2dic2B386d57 3ccIGA 1 M4db 5 TA48deldbcdbed 1 bcBel eaaB60a
&6f97c

e (D
62c34e30-ad8d-4b19-81d1-34 131 dibcted

Corrilstian 1D
G2c34e30-ad8d-4b19-81d1-34f31dfGcbed
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2. Click on I have a password”.

3. The user will be redirected to the Votiro Portal to release the file.

VOTIRG

The attached file is password
protected.

You can safely receive the
attached file.

Enter the file's password:

(] Remove the file password after sanitization

Release to SharePoint

Click here if more than one password is reguired

4. Enter the correct password and click on Release to SharePoint.

5. After executing the Release option, the file will be sent to sanitization.
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6. After the sanitization completes, the sanitized file will be sent to the SharePoint
folder.
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VOTIR

The sanitized file has been
released to your SharePoint
account.

7. Navigate back to the SharePoint folder. The sanitized file will be displayed.

PN = coite gidview  Opar Shane Copyink [T Delots Pintaton Ty Fawerts (3] Add shoneut L Downkad £ Renama 1 ssisctad A Documents

m o @ @

Pame. Modified Modifed By~ Add calumn

Picssbaok

..........

How to get insights using the Management Dashboard

There are several ways to get insights on SharePoint sanitized files.

Monitor screen - there is an option to see SharePoint insights by filtering the
Monitor dashboard by SharePoint channel.
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. Date Picker Channels Ea— v
Monitor EETICT PRy . JIER—— °
“ Voure

& incoming Tratfic & incoming Traffic
File Connector - Gra Diive

0 e 5 Fies File Connector - Browss plugin A3.18MB concimes
K Processed Files NI Processed Fles 4 Live Status

Nane - §

298 .oiies 57 ciocked EMaA Connectar - OFICEI8S CHMTMN _y y oy s everige Suspicious Script File Octe, 7074123 Pan
Script file Getected in the artfact

£ Suspicious Objects Detected

10000

‘ I
om l

1200 200 1200 300 woo 40z 200 son 200 soct woo Toe w200 a0 oo @om

Suspicicus Fake File @ Suspicious Unknerwn File @ Suspicious Seript Fie

s wunm
wos  20m  woo 3o wo»  40m  woa  Som 0o 6om  wee  70m  w@op  som @0 9o

Word (2007-20) @ Unknown @ Word @ TIF @ PNG  ® AnimatedGF @ MP4 @ XML @ UnknoanTest @ PDF @ HTML @ CSS5 @ Mac AppleDouble encoded

Events screen - there is an option to see SharePoint events by filtering the Events
list by SharePoint channel.

Date Picker Channels Selecteg:
Events LT T Ty . [JE— ° et s
Search

Salect All ltems (0)
Free 1 search,

File Connector - One Orive

Specific User @ RemyMartin_resuma (1).docx £2 Fles Sanit
OB, 024 123 P

Fiter for  specific user.

Status Nane - Seff-sanitization
o - Creditcard record.doc
Al o Email Connestor - Office365 Channe!
File Type

llance regulation rule.

Privacy Data Typa

E) sssratnry-eer.pal OFfesSavems  OFhacyRs  OSuwpicousObiects  IFlesBlocksd 0.4 sec SantzatonTima
OctB, 2024 123 P

@

logloptionspius_instalier.zip
16, 7024 123 PMA

Select 3 privacy data type.

Privacy Data Entity Label

Password-Protected Files
Shaw All
Post Process
naw Al
Sort Order

Descanding by defautt

Threat Analytics Dashboard - get insights on the Threat Analytics, including
suspicious objects, win events and more. Filter by SharePoint channel, and see all
related data.
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Threat analytics  [Z] wsaooms = 2 channess - Organization coverage
ouoMa- I Shere
r
Targeted users Sh—— Win events. € Emails

0 O 0.0% ..

W awsss

Mo data was found

0 0.0% s

box  Box
0 ne 0.0% sucpos
Suspicious ebjects detected
File Cloud
0 e 0.09% suopcos

@ Microsoft Teams

. 0 u 0.0% wopuins

st Fake Fie @Suspicious Unkaawn File @ Suspicious Script Fde. @Al Othees

Privacy and Compliance Dashboard - get insights on the Privacy and Compliance,
including detected data per Regulation, data label, per file type. Filter by SharePoint
channel, and see all related data.

Privacy and Compliance [ wswoows © 28 cmnets = [ prvace Dta ypes - Organization coverage
pr——— o
Sensitive Files per Data Type " Emalls
PIl 23 PHI 3 PCl 4 —
L 7 )
Top Sensitive Users TopSan [ ot crom 0 cnue 0.0% scrsire
WA [/ e cormecter = 2
B oawsss
v 0w 0.0%-
o coen
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Limitations

Sanitization is supported in the root document library only (the Documents folder).
Other document library folders are not supported.

If Microsoft detects a file as malware, the Votiro engine will not be able to sanitize
the file.

2.17.8 ICAP Connector

Introduction

Some organizations use a reverse proxy server like F5 for security purposes.
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It is situated outside the organizational network in a Demilitarized Zone (DMZ). Public
requests are directed to this server, which forwards them to their final destination based
on its configurations and organizational policies.

ICAP (Internet Content Adaptation Protocol) is a protocol used for content analysis and
content filtering.

It can also be employed for inserting advertisements, virus scanning, content translation,
or language translation. ICAP reads the HTTP headers of incoming HTTP requests and
processes these requests according to established rules.

As a result, integrating Proxy and ICAP offers a powerful combination that provides
significant business value and a comprehensive solution.

Votiro now supports the integration of ICAP by receiving ICAP requests, forwarding them
for sanitization, and routing them back to the Votiro ICAP-F5 server so they can reach the
final destination.

Limitations

The following limitations apply to ICAP connector-supported products:
F5 - Only uploads are supported.

Squid - Both uploads and downloads are supported.
Workflow inside the F5 server

1. The Client uploads files to a specific URL via a web browser or IP address.
2. Traffic arrives at the F5® BIG-IP® Local Traffic Manager™ (LTM) Public IP.

3. The F5® Local Traffic Manager™ forwards HTTP requests to the F5 LTM Standard -
Virtual-server (F5 Private IP).

4. The F5 Standard-Virtual-server transfers the HTTP request to the Internal-virtual-
server (Pre-Confgured By Template).

5. The F5 Internal-Virtual-server transfers the HTTP request to the ICAP Pool, which
contains Votiro’s ICAP endpoint address (Pre-Configured).

6. The Votiro-ICAP server sends the original file for sanitization and responds with the
sanitized file to the F5 LTM Internal-Virtual-server.

7. The Internal-Virtual-server forwards the request to the F5 LTM Standard-Virtual
server.

8. The F5 LTM Standard-Virtual server transfers the HTTP request to the Web server.
9. The sanitized file is uploaded.

To simplify, a user uploads a document to a company's web server for approval. The
document is then sent from F5 to Votiro Saa$ for sanitization and forwarded to the web
server, awaiting customer service review.

The following topology provides a more explicit visual representation of the process:
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E5 - ICAP - File Server Scenario

The following simulates a file upload flow from point A to point B through an F5 Proxy server with an ICAP server enabled
which sanitizes the file on prod.eu before it reaches the final destination.

@ One Direction Only > dealershi

e —
|

A mmmm === ==
wwsalealershipeom ‘H;’ W prosyeom

Tommy DSt ﬂ
in

Votiro

'
'
.
i
'
Out 1
: www.prodeuparalus.yoliro.con
4 '
Rz :
'
'
Out 1
The scenario A
Tommy is required to submit J d personali jon to the car ip to purchase a "Tesla”
Tommy can upload these files to their file server at " ip.com”and he is the bypassp

The image below is a snapshot of a BIG-IP F5 Load Balancer configuration used to manage
server traffic flow:

1Apps » Application Services : Applications :: Votiro I[CAP

1+ ~ Properties Reconfigure Components

| Name Availability Type
= BIGIP
=] DVutiro_ICAF Application Service
3= votiro_ICAP_Request Profile
2 [ O votire_icap_vs O Available Virlual Server
3 J votiro_icap_peal O available Poal
[Etcp_half_open Monitor
= _‘! [J3.124.13.188-1344 ) Available Pool Member
e()3.124.13.188 @ Unknown Node
Biep Profile
[=] vatire_ICAP_Profile Profile
3= votiro_ICAP_Response Profile
2 [ D votiro_icar_vs O Available Virual Server
3 gy vetiro_icap_pool @ available Pool
[ tcp_nalf_open Monitor
2 ) (13.124.13.188:-1344 O Available Pool Member
()3.124.13.183 @ Unknown Node
F_-l tep Prefile
[=] vetiro_ICAP_Profile Profile

The following is an explanation of the above screenshot:
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BIG-IP Hierarchy:
o Votiro_ICAP: Represents the primary application service. serves as a parent container for all related ICAP
configurations.

o Votiro_ICAP_Request: A subset profile of the ICAP service handling requests.
= Votiro_ICAP_VS (Virtual Server): Represents the entry point for client traffic.
+ Votiro_ICAP_Pool: A pool that manages backend servers. Pools contain multiple pool members.
o tcp half open (Monitor): Ensures pool members are available using a health check method.

o Pool Members:

m 3.124.13.188:1344 (Available): This pool member is active and ready to process traffic.
m 3.124.13.188 (Unknown): Node status not determined.
+ tcp: Another monitor
o Votiro_ICAP_Profile: Indicates a specific profile configuration for ICAP.
Architectural Flow:
The flow of this configuration can be summarized as follows:
1. The Client traffic arrives at the Virtual Server (Votiro_ICAP_VS).

2. The Virtual Server routes the traffic to a Pool (Votiro_ICAP_Pool).

3. The Pool Members (3.124.13.188:1344 and others) handle the request if marked
Available.

4, Monitors (e.g., tcp_half_open) check the health of the pool members.
5. If a pool member is unavailable, traffic will not be routed to it.

6. Profiles (Votiro_ICAP_Profile) are applied to ensure specific protocol-level behavior.

How to Configure ICAP on the F5 BIG IP Proxy Server and Set
Up Your Web Server for File Uploads

Considerations

This guide will cover BIG-IP version 16.1.5.1 build 0.13.7.

The Amazon Machine Image (AMI) used is “F5 BIG-IP 16.1.5.1-0.13.7 BYOL - All
Modules 2Boot,” its AMI ID is ami-Ocedc3bcc72cdal88.

This basic setup does not cover file uploads with secure HTTP/TLS Certificates.

This guide does not cover ICAP handling or filtering as this is done on the customer
side but this is generally made by the iRule feature handled by the “Votiro_ICAP_
Request adapt” profile.

Configuring F5 BIG-IP

1. You can launch an EC2 instance using your image or get one from the Marketplace .
Then you need to obtain the appropriate license.

2. You can log in using the Public IPv4 DNS address or the IP address via the
management port 8443.
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Download the Votiro_icap.tmpl file. This template simplifies the creation of ICAP-
related elements (such as nodes, pools, internal virtual servers, and profiles) in one
centralized location. The newly created request and response adaptation profiles
can be assigned to standard virtual servers, enabling them to utilize the Votiro ICAP
Server.

Connect to your F5® BIG-IP® server.

Create the Local Traffic Manager™ (LTM) Internal-virtual-server

1.

2.

10.

11.

12.

13.

14.

15.

16.

In the left pane menu, navigate to iApps > Templates.

Click on Import, then select the downloaded template file “Votiro_icap.tmpl" and
click on upload.

To create a new application from the template, go to iApps, click on Application
Services, and select Create.

Choose an appropriate name for the application, such as "Votiro_ICAP_Prod_SG.”
In the Template section, open the drop-down menu and select the template name.

In the section labeled ICAP Pool, ensure that the option create a new pool is
selected.

Under Node/IP, enter the IP address of Votiro's ICAP server that corresponds to
your region.

Verify that Port 1344 is in use.

Under the Create request and response adapt profiles section, select the service
down actions that you would like to receive when the service is unavailable,
according to your preferences. It is advisable to choose the reset option.

Maintain all other configurations as they are and click on Finish. The Components
map will be displayed.

On the same screen, navigate to Properties. Open the drop-down menu and change
the setting from Basic to Advanced.

Uncheck the box labeled Strict Updates (recommended) and click on Update. This
will allow us to modify specific configurations that were previously unchangeable in
the next step.

Navigate to Local Traffic > Profiles : Services : ICAP and select Votiro_ICAP_Profile.

Contact Votiro support to obtain the Votiro ICAP endpoint. Then, in the Settings
section under URL, paste the fully qualified domain name (FQDN) of Votiro’s ICAP
server in the following format: <icap://fqdn/vicap> and then click on update.

Navigate to the Pools section under Pool List. You will find the Votiro_ICAP_Pool,
which should be highlighted in green to indicate that it is available. Click on it.

Go to Configurations followed by Health Monitors. Scroll down through the
available health check profiles and select tcp_half_open. Click the left arrow to add
it and make it Active, then click on Update.
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17.  You should now have an application named Votiro_ICAP_VS running as an LTM
internal virtual server. To verify this, navigate to Local Traffic and select Virtual
Servers.

18.  Because this server type is classified as “internal,” it does not have an IP address
and will appear grayed out. However, if you hover your mouse over it, a status
message will display: Available (Disabled Parent) - The virtual server is available.
Its main purpose is to hold the ‘Votiro_ICAP_Profile'.

Setting up the Web Upload Server on F5® BIG-IP®

Assuming your organization already has a web server, you must configure a virtual server
to utilize it.

Create the Local Traffic Manager™ (LTM) Standard-virtual-server
Local Traffic Section

1. Go to the Virtual Servers section and click on Create.
2. Under General Properties, set a name, preferably the name of your upload server.

3. Under Source Address, set the subnet to 0.0.0.0/0 to accept traffic from any
location.

4, In the Destination Address/Mask field, enter your internal private IP address, which
is located in the upper left corner of the management console.

5. Set the desired Service Port according to your setup; for example, choose 80 for
HTTP.
6. In the Configuration section, change the setting from Basic to Advanced. Ensure

that it includes the following options:
HTTP Profile (Client): HTTP
Request Adaptation Profile - Votiro_ICAP_Request
Source Address Translation: Auto Map

7. Click on Finish.

Pools Section

1. Go to Pools and click on Create.

2. Give your pool a name that relates to your web server.

3. Select tcp_half_open to be used as the health monitor.

4. In the Resources section, set the Node Name to match your web server name, along

with your web server's public IP address and the upload port (e.g., 5000).
5. Click on Add. If your web server is online, it should display a "Green” status.

6. Navigate to Virtual Servers and select your newly created virtual server.
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7. Navigate to the Resources tab and select the pool name you previously created
under the Default pool section.

Configuring the Votiro Management Console
For further instructions to complete the ICAP setup, contact Votiro support.
ICAP Server Configuration in the Votiro Management Console

ICAP traffic is displayed in the Management dashboard under Data source > File connector
> ICAP Server.

The user can view and filter ICAP incidents by using the ICAP channel name in the filter
channels.

2.17.9 FileCloud
FileCloud Configuration for Integration with Votiro

To authenticate FileCloud with Votiro, generate an API key.

1. Login to your FileCloud account with Admin privileges.

@@ FiLecoud
Log In
‘ £/ FILECLOUD
e, BY CODELATHE
‘ bdmin | e o
Forgot Password Legin
2. In the Admin portal navigation pane, click Settings, and then select Third Party

Integrations.
3. Select the McAfee MVISION CASB tab.
4. Select the checkbox Enable FileCloud CASB integration.
5. Change the value of the FileCloud CASB API Key to any alphanumeric string.

6. Click Save.
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Server Storage Authentication Admin Database Email Endpoint Backup License
Third Party Integrations ServerLink Misc Reset
Anti-Virus Salesforce SIEM reCAPTCHA McAfee MVISION CASB ICAP DLP

McAfee MVISION CASB Integration Settings

Enable FileCloud CASB

integration . _ -
Select to enable McAfee MVISION CASB

FileCloud CASB API Key RonDemoApikey

Set FileCloud CASB API Key

Add the value of the FileCloud CASB API Key to McAfee MVISION CASB.

Creation of a FileCloud Output Folder

Our new product solution offers our customers a new way to handle sanitized files.

Customers can choose an output folder, and every file that a FileCloud user uploads to any
desired folder will be sanitized and placed inside the designated FileCloud output folder.

1.

2.

Open the FileCloud console.
Select All Files > My Files.
Create a new folder. This will serve as the output folder.

Copy the new folder path (it will be needed for configuration of FileCloud in the
Votiro Management Dashboard).

i@ FiLEcLous a . £ () RonFonkats -

“ -
A w >

Votiro Sanitized Files © A Fies and Foicers [IREI

uuuuu Macified sas =

Apr 032023 9:41AM +

Ratantion Pasicy &

Notifications =

¥ Notice &

B Deleted Files

Share the new output folder with any users that need to have access to it.
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File Cloud

Policy Name

Channel Name

Output Folder

Field
FileCloud Server Address
FileCloud API key

Policy Name

Channel Name

Output Folder

Save the configuration.

Votiro CyberSec Ltd. Proprietary

FileCloud Server Address

Typein your FileCloud server address

Type in your desired channel name

2 Using the Management Dashboard

Configuration of FileCloud in the Votiro Management Dashboard

To get to the File Cloud page, from the navigation pane on the left, click Cloud Connectors
and Integrations > File Cloud.

Server address

https:/votirofcfilecloudlabs.com

Select a policy to work with the connecto

Name

iles will JronfVotiro Sanitized Files

The File Cloud page contains the following fields:

Description

Specify the FileCloud server address. The address must include
https://

Specify the FileCloud API key.

Specify a policy for the FileCloud connector to work with. Select the
Default Policy if you have not created an alternative policy to use.

Specify the name of your channel. The channel name appears in the
Incidents page as the name of a connector. In the example above,
the channel name is "File Cloud".

Specify an output folder to contain sanitized files (the folder that was
configured in FileCloud, as described in Creation of a FileCloud
Output Folder). If left empty, files will default back to their original
location.
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FileCloud Behavior when Uploading Files

1. Any file upload will be directed to the Votiro sanitization process.

2. After the file is uploaded, it is deleted and then replaced by a sanitized version of
the file upon completion of the sanitization process. Note that this process may take
some time, and therefore the sanitized file will not be displayed immediately.

@@ FiLecLou - & O fomFomkas -
- -
L
— P C=
My Files J ¢ i
.....
(=]

. 5

Maifications. =

If the file was blocked, the original file is replaced by a blocked PDF that contains an
explanation of the reason for blocking the file.

VOTIRG

We have blocked this file in adherence
to your organization policies. Please
contact your IT department for further
information.

The image file was blocked in adherence to the
organization’s policy.
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Votiro Management Console — Monitoring

For monitoring and further investigation, browse the Votiro Management console to get
more information on the uploaded files.

Monitor o mm 0 - VOTIREJ

) imcaming Teute IR T — i O R— &) venme

0. 5 it 688.19KB
B Processed fika i ) Proceased fil i 18 Fie Connaceer - Fie Cous 4 UiveStatn

18 4. " 023s. Rl ——

e
— —
.
Incidents R p— - |
S [ =]
e =
SRR ==
, T — vt
an
L 808- BO207156 Lipg m
18.. 0o 1
r—— P—— [IR— PS—
Extmrmal image « . P
fa—
-
[TR—— Fike dtnds gl.n PR
——
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Limitations

The supported file size is up to 2 GB.

When uploading an entire folder for sanitization, the folder will not be preserved,
and the sanitized files will be retrieved without the original folder structure.

2.17.10 Chrome Browser Extension

Description

This document describes the installation, deployment and usage of Votiro's Chrome
browser extension.

The browser extension can be:

downloaded and installed by centralized deployment using GPO (Group Policy
Object). See Centralized Deployment using GPO (Group Policy Object).

downloaded and installed manually. See Manual Deployment.

downloaded and installed in the Microsoft Edge browser.
downloaded and installed in the Cyberark Secure Browser.

The user's manual is described at Chrome Extension User's Manual.

Limitations

The Chrome browser extension does not work with Microsoft 365 webmail.

The Chrome browser extension does not support the Chrome browser option to
enable the user to indicate where to save each file before downloading. You must
disable this option as follows:

a. In the Chrome browser, navigate to Settings > Downloads.

b. Disable Ask where to save each file before downloading.
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®

Settings O, search settings
You and Google
Downloads

Autofill and passwords
Location
Privacy and security C\Users\ \Downloads

Performance - A5k where to save each file before downloading

@

Appearance
Show downloads when they're done [ o)

Search engine

g ° ® 0 & @ )

Default browser

c

On startup

-]

Languages

[

Downloads

=4

Aceessibility

}v

System

©

Reset settings

¥

Extensions (£}

About Chrome

)

Base64 images are directly embedded inside the webpage as text (inside HTML or
CSS). Because they are part of the page itself, they don’t require a separate URL and
therefore cannot be "whitelisted" regularly.

Base64 images are just images converted into text using a special encoding

called Base64. Instead of storing an image file (like .jpg or .png), Base64 turns the
image into a long string of letters, numbers, and symbols.

Regular images are stored as files on a server, and the browser loads them using a
URL (https://example.com/image.png).

Centralized Deployment using GPO (Group Policy Object)

To deploy Votiro's Chrome extension using GPO, the domain admin must implement the
following steps:

1.

2.

3.

Update the domain controller group policy with Google's Chrome extension.
Central installation of the extension from the Google web store to users.

Central configuration of the extension’s parameters in the Registry (for Windows,
this depends on the operating system).

While this document refers to GPO steps explicitly, the deployment can be done by most
standard tools for domain policy management (such as Microsoft Configuration Manager
(formerly System Center Configuration Manager (SCCM)), PolicyPak and others).
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Centralized Deployment Procedure

1. Add Chrome Policy Templates

a. On your domain controller, navigate to the URL Chrome browser for
Windows, and download the correct 32 or 64 bit zip bundle. Extract the
Google Chrome bundle to your desired location, for example: C:\temp

b. Navigate to the directory in which you extracted the Google Chrome Bundle
and copy to the directory C:\Windows\PolicyDefinitions the chrome.admx file
located in the appropriate directory below:

for the 64 bit bundle:
\GoogleChromeEnterpriseBundle64\Configuration\admx

for the 32 bit bundle:
\GoogleChromeEnterpriseBundle\Configuration\admx

c. Navigate to the directory in which you extracted the Google Chrome Bundle
and copy to the directory C:\Windows\PolicyDefinitions\en-US the
chrome.adml file located in the appropriate directory below:

for the 64-bit bundle:
\GoogleChromeEnterpriseBundle64\Configuration\admx\en-US

for the 32-bit bundle:
\GoogleChromeEnterpriseBundle\Configuration\admx\en-US

Note: If a language other than en-US is desired, navigate to the appropriate language
directory within the admx directory, for example, for Spanish: es-ES, and copy to the
appropriate language directory within C:\Windows\PolicyDefinitions.

2. Create a Group Policy setting to deploy the Chrome extension
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a. Right-click Group Policy Objects, then select New to create a new GPO.
| & Group Policy Management Parent OU
v £\ Forest: Linked Group Policy
v &3 Domains _ .
This st does not inx
v 3
»./ AEG DB Firewall
=/ Default Domain Policy Precedence
:,,;_5 Map l*tlchvorlc Drive JA 1 (Enforcec
> 2. Domain Controllers & 2
v (3] Parent QU & 3
v g Child QU
», Default Domain Policy
v . GroupP '
| AEG
] Defa Back Up All...
] Defa Manage Backups...
& [.‘fnrr Open Migration Table Editor
(E] Firev
& Mac New Window from Here
i/ Map
i ou- Refresh
o smu Help

> _ WMI Filters

b. Enter a Name for the new GPO , then click OK.
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C. Right-click the GPO, and select Edit.

File Action View Help
oo 2nm = Bm
3 vetsocomebtensio- QY
« P Computer Configumtion Select an item to view its description.  Name
b [ Policies 1 Policies
p ) Preferences

418 UserConfiguation i
b ) Policies
b () Preferences

d. To force-install extensions, go to User Configuration\Administrative
Templates\Google\ Google Chrome\Extensions. Go to the setting Configure
the list of force-installed apps and extensions and double click it.
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File Action View Help
o 2m = Bm T

4 §& User Configuration Setting
4 (1] Policies 1] Blocks external extensions from being installed
p (] Software Settings iZ] Configure allowed app/extension types
b ] Windows Settings i Configure extension installation allow list
4 (1 Administrative Templates: Policy definitiont || '+ Configure edension installation blocklist
b [ Control Panel 5] Configure the list of force-installed apps and extensions Enabled
b (3 Desktop (2] Configure extension, app, and user script install sources
4 [ Google [£2) Control Manifest v2 extension availability

4 ] Google Chrome g i
[ Allow or deny screen capture (E] Bxension mansgement settings

) Content settings

] Default search provider
") Deprecated policies
] Extensions

] Google Cast

(] HTTP authentication
] Legacy Browser Support 1]
2] Microsoft® Active Directory® m
2 Native Messaging

] Network settings

[ Password manager

[ Printing

) Privacy Sandbox policies

) Remote access

e. Select the Enabled radio button.
f. Click the Show button.

g. In the Show Contents window, enter following string (this string points to
our extension in the Google web store) in the Value field:
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jopliknbfkemjbgkoepoejcchliipoie;https://clients2.google.com/service/upd
ate2/crx

a Configure the list of force-installed apps and extensions — =l e

E Configure the list of force-installed apps and extensions Previous Setting l l Next Setting I

O Not Configured Comment: .

® Enabled o —

O Disabled B . e VContemsr : G |_| : - 2
Extension/App IDs and update URLS to be silently installed j

Options: » jopliknbfkemibgkoeposicchliipoie hitps://clients2 google com/service /update 2/cnx

Extension/App IDs an
installed

[ ok |[ Concel

his

list, Google Chrome automatically uninstalls it.

On Microsoft® Windows® instances, apps and extensions from
outside the Chrome Web Store can only be forced installed if the
instance is joined to a Microsoft® Active Directory® domain,
running on Windows 10 Pro, or enrolled in Chrome Browser
Cloud Management.

| ||
3. Import xml to the group policy (to update the registry)
a. Download and save the following xml file locally: tenantXchromePlugin.xml
b. Open the file for editing and update to match the relevant customer, as
following:
° hostname — The cluster you work with (i.e., ga.sg.paralus.votiro.com).
° isAudit — When the value is:
° true (1) - files are not sanitized, but still appear on our
Incidents page.
° false (0) - files are sanitized.
° isFailOpen — Fail-open and Fail-close error handling:
° isFailOpen = 1: In case of an error in Votiro, the original file

will be downloaded
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isFailOpen = 0: In case of an error in Votiro, the file will be not
downloaded.

Note:

When a change is made to the registry, the registry should be backed up and then
reloaded with the updated values.

votiroPolicyName — The policy that should be used in the server.

token — The service token for the relevant client (should be taken from

the Ul)
c. Save the file and close it.
d. Right-click the xml file in File Explorer and copy it to the Windows clipboard.
e. In the Group Policy Editor, navigate to Computer Configuration > Preferences

> Windows Settings > Registry.

f. Right-click the white pane on the right. In the context menu, select Paste (or
press CTRL+V if you don’t see the paste menu).

=/ Group Policy Management Editor - m] X
File Action View Help
e rEBmc HE RO +

(5] Hardening_Ciphers_2016 “mal y
v (& Computer Configuration
~| Policies
v || Preferences
v | Windows Settings
Environment
3"? Files
(¢ Folders
5] Ini Files

Order

Action Hive

[#] Shertcuts
(37 Control Panel Setting
v & User Configuration
| Policies

7| Preferences Description
No policies selected New
All Tasks >
Refresh
Export List...
A View >
£ > |\ Preferences f Extended )\‘Standard
Registry Arrange lcons >
Line up Icons
) Help
g. The Confirm Import window opens. Click Yes.
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Confirm Import

i Are you sure you want to import the pasted document?

Yes Ne

h. The GPO is created. Now you need to link it according to the organization’s
policy. Locate the OU or Domain you want to apply the GPO to, then right-
click it and select Link an Existing GPO.... Then select your GPO from the list,
and click OK.

Note: The policy contains both user configurations and computer configurations, so
make sure the policy is applied on both computers and users.

4, Verify the Browser Extension Deployment
a. Open the Chrome browser. The Votiro Chrome connector icon will be
displayed.

2 ®* 0 © 60 G

"VOTIRG seversusr

If the Votiro Chrome connector icon appears as above, each downloaded file
will be sanitized by Votiro.

b. If there was a problem, the Votiro Chrome connector icon will be displayed
as off:
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IQ ﬁ' ¢ p @ 8 [ll:

‘WVOTIRG sovserser

Manual Deployment

1. Install the extension from Google chrome web store

a. Go to the following link in Chrome: Votiro Chrome Connector

& chrome web store

Home > Extensions > Chrome Connector

( Chrome Connector

i d kA 0O | Productivity | 2users

b. Click on Add to Chrome. A confirmation window opens:

D Add "Chrome Connector”?

It can:
Read and change all your data on all websites
Manage your downloads

Know your email address

Add extension [ Cancel

c. Click on Add extension.

2. Configure the Browser Extension
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a. The Chrome connector icon will be displayed with the off icon.

2 % 0 ® 8 ™ O]l

d V 0 T I R CJ Browser plugin

b. Click on the “Settings” icon:

2 % 008 " Gl

| V OTI R D Browser plugin/ ﬂ

Hostname

{clusterName}.paralus votiro.com |

Token
' eyJhbGciOiJSUzI1NilsimtpZ CI61jVBQzg2MDVERD|

c. Copy and paste the Hostname and Token from the Votiro Management
console as in the above example.

d. Click on SAVE.

e. After saving, the Chrome connector extension will be activated. The Chrome

connector icon will not be displayed with the off icon.
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L2 * 0 0 6 G

"VOTIRG seversusr

If the Votiro Chrome connector icon appears as above, each downloaded file
will be sanitized by Votiro.

Download and Install in Microsoft Edge Browser

To deploy the Browser plugin in the Microsoft Edge browser:

1. Paste the Chrome store extension URL to the Microsoft Edge browser:
Votiro Browser Plugin

& @ M &~ VotiosowserPugin x [+ - o x
« C O h le.com/detail/votiro-t pluginjopliknbfkemjbgkoepoejcchliipoie a A % Mm B - O
Q
Votiro Browser Plugin works on Microsoft Edge
@
& chomewebstore  Discover  Extensions T hemes Q, Search extensions an d themes T om m i o
(@ Switch to Chrome to install extensions and themes ~ Instal Il Chrome
c, Votiro Browser Plugin
5.0 % (7 ratings)
Extension Workflow & Planning 350 users.
Some Threats You
Detect.
L]
Some You Don't.
We Stop Both.
Make Incoming Files Safe. At Scale. Instantly. Jd®
2. Click the Get extension or Get button to install.

Allow extensions from other stores

Microsoft does not verify extensions installed from third-party stores. To get
extensions verified by Microsoft, go to the Microsoft Edge add-ons website.

3. Click the Allow button.
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D Add "Votiro Browser Plugin” to Microsoft Edge?

The extension can:

+ Read and change all your data on all websites

» Manage your downloads
+ See your email address
» Manage your apps, extensions, and themes

Click the Add extension button. The Votiro Browser Plugin is installed.

X

Votiro Browser Plugin has been added
to Microsoft Edge

- Manage your extensions by clicking
Settings and more > Extensions.

Download and Install in Cyberark Secure Browser

To deploy the Browser plugin in the Cyberark Secure Browser:

1.

Deploy the Browser plugin to Chrome using the appropriate deployment procedure
(centralized or manual).

Open and authenticate to the Cyberark Secure Browser.

Navigate to the CyberArk User Portal and add the Votiro Browser plugin to the
Applications.

Enter the Hostname for the cluster you work with.

Enter the Token generated using the procedure described in Service Tokens.
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b

VOTIRG e

L ®

All ltems Hotwme | 6 S
All  Applications  Secured items = FEE
B Allitems — @ & : -:-
3 oevices Amazon.com UPS CampusShip Sslesforce Confluence AL
A~ Activity L] L -]
@ oninenep
4. After the plugin is successfully installed and configured, you can test file downloads.
You can see threat detection history by clicking Votiro’s plugin.
€ User boral x|+ P
« C @ 23t4387.my.idaptive.app/my#/MyApp VRhYjphcHBsaWNhAGIvbnM = e %« 609 »0a
VOTIRG -oa
All Items ViewinlegacyUl | (®) admi

@ CYBERARK

ality Demonstration.

E

ANl Applications  Secured items Img”m

@ User Portal - . = . o threats wese fon
2 Anitems s @ L & : &
@ oeviees amazon.com s Confluence NTLM and Bas
@ oninehen

Post-Deployment Actions

Enable Downloads

In the Chrome browser:

1. Navigate to Extensions > Manage Extensions, or enter chrome://extensions in the
address box.

2. Navigate to Votiro Plugin Details in Manage extensions.

3. Scroll down, and enable the following:
Check Allow access to file URLs.

Check Allow in Incognito.
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Note:

When deploying the browser plugin, each end user will need to enable these options to
be able to download files while using the Browser plugin. Because it may disrupt the
workflow, this should be taken into account by the organization.

Allow in Incognito
Waming: Google Chrome cannot prevent extensions from recording your browsing history, To disable (}

this extension in In ognito mode, unseiect this option,

Allow access to file URLs O

Limitations in Incognito
The end user will be prompted to enable this option.

If the end user does not enable the option, files will not be downloaded. In this
case, the end user can browse through Incognito and then will be able to download
files.

A prompt cannot be issued from the Incognito window.

Because of Chrome's strict policy, there is no way to force the app on Incognito
without the user's express permission.

Chrome Extension User's Manual

The following features characterize the Votiro Chrome Connector extension:
Downloading files

When downloading a file, a Votiro popup will display in the bottom right of
the screen:

-

Please Wait...

The file is being scanned.

After download is complete, there will be an indication that the file was
downloaded:
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sample (1).pdf A

To view downloaded files, click on the Votiro extension icon. Downloaded
files will be displayed. The following information will be displayed:

File name

Threats indication

Time frame

Sanitization result icon - Sanitized/Blocked
The following examples illustrate:

Example 1: No threats found

-~

G © * 0 0 6 O

VOTIRG soversion

sample.pdf

(%]
[ ]
[ \™ ]
LN}
g
[
Ln
nJ
(9 ]
L.
-

S

No threats were found 4/17/

C

download.jpg

No threats were found 4/17/2023 1:58:36 PM

Example 2: Threats found
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L * 0 ® 68 ™ 00

| V 0 T | R D Browser plugin

All Files wth threats.7z
8 threats were found 4/17/2023 2:33:10 PM

Docx and PDF_PPF.7z @
No threats were found 4/17/2023 2:15:30 PM

sample.pdf
No threats were found 4/17/2023 2:09:15 PM

sample.pdf
No threats were found 4/17/2023 2:05:22 PM

download.jpg @
No threats were found 4/17/2023 1:58:36 PM

¢ If there is an error while downloading a file, a popup window will display:

Error!

Download stopped since the connection to
Votiro Cloud was lost; please try again later. ..

¢ In this case, please try again. If the problem still occurs, contact Votiro
support.

u Votiro Management
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The following screens illustrate the behavior of the Chrome Connector extension in
Votiro's management screens:

Dashboard Monitor screen

Monitar £} 6OMinutss  24Wours  7Days  30Days  12Months  Custom

Incoming Traffic

Files

(115 fies

Protection s Buseuss
Prouctity
Securs Fila Gatoway

Incidents screen

There is an option to view and filter incidents from the Browser
extension.

Incidents Q

Files screen
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‘sampi. pat

Q&A

Q: If we deploy the Browser plugin widely using GPO, can we prevent users from disabling
the Browser Plugin?

A: A customer that uses GPO can control whether users can access/remove/add browser
extensions.

Q: When the Browser plugin is deployed, how can we prevent DO_NOT_OPEN_ from
being appended to the beginning of the downloaded file names?

D DO_NOT_OPEN_cryptdrive_exe 1/3/2024 15:21 File
D DO_NOT_OPEN_DuckDuckGo_appinst...  1/3/2024 13:06 File
D DO_NOT_OPEN_Email signature galler... ~ 12/27/2023 12:53 File
D DO_NOT_OPEN_tenantXchromePlugin... 12/19/2023 14:51 File

A: In the Chrome browser,

a. Navigate to Extensions > Manage Extensions, or enter chrome://extensions
in the address box.

b. Select the Votiro extension.
C. Check Allow access to file URLs.
2.17.11 Zscaler Integration with Votiro
Zscaler Isolation and Votiro CDR Integration
Zscaler Isolation and Votiro enable users to access, view, and download the content they

need—seamlessly and without risk. Improve the security of traffic passing through the ZIA
platform with Votiro.
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Reduce the risk of malware and malicious code by only allowing known good files
through!

Zero-day threat prevention: Votiro strips out unknown bad code. This complements
ZIA by mitigating novel and unverified threats.

Improved compliance: Sanitizing files while maintaining the original file format
helps prevent data breaches and ensure the sanitized files align with secure industry
standards.

Reduced attack surface: Votiro Cloud sanitizes every file passing through ZIA,;
together, this reduces the risk of cyberattacks originating from file-borne threats.

Ability to scale: Votiro Cloud and Zscaler ZIA are cloud-based solutions that enable
organizations to scale traffic and file ingestion based on their expected workload.

Votiro and Zscaler Workflow

Configuring the Votiro Management Dashboard

Prerequisites

A licensed Votiro tenant

Votiro administrator account

Configure the Votiro Service Token

To begin using Votiro and Zscaler Isolation, you must first log in to the Votiro Management
Dashboard and obtain a Service Token.

To create the Service Token:
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1. Provide the email address registered in the Votiro tenant, then click Sign in.

VOTIRG

Sign In To Your Account

@rscaber com

2. Provide your Votiro administrator username and password, then click Sign in. The
Votiro Monitor page is displayed.

Sign in with your username and password
Usemame

wi
Password

EEHEAEE AR R R R

Forgot your password?

3. Select Settings (the Gear icon).
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4.

5.
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Monitor AT
- sy Fist o vy Tratte
0. 104 ...
658 . 254
PO S —
I a

== VOTIRGC

Fann e Bt e 1t e

158 7.51GB

T At RN Dt Livs S
7.285.... e bt

| n I o - s

st atincs Fhvnl Pl Detaitand by e © 52817

A

L

Select Service Tokens.

System Configuration

SMTP

Service Tokens

Certificates

License

Policies

Select Create New in the Service Tokens page.
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Create New Service Token

Type

Connector

Developer

Issued To

King Demo

Set Expiration Time

<

14
21
28

Feb

[P
drd

1
8
12
22

& | 2027

17 18
24 25

6. Select the token Type:

| CREATE

2 Using the Management Dashboard

a. Connector - Basic integration. Allows authentication for uploading files
procedure.
b. Developer - Advanced integration. For all available APIs. Handle it with
caution.
7. Enter a name for the Service Token in the Issued To Field.

8. Set the expiration date.

9. Click Create. The Service Token is displayed.

Votiro CyberSec Ltd. Proprietary
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Create New Service Token

Issued To

ricaler-bd-ia

Set Expiration Time

€ My

L]
L]
b

10 11 12 13 14 15 16
17 18 19 20 21 22 23
24 15 26 1T 28 29 30

CREATE

10.  Copy and save the Token text in a secure location, then click OK.
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Please Save Your Token, You Won't Be Able To See It Again

D beb570b2-ba18-420d-Bfad-734be6a 14050
I Type Developer
Issued To King Demo
Expiration 13/02/2027
Token ]

ey|hbGaiO)sUzlTMilsimtpZClaljVBQzg2MOVERDACQE4AMEMAR
ElxMTVGMU|BQJFGMNEYSMzd CN T4 NzYILC| 0eXAIOI| K1 Qif Q.ey

iuz0SBgX7jvzcY2BvHBteZVU_gX0qOGNXsKINIPHVpQWRN2Z_Z

Y¥WzzUbAyc_i75dVuFxziae_wljg

Note: You won't see the Service Token again.

Configure Votiro Policies for Zscaler

To create a policy:
1. Click Settings.

2. Select Policies.
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System Configuration

SMTP

SAML

Local Users

SIEM

Service Tokens

Certificates
Reports ©

Policies

3. On the Policies page, click the add icon &

2 Using the Management Dashboard

Policies vinss
-z [e]s
i e

- F
- et actee . aae
4, Provide a name for the new policy and click the checkmark icon v to save the new
policy.
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Policies
I | LA X » © &
Case Default action Exceptions

Virus L]
Unknown File - i}
Password Protected 0
Large File . 1]
Complex File - 0
Special Case 0

Note: In this example, you are keeping the policy with the default actions. For more
information regarding Votiro's policy options, refer to Policies.

Configuring the ZIA Admin Portal
Prerequisites

A licensed Zscaler Internet Access Tenant

Votiro Service Token
Enable Votiro Partner Integration

1. Log in to the ZIA Admin Portal.

2. Go to Administration > Partner Integrations.
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@ Settings

My Profile Nanolog Streaming Service

Company Profile Advanced Settings

Alerts Virtual Service Edges

Print All Policies DLP Incident Receiver
Partner Integrations

SaaS Application Tenants

P o & Authentication

Adminkstration
Authentication Settings Administrator Managemant
et User Management Role Management
Identity Proxy Settings Audit Logs
Cloud Service AP Security Event Logs

Backup & Restore

3. Select Votiro:

a. In Service Token, enter the Service Token created in Configure the Votiro
Service Token.

b. In Votiro Hosthame, enter the Votiro Tenant URL.

c. Click Save.
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Partner Integrations

Microsoft Cloud App Security SD-WAN Azure Virtual WAN CrowdStrike Microsoft Defender for Endpoint

Vetiro Authentication Credentialy

Service Token

Viotife Hoktname

Configuring ZIA Isolation
Prerequisites

Zscaler Isolation license

Configure Isolation Profile

Votiro Integration within the Zscaler Isolation
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1. In the ZIA Admin Portal, select Administration > Isolation.

Dashiboard

ok

Analylics

Acthvathon

Q

Saarch

A

£ Resources

Location Management
VPN Credentials

Static IPs & GRE Tunnels
Hosted PAC Files

eZ Agent Configurations

Subchouds

Network Services

Hetwork Applications

URL Categories

Bandwidth Classes
Time Intervals

Rule Labels

End User Notifications
Device Management
Risk Profiles

Tenant Profiles

Email Profiles

Cloud Applications

Isolation

DLP Dictionaries & Engines

MHotification Templates

2. Click Add Profile.

Isolation

Isolation Profiles Isolation Banner

(® Add Profile

Dashboard

3. In the Add Isolation Profile window, enter the following fields:
Name: Enter a name for the ZIA isolation profile.

Description: (Optional) Enter a description of the profile.
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Add Isolation Profile x

1 Gensra 2 Company Seltings 1 Security 4 Regions 3 lsolation Experience

GENERAL INFORMATIOMN

Mamss

TURBO MODE

Enabla Turbo Made

DESCRIPTION
Descrigtion

IS BD SA Voliro Profile Demol]

m cancc‘

4, Click Next.

5. On the Company Settings tab, choose to use either the recommended PAC file URL
or your own manually configured PAC file URL:

a. If you select Use recommended PAC file URL, the Automatic proxy
configuration URL field is populated by default with the recommended PAC
file from your Hosted PAC Files list in ZIA. The isolation browser configures
the PAC file within the endpoint experience containers, and any traffic to the
internet from the isolated browser is also forwarded through the ZIA cloud.

b. Enable or disable Override PAC File and return traffic to the ZIA Public
Service Edge. The ZIA Public Service Edges use auto-geoproximity, meaning
that the traffic is returned to the service edge closest to the location of the
user, not the location of the isolation browser.

C. Enable or disable Debug Mode. If you enable it, you can optionally create a
Debug File Password for the ZIP file that is created at the end of a debug
troubleshoot. Make sure to share the password with the user associated with
the isolation profile.
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d. In the Root Certificates section, select at least one certificate from the File
(.pem) drop-down menu. The Zscaler Root Certificate that ZIA uses for SSL
inspection appears by default in the drop-down menu. If your organization
uses custom root certificates for SSL inspection, you can add them before
creating isolation profiles.

Add lsolation Profile x

1 Genaral

DEBUGGING

Automatic proxy configuration URL

Owerride PAC file and return traffic 1o ZIA Public Service Edge

2 Company Settings 3 Sacurity 4 Regins 5 lsolation Experiencs

Enable Debug Mode

File [ pem)

Dabug File Password [Optional)

ROOT CERTIFICATES

£scaler Root Certificate b

6. On the Security tab:

a. Enable or disable Allow local browser rendering.

b. Enable or disable Allow Application Deep Linking.

c. In the Votiro CDR Integration section:

Votiro CyberSec Ltd. Proprietary

Enable Votiro CDR: Enable to allow downloaded files to be sanitized
by CDR while in Isolation.

Download: Enable to allow Votiro to sanitize downloaded files.
Upload: Enable to allow Votiro to sanitize uploaded files.

Votiro Policy Name: (Optional) Select a Votiro policy from the drop-
down menu. If none is selected, the default Votiro policy is applied.
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Edit Isolation Profile *

Previous m Cancel Delete

1 | Gengral 2 | Company Sefttings 3 Security 4  Regions 5  Isolation Experience

Allow local browser rendering

APPLICATION DEEP LINKING

Allow Application Deep Linking

VOTIRD CODR INTEGRATION

Enable Votiro COR
Download Upload

Vatiro Policy Name [Optional)

Z5 BD 5A DemoD -

Click Next.

On the Regions tab:

a.

b.

From the drop-down menu, select at least two regions. The isolation
containers are leased to the user only from the selected regions based on the
least network latency.

Click Done.
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Edit Isolation Profile »

1 Genaral 2 Company Settings 1 | Sacurity 4 Regions 5  lIsolation Experience

SELECT ISOLATION REGIONS

Isclation Regions

Any s
Unselected tems Selected Items (0 )
Q

Frankfurt
London

Murmibai
Portland Oregon
Singapore

S'fd" oy

m Cancel Clear Selection

9. Click Next.

10. Onthe Isolation Experience tab:

a. From the drop-down menu, select an Isolation Banner. The option you
choose shows a preview banner in the window. Choose from existing banners
or create custom isolation banners to use for your isolation profiles. To learn
more, see Adding a Banner Theme for the Isolation End User Notification in
ZIA.

b. Select the Isolation Experience mode:

Native browser experience: This mode provides the user with a
browsing experience similar to accessing the native web page with a
typical browser. The user can customize this view.

Browser-in-browser experience: This mode provides the user with the
complete look and feel of an isolated session experience. To learn
more, see User Experience Modes in Isolation.
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Edit Isolation Profile *

1 | General 7  Company Settings 31 Security 4 | Reglons 5 Isolation Experience

ISOLATION BANNER PREVIEW

Heads up, you've been redirected to Browser Isolation!

(bzscafer Tha website you wene trying 1o Sccess is now rendered in & fully isclated ervirorment 1o

probect you from malcious combent

Isolation Banner

Dafault -

Isolation Experience

Native browser axperience (=) Browser-in-browser exparience

WATERMARKING

Enable Watermarking

COOKIE PERSISTENCE

P TP TR PR R ———

11.  Click Save.

Configure Zscaler URL Filtering Policy

After the Votiro integration is enabled, and the Isolation profile is configured, you must
create a URL filtering rule, and then associate the isolation profile.
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1. In the ZIA Admin Portal, select Administration > URL & Cloud App Control.

& Web

Malware Protection URL & Cloud App Control
Advanced Threat Protection Fila Type Control
Sandbox Bandwidth Control

Secure Browsing S5L Inspection

Data Loss Prevention

& SaaS Security API

S5aa5 Security APl Control

Sean Configuration

Activaticn
SaaS Security Posture Manag...

[
2. Click Add URL Filtering Rule.

a. Enter a Rule Name for the new rule.

Add URL Filtering Rule b4

URL FILTERING RULE

Rule Order Rule Name
1 b 25-BD-Ruled
Rule Status Rule Label
Enabled e ~
3. In the Protocols option, select HTTP and HTTPS.
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Note: These are the only protocols supported by Zscaler’s Isolation solution.

Request Methods Time

COMMECT; DELETE; GET; HEAD; OPTL.. » L& Always o LL
Protocols User Agent

DMS Ower HTTPS; FTP over HTTP; HT.. A LE W

Unselected Items Selected Items ( 2 )

HTTR
HTTPS

| L]

DMNS Owver HTTPS
ket L FTP over HTTP

HTTP

HTTP Proxy

HTTRS

MNative FTP
RL

m Cancel Clear Selection
—

4, Click Done.

5. In the User Agent option, select the browser criteria for which this rule must be
applied.

Chrome
Search Q
Firefox

Microsoft Edge

Firefox Microsoft Internet Explorer

Microsoft Internet Explorer Safari

Microsoft Edge

Chrome

Safari

m Cancel Clear Selection

6. In the Action section under Web Traffic, select Isolate.
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a. Under Isolation Profile, select the profile created in Configuring ZIA Isolation.

ACTION

Web Traffic

Isolation Profile

I BD SA Votiro Profile v|

Daily Bandwidth Quota (MB) Daily Time Quota (min)

DESCRIPTION

7. Click Save.
Testing ZIA Isolation and Votiro CDR
Prerequisites

Votiro tenant configuration

Isolation Profile

End-to-End Testing
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1. Connect to Zscaler Client Connector.

Zscaler Client Connector

Connectivity
Internetl Security
Username rscalerbeta.net
™
\,:J Service Status oM (MHTURN OFF
Digital Experience
ol pe Notwork Typa Off Trusted Metwork
o Server 104.129.192.254:443
Motifications Client IP 10.100.1.36
o Tirne Connected 0SN72024 02:45:02 PM
Tunnel Viersion v2.0 - DTLS
Mora
Statistics
Total Bytes Sent 1141 KB
Total Bytes Received 26.91 KB

2. When downloading a file that matches the URL Filtering Policy, the request is
redirected to Zscaler Isolation and the Content Disarm analysis process starts.

Downloading..

Pheora wan @ maoment

3. After the CDR analysis is complete, the banner message in the following figure is
displayed.
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3
Downloading..

Please wait @ moment

4. Go to Protected Storage to open the sanitized file.

[ Probected Storape

Storage
Tile-sampie, 1B g0

2082 1B o = Duesbile-Chok 10 o0

e TRMTIZED

5. Click the View icon to open the sanitized file within Isolation.
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[) protected Storage X

Storage

= file-sample_1MB.doc
436.2 kB +" - Double-click to open

Cancel &3 Upload file

L

- S — — — -

Analyzing Events in the Votiro Management Dashboard

1. Log in to the Votiro Management Dashboard, then click Events.

Duaite: Picions Chancets

Events - iy - mie | T T T e B »
h
paeia Setact Al mems (00 »
Fite_DOC_Filel paf 1 P g . P ar a—— 3 Soiinaiun The
il Typer

1 - - 14 Fime Saninsed 04 wac Sansiazstion Time
i, 2300 557
Suspicious Otject Type

File_Dioes P2 pill iRl e ot SR LS P
ey W0, 304 7

Comgiliance Regulation Rule

3
€
¥
H
E
B

5 mennd e Ma Ty 13 Fims Sensged 0 Suspacious Cogects 1 Fies Biocuss 4 e Sareny st Tava
Privacy Data Type Sy e, 3304 §37 b

2. Click View Details.
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File_DOC_File1.pdf :
May 20, 2024 7:06 AM
Using policy "Default Policy"

14 Sanitized O Blocked

1 Suspicious Objects

Related Files by File Type

Use Cases
The following sections describe the use cases for a Zscaler and Votiro integration.
Use Case 1: Download of Files to Managed Endpoints

Customers use ZIA and the associated services to ensure that no malicious files are
downloaded onto managed end points. However, in certain circumstances, they also must
ensure that the file downloaded is sanitized so that certain active content and file
capabilities are turned off. This approach ensures that the files are not weaponized in the
future or used for any malicious purpose.

To achieve this, customers use file sanitization CDR solutions such as Votiro. Customers

expect that the files downloaded onto the end user’s computer are sanitized by Votiro so
that the file delivered to the user is not only benign, but also has any capabilities that can
later be used to weaponize the file or make the file vulnerable are turned off or sanitized.

The CDR service is expected to perform actions such as removing printer settings,
sanitizing files with dynamic data exchange (DDE), removing metadata, removing external
links, removing suspicious links, removing external images, removing macros, VBA macros,
etc.
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Use Case 2: Upload of Files to Private and SaaS Web Applications

Customers have private or Saa$S applications that are critical in nature. In some cases,
however, these applications must be accessed from unmanaged devices.

The user on the other end of these devices could be employees or third-party contractors.
In some cases, uploading files to the application becomes a critical part of the user
workflow. For example, an insurance agent or an investment broker could need to upload
client documents to an internal web portal for legal and documentation purposes.

Secure access to these applications is provided by the user of browser isolation, however if
the user is allowed to upload files to the application, it becomes critical to ensure that the
files being uploaded to the application are not malicious or do not make the application
itself vulnerable due to vulnerabilities in the uploaded file. In such cases, the use of a CDR
solution such as Votiro to sanitize the uploaded files ensures application security.

Configuring Settings

Use the System Setup page to configure settings in Votiro's Management Dashboard.

System Configuration
Customizations
SMTP

SAML

Local Users

SIEM

Service Tokens
Certificates

License

Policies

Data Security Policies

Auto Classification

System Configuration

To get to the System Configuration page, from the navigation pane on the left, click
Settings > System Configuration.
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System Configuration

Votiro Tenant Id d9dcc9dd-4a84-4d99-bd47-d6eI6a20bads

Monitor Mode

Enable Manitor mode in order to deliver the original file (and
not the sanitized file) but continue to receive file analytics.

Warning! Files will not be sanitized and may contain malw

Login Session Timeout
Enable session timeout to define a limit on user inactivity. If

activated, specify the duration in minutes before timeout 15
oceurs, effective upon next login.

Company Name * Name
Type in your company name Votiro Product
File History * Days to keep
Select the number of days to keep files in storage 1

Do not store files in storage

(m]
Password Protected File History * Days to keep
Select the number of days to keep password protected files in 1
storage
* Do not store files in storage
(m]
Date Format Date
Select your preferred date format DD/MMAYYYY hd
Time Format Time
Select your preferred time format HH:mm v
System Language Languaze
Select your preferred system language en v
Microsoft Information Protection (Mip)

Select whether to allow Microseft Information Protected files
into your organization

URL Reputation Service Enable

Select whether to enable URL reputation capabilities

URL Reputation Service - Blacklist

Enter a list of URLs to be blacklisted when using the URL
Reputation Service.

The System Configuration page contains the following fields:

Element Field Description

0 Votiro TenantId | Votiro Tenant Id
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Element Field Description

Monitor Mode is intended for potential customers to
experience our product before purchase and has the
following features:

Experience and test our product with the customer's
files.

Get insights and analytics using our Management
dashboards.

1 Monitor Mode Does not interrupt the organization's workflow.

Monitor Mode sanitizes files to gather file analytics, but the
user always gets the "original" file.

When Monitor Mode is enabled, a red frame appears when
running the product to reduce confusion with connectors
indication.

By default, Monitor Mode is disabled for editing. To enable
this feature, please contact Votiro support.

) , Enable session timeout to define a limit on user inactivity. If
Login Session

2 Timeout activated, specify a duration in minutes before timeout
occurs, effective upon next login.
Specify the name of your organization. The company hame
3 Company Name | appears in activity reports. See Generating Reports on

page 314.
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Element Field
4 File History
Password
5 Protected File
History
6 Date Format

Votiro CyberSec Ltd. Proprietary
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Description

Specify the number of days to keep files in storage. The
default is 30 days.

If the box Do not store files in storage is checked,
standard files are stored for five minutes. After
"PublishDone", standard files are deleted. The files aren't
saved in the blob, only in Votiro cache, as part of the
sanitization process. During that five minute time period, the
original and sanitized files are available to download. At the
end of the that time period, local storage will be deleted, and
the uploaded files will not be saved in our storage. Existing
original/sanitized files will be deleted as well up to 24 hours.
However, large files, above 50MB in size, will be deleted one
hour after the upload.

If the box Do not store files in storage is checked, the
user will not be able to release the original file or get the
original/sanitized files. The user will get an error (because we
are not saving the original/sanitized files due to the Main File
History configuration: Do not store files in storage).

Note: Password-protected files will be reachable only from
the password-protected portal.

Specify the number of days the system saves password-
protected files in storage. The default is 180 days.

Note

After the configured period, the original file is deleted and
cannot be retrieved through the dashboard.

If the box Do not store files in storage is checked, local
storage will be deleted, and the uploaded files will not be
saved in our storage. Existing original/sanitized files will be
deleted as well up to 24 hours from upload. However, files
above 50MB in size will be deleted one hour after the upload.

Note: When trying to download the original/sanitized file
from the Management console, the user will get an error
(because we are not saving the original/sanitized files due
to the Main File History configuration: Do not store
files in storage).

Select your preferred date format for the display of
information in the dashboard --either MM/DD/YYYY or
DD/MM/YYYY.
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Element

10

11

Note

Field

Time Format

System Language

Microsoft
Information
Protection (Mip)

Url Reputation
Service

Url Reputation
Service - Blacklist

2 Using the Management Dashboard

Description

Select your preferred time format for the display of
information in the dashboard -- either a 12-hour clock or 24-
hour clock, using the format HH:MM or HH:MM (AM/PM).

Select your preferred system language. To add languages to
the list you must translate Dashboard dictionary and upload
the translation.

The default language is EN, English.

Select whether to allow Microsoft Information Protected files
into your organization. MIP protects data and prevents data
loss across Microsoft 365 apps, services, on-premises
locations, devices, and third-party apps and services. The site
http://login.microsoftonline.com/ is allowed.

Select whether to enable URL reputation capabilities. After
enabling, navigate to Votiro Policies for adjusting URL
Reputation for supported file types (Email, PDF, DOC, DOCX,
XLSX).

Enter a list of URLs to be blacklisted when using the URL
Reputation Service.

Fields marked with a red asterisk * are mandatory, to be completed.

Monitor Mode

After enabling Monitor Mode:

All files from every source will be sent to Votiro product inspection and analysis.

The customer will receive the original file.

The customer will be able to get a full experience of using our product.

The customer will be able to get insightful analytics on threat activity and PlI
(Personal Identifiable Information) using the Votiro Management console.

Note the current limitation:

When Monitor Mode is enabled, it is enforced on all file sources. There is no option
to specify only one file source to be in Monitor Mode.

Customizations

The Customizations page enables the user to customize the blocked file PDF template,
password protected blocked file PDF template as well as the password protected email
body.
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To get to the Customizations page from the navigation pane on the left, click Settings >
Customizations.

System Configuration

Customizations

SMTP

SAML

Local Users

SIEM

Service Tokens

Certificates

License

Policies

Auto Classification

The Customizations page is displayed:

Customizations

Blocked file PDF

omize arganization blocked file POF template by uploading

Password protected - blocked file PDF

The customizations available are:

Blocked file PDF - customize the organization's blocked file PDF template by
uploading your own template. See Customizing Blocked File Templates.
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Password protected - blocked file PDF - customize the organization's password
protected blocked file PDF template by uploading your own template. See See
Customizing Blocked File Templates.

Password protected - Email body - customize the organization's password
protected Email body by editing the suggested template

Customizing Blocked File Templates

Votiro provides a default blocked file template to the customer. The customer then has
three options:

Use the default template as is
Customize the default template

Import a customized template
Using the Default Template

1. Click on the three dots to the right of the Import button.
The following menu opens:

m :
-
L
Download default template
Preview template
Reset to default
2. Select Download default template.
3. The default template is downloaded.
Customizing the Default Template
1. Download the default template by selecting Download default template.

2. Edit the downloaded template as desired.
Importing a Customized Template

To upload a blocked file PDF template or Password Protected blocked file template:

1. Click on the Import button.

2. An explorer window opens. Navigate to the desired template file to import and
select it.

3. The import process begins, and a progress bar is displayed.
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4. When the import process completes, a message is displayed.

a. If the import is successful, the following message appears:

J Template uploaded successfully

Each blocked file will be replaced with the updated template.
b. If the import is unsuccessful, an error message is displayed:

° If the template file type is not RTF, the following message appears:
The uploaded template should be an RTF file

° For any other error, the following message appears:
The upload template process failed. Please contact Votiro support.

As you make configuration changes the Items Changed count increases.

To save the changes click Save Changes. A confirmation message will appear advising that
you will not be able to recover the previous configuration settings. Click OK to proceed
with saving the changes made to the configuration settings, or click Cancel to return.

To abandon the changes click Reset, your system configuration settings will remain
unchanged.

Customizing Email Body Templates

Note:
Currently the customized email template is not supported in the TNEF email format.

To customize the Email body template:
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1. Click on the Editor button.

Email body template editor + Template %

Upload image [100x100px max] Title

Choose File | Mo file chosen Enter template title

Message body
nter temp T ge L
S
Link prefix Link description
To release the file (filename) | click here

Template preview

To release the file {{filename}} click here

2. You can customize the template by:
Logo (Upload image) - press Choose File to upload an image
Title - enter the template title in the text box
Message body - enter the template message body in the text box

Release file link message (Link prefix and Link description) - enter the Link
prefix text in the text box, and the Link description in the two boxes.
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Email body template editor + Template

Upload image [100x100px max] Title
Choose File | Mo file chasen Enter template title

Message body

Hellg,
This is an automatic message from Votiro security system.
Someone sent you a password protected file, to scan the file and allow it to your mailbo.

Link prefix Link description

To release the file (filename) | click here

Template preview Right to

Hella,
This is an automatic message from Votiro security system.
Someone sent you a password protected file, to scan the file and allow it to your mailbox.

To release the file {{flename}} click here

You can create up to two templates by clicking on the + Template button.
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Email body template editor 2 M 10f2 § %X

Upload image [100x100px max) Title
Choose File | No file chosen Enter tempilate title
Message body

See English below
DI

YOI T TN NOWNN NFONIoK QYT

YA NI NN WONT NN 7V QN0 [MN FI7 1IN N
Link prefix Link description
IND'ON NN ST [0 WNNT YT TV PINTTT e (filename) yn7 ]

Template preview

See English below
o'
MAOI T NATAN NOWHAR NOR0IK AT DT

YD NP DK WONT TR T An0‘03 A Y TR nen

%3 yn {{filename}} Anoton nx A’ PR KM 7190 S pinT e

4. After entering the desired information, there are options to:
Template Preview / Preview all - preview templates
Right to left / Left to right - Set message location

Reset - reset the template to the default
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Email body template editor 1 < M|

Upload image [100x100px max] Title

Choose File | Ma file chosen Enter template title
Message body

Hello,
This is an automatic message from Votiro security system.
Someone sent you a password protected file, to scan the file and allow it to your mailbox,

2of2 W X%

S
Link prefix Link description
Click on the link and type in the password. (filename) | click here
Template preview Jlate: 2 Right to lef
orm
R U T L7 By e b e T Fa Sy R TP VT (R 1
NA0'DN DR WERT |20 WNET 0 T pingy @ yaipn NTap DK oK 100 7Y o000 [Am yap e nhea
w3 yn7 {{filename}} nnoton nx wEny pa anen s e aings w
Hello,
This is an automatic message from Wotiro security system.
Someone sent you a password protected file, to scan the file and allow it to your mailbox,
Click on the link and type in the password. {{filename}} click here
5. After reviewing the template changes, click on the Save button.
End user view
The following is an example of what the end user sees in the email:
King PPF Test
o Ron Fonkats <ron fonkats@votiro.com> © & Reply % Replyall > Forward &
To: Ron Fonkats Wed 11/13/2024 10:38 PM
See English below
ol
101 7Y NIATAN TDWAN NFUNIVIK AYTIN DIT
Y2UPN D72 DX WK NI 7Y ,NN0'0D AN YaIR 7R N7l
Ix2 Yn'? Supported Entity - PPF.pdf nnoton nk w'an'? pn Wnk71 p1n 2w yin'y7 vt
Hello,
This is an automatic message from Votiro security system.
Someone sent you a password protected file, to scan the file and allow it to your mailbox
click the link and type in the password. Supported Entity - PPF.pdf click here
This email contains password protected file.
Follow the above instruction to release the file.
VOTIRG Sr. Product Manager
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Demo

2 Using the Management Dashboard

A video demonstrating customization of the Email body template is available at:

Customize template - PPF Email message

SMTP

All SMTP settings are required to enable Management Dashboard features that rely on
email. Configuring SMTP settings allows you to release original files from the blob. For
more information, see Releasing Files on page 1.

To get to the SMTP page, from the navigation pane on the left, click Settings > SMTP.

Settings

SMTP

SMTP Server Address

SMTP Server Port

eSMTP Server Email

Type in your SMT

SMTP Server Password

Test Email

ype in your organization SMTP ser

SMTP User is requirad

-

The SMTP page contains the following fields for configuring the connection to an SMTP

server:

Element Field

1 SMTP Server Address

Description

Specifies the SMTP server that relays notifications from
the Platform Management to users in your organization.

2 SMTP Server Port Specifies the SMTP server port.
3 SMTP Server Email Specifies the email address of the SMTP server user.
4 SMTP Server Password Specifies the password for the SMTP server user.

Votiro CyberSec Ltd. Proprietary
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Element Field Description
To test the SMTP settings, click Test.

If the settings are valid, a verification code is
displayed in the Management Dashboard.

The same code appears in an email message that
is sent to the address you specified.

5 Test Email

Test Email

To check the SMTP connection send a test email has been sent containing the

Click Test following number

35184
If the settings are invalid, an error is displayed
below the button.
Note

Fields marked with a * red asterisk are mandatory, to be completed.

As you make changes the Items Changed count increases. When finished making changes
at the bottom of the page select to either Save Changes or Reset to the original settings.

2.18.4 SAML

Configuring SAML settings allows the Votiro application to use single sign-on (SSO)
technology to authenticate a user signed-in to their organization's systems.

To get to the SAML page, from the navigation pane on the left, click Settings > SAML.
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SAML

IDP Metadata address
our IDP metadata

Issuer
SAML Username identifier

Admin role key

our admin role

Help-Desk role key
our help-desk role key

Help-Desk role value

Type in your help-desk role value

SOC role key

our SOC role key

eﬂdmm role value
ype

SOC role value

our SOC role

Type our username identifier (username claim)

httpsy//

votiro-ortichon.okta.com/app/exk

ame
Okta_SAML_Example

http://sel

hemas.xmisoap.org/ws/2005/05,

Group

VotiroAdming

Group

VotiraHelpDesk

Group

VotiraSoc

The SAML page contains the following fields:

Element Field

1 IDP Metadata address

2 Issuer

3 SAML Username identifier

4 Admin role key

5 Admin role value

6 Help-Desk role key
7 Help-Desk role value
8 SOC role key

9 SOC role value

Note

Description

Specifies your IDP metadata address.

Specifies the name of the issuer.

Specifies the username of the identifier, also know as

the claim.

Specifies the claim group name (i.e. "AzureGroupol").

Specifies the object ID of a desired group listed under

Azure AD SAML Toolkit > Groups.
Specifies the role key for the helpdesk.

Specifies the role value for the helpdesk.

Specifies the role key for the SOC.

Specifies the role value for the SOC.

Fields marked with a * red asterisk are mandatory, to be completed.

As you make changes the Items Changed count increases. When finished making changes
at the bottom of the page select to either Save Changes or Reset to the original settings.

Votiro CyberSec Ltd. Proprietary

Page 258



V 0 T I R D 2 Using the Management Dashboard

2.18.5 Local Users - SaaS

This feature enables the customer to add, delete and manage local users who can access
the Management dashboard. The feature is relevant for SaaS customers only.

The feature has the following capabilities:
The customer can
Create a user
Delete a user
Reset a user's password
Assign roles to a user

The created users can log in to the Management dashboard and perform actions
based on the assigned user role.

Up to 20 local users per tenant are supported.
AWS forgot password flow is not supported.

To get to the Local Users page, from the navigation pane on the left, click Settings > Local
Users.

Local Users

+ Create User

System Configuration

SMTR
SAML
Local Users
SIEM

Service Tokens

The Local Users page contains the following fields:

Element Field Description
Clicking on this button opens the Add New Local User
1 Create User .
window
2 Username Specifies the name of the user.
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Element Field Description

Specifies the user's role value. The options are Soc,

3 Permission level
Helpdesk or Administrator

Specifies the possible actions. The options are Reset

4 Actions
Password or Delete.

Add New Local User

To create a new user:
1. Click on Add New Local User.

2. In the window that opens, type the Username. Note the Username syntax rules
displayed in the window.

Al Now Local s

3. Type the Email address.

Note

The system will display the Username with the tenant domain prefix. The user cannot
change the tenant domain, unless there is more than one domain under the tenant; in
this case, the user may select the tenant domain.

4. Type the New Password and Confirm New Password. Note the Password syntax
rules.
5. Select the action to take:

To create the new user, click on Save. If successful, the user will be created
and displayed in the user list.
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To cancel the user creation, click on Cancel. The user is not created and the
user list is redisplayed.

Assign a Permission Level

The customer can assign the user a role:

Soc - cannot view the Local Users screen (this is the default permission for a new
user)

Helpdesk - can view the Local Users screen, but cannot perform any actions
Administrator - can view the Local Users screen and can perform all actions

The following table details the permissions assigned to the different roles.

View Vie
data in View/e W  Create/d
Dashb Downl View/ Loca View/E View/
dit elete
Role oard oad/ connec edit Repo | users dit Edit
and Releas tors settin rts User Certific Licens
Explore e files cetting 95 s Reset ates es
Incide 9 scre Password
nt en
Soc Yes No Yes/No |Yes/No Yes No No No/No No/No
Helpdesk Yes Yes Yes/No |Yes/No Yes Yes No No/No No/No
Administ
rator es Yes Yes Yes Yes Yes Yes Yes/Yes Yes/Yes

New Local User Initial Login

The new user sees the following login screen:
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VOTIRG

Sign In To Your Account

Iémer Email Address

Sign In With SSO

There are two ways the customer can sign in:

u Sign in with Votiro credentials - relevant for a customer that has setup local users

| Sign in with SSO (using corporate credentials) - relevant for a customer that has
integrated Votiro through SAML

Sign In with Votiro credentials
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1. Sign in with Votiro credentials. Enter the local user email address to sign in to the
Votiro Management console.

VOTIRG

Sign In To Your Account

IEnter Email Address

Sign In With SSO

2. For example, ron.king@votiro.com
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VOTIRG

Sign In To Your Account

ron.king@votiro.com

Sign In With SSO

3. Press Sign In. An authentication window opens:
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Sign in with your username and password
Usermname

King.ron

Password

FDFQDI your password?

4. Enter the login credentials and press Sign In. The Management console is displayed.

Sign in with SSO (using corporate credentials)
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1. The customer can enter his corporate credentials to sign in to the Votiro
Management console using SSO. Click on Sign In With SSO.

VOTIRG

Sign In To Your Account

I:'mer Email Address

2. The following screen is displayed. Enter the Email address and click on Sign In.
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VOTIRG

Sign In To Your Account
With SAML SSO

3. The customer is redirected to the corporate Identity Provider for authentication.
After authentication is successful, the Management console is displayed.

Note

The Management Dashboard locks down for 10 minutes following three failed login
attempts by a single username.

Delete a user

A user with Administrator role can delete a user.
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Click on Delete in the user's row in the Local Users screen. The following

1.
confirmation window opens:
r |
Please Confirm User Deletion
Type in ‘'delete’ to delete user: ‘ronf’
delete
[ CANCEL J
k 4
2. To delete the user, type delete and click on DELETE. To cancel and return to the

Local Users screen, click on CANCEL.

Reset a user's password

A user with Administrator role can reset a user's password.
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Click on Reset Password in the user's row in the Local Users screen. The following
window opens:

F 1

Change Password

New Password

| show

Confirm New Password

I show

Password length must be between 8 and 32 characters
Password must include at least one of each:

+ Regular character

« Capital character

« Special character

« MNumber

CANCEL ]

4

Type a New Password and Confirm New Password. Note the password syntax
rules. Then click on SAVE to save the new password, or CANCEL to cancel the reset
password operation and return to the Local Users screen.

SIEM

You can configure SIEM setting for reporting syslog events to the SIEM platform. Votiro
also supports sending security events (sanitization summary) directly to an AWS S3 Bucket.

To get to the SIEM page, from the navigation pane on the left, click Settings > SIEM.
Management Configuration when Syslog Protocol is not AWS S3

The SIEM configuration parameters displayed depend on the selected Syslog Protocol. The
following configuration parameters are displayed if the selected Protocol is UDP/ TCP/ TLS/
HTTP Logs (Sumo Logic):
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SIEM

Syslog Protocol

Select syslog protoco

SIEM Server address

SIEM Server port

Certificates Type in your organization SIEM server port

License

Policies
Syslog Format

Data Security Policies

Select syslog format

Auto Classification

TLS Certificate

Type in your organization SIEM server address

Upload a certificate in order to use TLS protocol

2 Using the Management Dashboard

The page contains the following configuration fields:

Element Field

1 Syslog Protocol

2 SIEM Server address

3 SIEM Server port

4 Syslog Format

5 TLS Certificate

Votiro CyberSec Ltd. Proprietary

Description

Specifies the Syslog message transport protocol. Select
from UDP, TCP, TLS(SSL) or HTTP Logs (Sumo Logic).

Address of the SIEM system collector service. Specify a
hostname where the address represents a fully qualified
hostname or an IPv4 address.

The default is empty. When the address is empty, the
server uses its own IP as an address.

Note:

The SIEM server address must contain the
address protocol (HTTP or HTTPS).

Specifies the port of the SIEM system collector service.
Specify a positive integer between 1 and 65535. The
default is UDP port 514.

For more information about SIEM logging in
Management, see Syslog Events to SIEM Platforms on
page 274.

Specifies the Syslog message format. Select from CEF or
LEEF.

If the server mandates certificate authentication to use
the TLS protocol, a TLS certificate file must be imported.
After importing the certificate file, refresh the page. The
certificate name and creation date are displayed.

Note

Only PFX (Personal Information Exchange)
formats with no password are currently
supported.
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Note
Fields marked with a * red asterisk are mandatory, to be completed.

To import a TLS certificate:

a. Click on the Import button.

b. An explorer window opens. Navigate to the desired certificate file to import
and select it.

C. After importing the certificate, refresh the page.

d. The certificate name and creation date are displayed. The following message
appears:

& SIEM Certificate uploaded successfully

To delete a certificate that was imported:
a. Click on the Delete button.

b. The following message appears:

J Certificate deleted successfully

As you make changes the Items Changed count increases. When finished making changes
at the bottom of the page select to either Save Changes or Discard Changes to the original
settings.

Management Configuration for AWS S3

For each file sanitization, a new event (JSON format) will be created on the S3 bucket, and
you will be able to parse the event data and perform automated actions as part of the
SIEM activity.

The following configuration parameters are displayed if the selected Protocol is AWS S3:
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SIEM

syslog Protocol

Select syslog protoco

System Configuration

SMTP

SAML IAM Role Account

e s This account should be allowed in your AWS 53

SIEM

Service Tokens Bucket name

Certificates Type in your AWS Bucket name

License .
Bucket serviceUrl

Policies Type in your AWS Bucket service URL
Data Security Policies
Bucket path

S EEESTEE Type in your AWS Buckat path

The page contains the following fields:

Element Field Description

2 Using the Management Dashboard

* protocol

AWSS32

arn:awsiam:862057439750role/votiro-s3-

logs-sink-role

* Name

votire-logs

* Service Url

https://s3.amazenaws.com

Path (optional)

King\demo

Specifies the Syslog message transport protocol. Select

1 log P I
Syslog Protoco AWS S3.

2 IAM Role Account

3 Bucket name

Specify the AWS S3 bucket name.

Specify the account for each region for authentication.

Specify the AWS Bucket service URL (Default -
https://s3.amazonaws.com).

4 Bucket serviceUrl

5 Bucket path

The following steps describe the procedure:

1. AWS S3 Bucket creation

General purpose buckets (11) i
I Copy ARN Empty

containers for data stor

Specify the AWS Bucket path (folder)

B & @ @

M. Virginia ¥

All AWS Regions

Delete Create bucket

N. Virginia) us-

M. Virginia) us:

US East (N, Virai

CloudShell  Feedback

2. Bucket permission — 1AM Role. Use the following code as an example:

{

"Version": "2012-10-17",

Votiro CyberSec Ltd. Proprietary

4, Amazon Web Services, Inc. or its affiliates.

ps-global-ss0-admins/sablhag@aws.votiro.cam ¥

Cookie preferences
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"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arniam::{ID}:role/votiro-s3-logs-sink-
role"
s
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:getObjectTagging",
"s3:putObjectTagging"
1,
"Resource": "arns3:::<Your-S3-Bucket>/*"
}

awis, B & @ @ NvVignav  psglobalsso-ad
‘y EC2

1o determine which settings are turned on, check your Block settings tor this bucket. Learn more

Amazon 53 about

¥ Storage Lens

Das

CloudShell ~ Feedback © 2024, Amazon Web Service

3. Sanitization Summary Event
Place the following bucket configuration with the IAM Role account from the
Management AWS S3 configuration (see step 1: AWS S3 Bucket creation).
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(2] o @ ] N. Virginia ¥ ps-global-sso-admins/sabihag@aws votiro.com ¥

B 8@

Amazon §3 s3-test-for-jbank i

Properties Permissions Metrics Management Access Points

Multi-Region Ac
c It v 53 URI 0 copyu + Download Open [ Delete Actions ¥

Create folder F Upload

Batch Op:

¥ Storage Lens
Dashboards.
Storage Lens groups 14KB  Standard

AW anizations settings

) CloudShell  Feedback vices, Inc. or its affiliates. Privscy ~Terms  Cookie preferences

4. Event message structure
Event for each file sanitization Template — “votiro_sanitization_summary
{TimeStamp}.json.
The Event message value is described in Syslog Events to SIEM Platforms.

s3-test-for-jbank 53 us-east-1. amazonaws.com

liro Sales fotiro MISC ayarounds emo Deck  #1 R&D Rooms fotiro Management
M Votiro Sal @ Votiro MISC [ Pl nds [l Demo Deck R&D R ¥ W M.

2.18.7 Syslog Events to SIEM Platforms

Votiro logs can be sent to SIEM in Common Event Format (CEF) or Log Event Extended
Format (LEEF).

Each incident that is created will generate a Sanitization summary Syslog message.

When an incident of an archive or eml/email is triggered, there will be a separate
Syslog message for each child inside the archive/email. In this case, there will be a
drill down until there are no archive/eml files inside.

For example:
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An eml file containing a zip file of 2 word files generates a total of 4 different
syslog messages

A zip file of 2 word files generates a total of 3 syslog messages
A pdf file generates 1 syslog message
A docx file generates 1 syslog message

Syslog messages support UTF8.

The CEF message format is as follows:

Fields 1 - 8 Fields 9 - 32
Separator | Space
Field name Not used See the table below
Format Value Field name=Value

Multiple values Not supported Separated by semicolon ™;”

To enable SIEM logging, you must configure the SIEM settings in the Management
Dashboard, see SIEM on page 269.

Here is an example of a SIEM CEF message in Votiro On-prem:

| CEF:0| | Votiro cloud|9.6.348|500| [5]
CompanyName=Votirol Correlationld=33a5d413-3be6-4b28-b5b7-257fc2add78d Itemlid=
33a5d413-3be6-4b28-b5b7-257fc2add78d fileName=KingDemo.pdf FileType=pdf
fileHash=5m6def67073ea7cf9aa3a68899f10fcdd074440efd60fa04e94774e9434eel52
fileSize=4020211 PasswordProtected=false AVResult=Clean ThreatCount=1
BlockedCount=0 Threats=Dynamic code execution fileModification=Java Script removed
SanitizationResult= Sanitized SanitizationTime=1700 ConnectorType=File connector
connectorName=Ron file connector ConnectorlD=9098ddf2-7904-4e70-bff7-
293b5e62f61c policyName=Ron file connector policy Exceptionid=null =
https://{clusterFQDN}/app/fileDetails/33a5d413-3be6-4b28-b5b7-
257fc2add78d/33a5d413-3be6-4b28-b5b7-257fc2add78d Messageld=null Subject=null
From=null Recipients=null

Here is an example of a SIEM LEEF message in Votiro:

LEEF:1.0 |Votiro|Votiro cloud|9.6.348|500| [5]
CompanyName=Votirol Correlation Id = 33a5d413-3be6-4b28-b5b7-257fc2add78d
Itemld= 3335d413-3be6-4b28-b5b7-257fc2add78d fileName=KingDemo.pdf FileType=pdf
fileHash=5m6def67073ea7c¢f92a3a68899f10fcdd074440efd60fa04e94774e9434eel52
fileSize=4020211 Password protected = false AV Result= clean ThreatCount=1
BlockedCount= 0 Threats= Dynamic code execution fileModification = Java Script removed
SanitizationResult= Sanitized SanitizationTime= 1700 Connector Type= File connector
connectorName= Ron file connector ConnectorlD= 9098ddf2-7904-4e70-bff7-
293b5e62f61c policyName= Ron file connector policy Exceptionld= null =
https://{clusterFQDN}/app/fileDetails/33a5d413-3be6-4b28-b5b7-
257fc2add78d/33a5d413-3be6-4b28-b5b7-257fc2add78d Messageld= null Subject= null
From= null Recipients= null
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Votiro Sanitization summary Syslog message format

Field

# Field name Description Value
1 Timestamp Event timefstamp based on {MMM DD HH:mm:SS}
customer time For example, Mar 10 07:07:32
2 Syslog message format | Syslog message format CEF:0
3 Device vendor Vendor name Votiro
4 Device name Device name Votiro
5 Device version Product version {Product version}
For example, 9.8.100
6 Signature ID Signature ID of the event 500
7 Message name Syslog message name Sanitization summary

Message severity level.
8 Message severity level Note: All events will be of the |5
same severity level.

Customer's company hame
9 Company name configured in the Management {Company name}
dashboard.

Unique GUID that represents

1 lation ID
0 Correlatio the file

{GUID}

Unique GUID that represents
the file. The Item ID is the
same as the Correlation ID if it
11 ItemID represents the same file. If the {GUID}
item ID is different, it means
that the file is a child or inner
file related to the parent file.

12 File name File name {character string}
h ter stri
13 File type File extension {character string}
For example, pdf
14 File hash Hash of the file {hash (hexadecimal) string}
15 File size File size in bytes {long integer}

Indicates whether the file is o true
16 Password protected

password protected o false
« Infected
17 AV result Resylt from the Anti—Yirus ¢ Clean . .
engine's scan of the file * Not used (if the AV is not
activated)
Number of threats detected in
18 Threat count {integer}

thefile
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e Field name

19 Blocked count

20 Threats

21 File modification

22 Sanitization result

23 Sanitization duration

24 Connector type

25 Connector name

26 Policy name

27 Exception ID
28 Incident URL

29 Message ID
30 Subject
31 From

32 Recipients

Votiro CyberSec Ltd. Proprietary

Description

Number of blocked files in the
file

Description of what threats
were detected in the file

Description of what Votiro
modified in the file

Result of Votiro's sanitization
of the file

Sanitization time for the file in
ms

Type of connector

Connector name configured by
the customer in the
Management Dashboard

Customer policy name

Indicates which policy
exception the file triggered

URL to navigate to the incident
in the Management dashboard

Message ID value assigned by
Exchange / Office 365

Email subject

Sender's email address

Recipients' email addresses

2 Using the Management Dashboard

Value

{integer}

{character string}
For example, Suspicious macro;
external link path

{character string}

For example, Removed
suspicious macros; Removed
external link path

» Sanitized

« Partially sanitized (indicates
a parent file whose inner files
are blocked / skipped)

« Skipped

¢ Blocked

{integer}

« Email connector

« File connector

* Menlo connector

* AWS S3 connector

« Office 365 connector
* API

« Self-sanitization

{character string}

{character string}
{integer}

{https://{cluster FQDN}
/app/fileDetails/
{Correlation ID}/{Item ID}}

¢ {Message ID}
° Ilnu”ll

o {character string}
° llnu”ll

o {character string}
° llnu”ll

¢ {character string}
° llnu”ll
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2.18.8 Service Tokens

Use the Service Tokens page to view existing service tokens, create new service tokens and
revoke existing service tokens. Service tokens allow other services to communicate with
Votiro.

To get to the Service Tokens page, from the navigation pane on the left, click Settings >
Service Tokens.

Settings

Service Tokens

A list of service tokens which allows other services to communicate with Votiro products

+ Create New

ID bd7b56a2-2692-4686-9df2-ea61165a0bf9 ID 6cO6ea87-41af-409e-b882-e55470aeeb?b
Issued To King Browser Plugin Issued To King Demo
Created At 20/08/2024 22:24 Created At 25/09/2024 10:39
Expiration 13/02/2026 Expiration 13/02/2027
Type Connector Type Developer
o Revoke Revoke
Element Field Description
. The service tokens created for use are displayed on this
1 Service Tokens
page.
To create a new service token, click + Create New. For
2 Create New detailed steps to create a new service token, see

Creating a Service Token on the next page.
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Element Field

3 Service Token

4 Revoke

Creating a Service Token

To create a new service token:

1. Click Create New.

2 Using the Management Dashboard

Description

Details of the service token are displayed:

ID: The ID of the service token is automatically

added.

Issued To: Specifies the name you have given to the

service token.

Created At: A DateTime stamp is automatically

added to the service token.

Expiration: Specifies the date the service token will

expire.

Type:
Connector - Basic integration. Allows
authentication for uploading files procedure. This
token has access to the APIs used for the classic
classic flow of upload-GetStatus-download.
Should be used by classic connectors that try to
upload a file and get the sanitized version. If the
connector needs statistical data on items, etc., it
should use developer token.
Developer - Advanced integration. Has access to
all console APIs (Upload, download, get Items
statistics, basically every API that is exposed to
the console user). That's the kind of token that
our UI uses, because it also needs access to
configurations, item statistics etc. This should be
used only by integrations that require access to
information, config etc, and not only classic flow
of upload-GetStatus-download. Handle it with
caution.

To remove a service token, click Revoke. For detailed
steps to remove a service token, see Revoking a Service
Token on page 281.

2. Complete Create New Service Token fields.
Field Description
Type Specifies the token type.
Issued To Specifies the name you have given to the service token.

Set Expiration Time

Votiro CyberSec Ltd. Proprietary

Specifies the date the service token will expire.
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Create New Service Token

Type

Connector = o

Connector

Developer

Issued To

King Demo

Set Expiration Time

%
E
3
I.'i
o
~
b= g
iyl
A

1 2 3 4

5 6
?89101112

14 15 16 17 18 19 20
21 22 23 24 25 26 27
28

AMCEL | CREATE

3. Click CREATE.
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Please Save Your Token, You Won't Be Able To See It Again

D beb570b2-ba18-420d-Bfad-734be6a 14050
I Type Developer
Issued To King Demo
Expiration 13/02/2027
Token ]

ey|hbGaiO)sUzlTMilsimtpZClaljVBQzg2MOVERDACQE4AMEMAR
ElxMTVGMU|BQJFGMNEYSMzd CN T4 NzYILC| 0eXAIOI| K1 Qif Q.ey

iuz0SBgX7jvzcY2BvHBteZVU_gX0qOGNXsKINIPHVpQWRN2Z_Z

Y¥WzzUbAyc_i75dVuFxziae_wljg

4. A service token is generated. You must copy this service token to the relevant
bearer authentication headers.

I IMPORTANT!
I The service token generated is not stored by Votiro. You must copy it immediately.

5. Click OK.

6. A list of service tokens created are displayed on the Service Token page.
Revoking a Service Token

To withdraw a service token:
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1. Click Revoke. A confirmation pop appears warning that a revoked service token
cannot be recovered.

ID 0d1ffd97-0048-4281-abed-43a218657b7¢
Issued To JG
Created At 07/02/202117:00
Expiration 28/02/2022

(@ Revoke this id?
=" Youwill not be able to recover it

Cancel Ok

2. Click OK to continue revoking the service token, or Cancel to continue using the
service token.

Certificates

Use the Certificates page to import PDF digital signatures through the Management
console and sanitize PDF files with digital signatures without corrupting them.

To get to the Certificates page from the navigation pane on the left, click Settings >
Certificates.

Certificates Add Certificate

System Configuration

Digital Certificates supported

Votiro supports the following compliance standards by default:

AATL - The Adobe Approved Trust List (AATL) is used to distribute and maintain a list
of trustworthy digital certificate issuers for Adobe Acrobat and Adobe Reader. For
more details, see Adobe Approved Trust List.

EUTL - The European Union Trusted Lists (EUTL) is a public list of over 200 active and
legacy Trust Service Providers (TSPs) that are specifically accredited to deliver the
highest levels of compliance with the EU elDAS electronic signature regulation. For
more details, see eIDAS Dashboard.
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u FPKI - The Federal Public Key Infrastructure (FPKI) is a network of certification
authorities (CAs). The Federal PKI includes USA federal, state, local, tribal, territorial,
and international governments, as well as commercial organizations, that work
together to provide services for the benefit of the USA federal government. For
more details, see Federal PKI.

| CCA - The Controller of Certifying Authorities (CCA) of India certifies the public keys
of CAs using its own private key, which enables users in the cyberspace to verify
that a given certificate is issued by a licensed CA. For this purpose it operates, the
Root Certifying Authority of India(RCAI). The CCA also maintains the Repository of
Digital Certificates, which contains all the certificates issued to the CAs in the
country. For more details, see Controller of Certifying Authorities.

Uploading a Certificate

To upload a new certificate:

1. Click on the Add Certificate button.

2. An explorer window opens. There is an option to select multiple files.
3. Select the desired files to upload.
4. After a certificate file is uploaded successfully, the following message appears:

5. If the upload fails, the message Failed to upload certificate appears.
Viewing a Certificate

The Certificates page displays the Name and Creation Date of the current existing
certificates:

Certificates

Name Votire demo certificate.cer
Creation Date 1218/2022 1223 PM

Delete

If there are no certificates, the following message appears:
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Q No certificates found

Removing a Certificate

To remove a certificate:
1. Click on the Delete button.

2. A confirmation window opens:

Delete

) Delete certificate?

"’ You will not be able to recover it

Cancel Ok

3. Click on the Ok button.

4. If the removal is successful, the following message appears:

J Certificate deleted successfully

Sanitizing a PDF with Digital Signatures

To successfully sanitize a PDF with digital signatures, define a policy exception on the
Policies page:
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Defing Exception

[+

To specify an exception for a file with a digital signature,
1. Select Digital signature.
2. Select is valid or is not valid.

3. Click on the Save button.

2.18.10 License

Use the License page to generate a license request, import a license key, know the date
the license will expire and keep track of the file consumption against the quota.

Note

The license key issued includes information relating to your authority to use our Cloud
Connectors.

To amend your license to include Cloud Connectors, contact Votiro's Support team.

To get to the License page, from the navigation pane on the left, click Settings > License.

For the SaaS version:

License

License Expiration Date 23/07/2025

0 years, 6 months, and 0 days left

Sanitization Quota 116.3MB /1 GB

Current sanitization usage / license sanitization quota

The license page contains the following configuration fields:
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Element Field Description

When a valid license key is imported the expiration date
automatically updates to the date when processing of

files will stop.
1 License Expiration Date
At time of installation the default license is valid for 24
hours. During this time files will be processed and a
license should be requested.
The first figure represents the current consumed size
per file. The second figure represents the licensed size
2 Sanitization Quota quota of files to be processed.

See See Sanitization Quota (V9.6.3) for a more
complete explanation.

Sanitization Quota (V9.6.3)

The Sanitization Quota will display consumed size per file.
The accumulated file size consumption is determined as follows:

The accumulation is based on the original file size and not on the file size after
sanitization.

The accumulation is for each file that the customer sends to sanitization except EML
and archive files.

For EML or archive files, the file size accumulation will be based on all the files
embedded inside the EML/archive, including all nested EMLs/archives.

Password protected files will be counted only once.

For customers with a V9.6.2 license who upgrade to the new version, the license
page will still display the Sanitization Quota based on files.

Examples

A 400KB PDF will be accumulated as 400KB regardless of the size of the embedded
files inside the PDF.

A 1MB image file will be accumulated as 1MB.
A 10MB archive file containing five 10MB PDFs will be accumulated as 50MB.

A 11MB EML file with an attached 10MB zip file that contains five 10MB PDFs will
be accumulated as 50MB.

File count for an archive file or email with attachments

We count the actual number of files that were sanitized regardless of whether multiple
files were compressed to an archive file or multiple files were attached to the email file .

For example:

An archive file has 5 children - it will be counted as 6 files instead of 1 file.
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An EML has 5 attachments - it will be counted as 6 files instead of 1 file.

Other file types are not affected by these changes.
For example:
A PDF file with 5 embedded images/files/etc. will be counted as 1 file.

A Word file with embedded images/files/etc will be counted as 1 file.
Policies

A positive selection policy defines the manner in which you handle a file matching a set of
criteria that enters your network. The policy can determine how files are processed,
including whether files are blocked or permitted.

Policies Dashboard

From the Policies Dashboard you can create, edit, and manage the positive selection
policies operating in the Positive Selection® Engine as traffic flows through.

To get to the Policy dashboard, from the navigation pane on the left, click Settings >
Policies.

006 |0
Policies 000 H Large File
[« ] 708

€] @

O - vetaittzton  Excoptions fouit Acton

 flelarger than « 100

[@] @

o, bottasion  Excepions

Element Meaning

1 The name of the currently displayed policy. To display a policy, select from the list of
defined policies. You can set up policies for specific teams or individuals.

2 Edit the policy name.
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Element Meaning

3 Add a new policy.
4 Delete current policy. This element only displays when additional policies have been
defined. The default policy cannot be deleted.
5 Select file to test policy.
6 Import/Export policy file.
7 Displays details of the item that is selected on the left. For each case or action, you
can define how it must be handled.
8 Add an exception. For example, when managing other file types, with specific email
addresses and/or URLs.
9 Displays details of the selected policy by case.
Displays the status of the default action taken for the policy.
A colored dot illustrates your current policy action:
10
Red - files will be blocked
Green - files will be processed using your sanitization settings
Grey - files will be skipped
11 Displays the number of exceptions defined per policy case or file type.
12 Displays the details of the selected policy by file type.
Note

Change made in policies are updated in the Positive Selection® Engine every few
seconds. Once updated in the Positive Selection® Engine, it is available to Votiro On-
prem reference clients, such as Votiro On-prem for Email or Votiro On-prem for File
Transfer.

Defining Policies

You can customize policies in a variety of ways, depending on your organization's
requirements. They are by:

Case: a policy using a file's characteristics, for example, password protected, size of
file. For more information, see Defining Policies by Case on the next page.

File Type: a policy using a file's family, for example, PDF, Microsoft Office, images.
For more information, see Defining Policies by File Type on page 292.

Exception: a policy where you can define one or more exceptions to any case policy
or file type policy. For more information, see Adding Policy Exceptions on page 303.

Special Case: If you have custom, XML-based policy definition, you can load it to the
Management Dashboard as a special case. This is also known as a custom policy —
that has been created outside the Management Dashboard. This feature is
recommended for special purposes only. For more information, contact Votiro's
Support.
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If you do not create a customized policy, Votiro On-prem uses a default policy. Each case
and file type has a different default policy.

File Blocking

When you configure a policy to block a file, no other policy rule is applied on the file. A
block file containing information about the blocked file and the reason it was blocked
replaces the original file. You can accept the block file default text or edit it.

A block file is a document that replaces an original file that was blocked. It is attached to
an email and can be customized for each company, and for each type of case or file type.

2.18.12 Defining Policies by Case

Policies have default settings that you can customize to meet your organization's
requirements.

To define a policy by case, from the navigation pane on the left, click Settings > Policies.
Case Default action Exceptions
Virus . 0
Unknown File - o
Password Protected 0
Large File - 0

Complex File .

Special Case 0

For more information about the policies page, see Policies Dashboard on page 287.
When defining a policy by case, you can perform the following actions:
Block the file under all conditions. If selected:
Additional options may be available for you to set.
You can edit the default block notification message text, Block Reason.
The Default Action displays a red dot.
Sanitize the file. If selected:
Additional options may be available for you to set.
The Default Action displays a green dot.
Skip the file. The Default Action displays a grey dot.

Add one or more exceptions to the policy. The Exceptions displays the number of
exceptions applied to the policy. For more information, see Adding Policy
Exceptions on page 303.

The following table describes the positive selection processing options that are available
for each case:
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Table 2 Positive Selection Processing Options for Cases

Case Processing Options
Block: If a virus is detected in the file by the AV engine, the file
will be blocked.

Skip: The file is not processed for positive selection and the
Virus original version will reach the destination folder.

Note: Offline AV signature updates are supported for offline VA env
for ClamAV only.
You can block or skip these files.
Unknown File If you select Skip, the unknown file is not processed for positive
selection and the original version will reach the destination folder.
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Case Processing Options

You can block or process these files. By default, the files are processed
for positive selection.

Return file by email with User Message: Allows you to
return a password protected file by email. Accept the default
text notification message, or edit it.

User Message: Allows you to edit the message sent to the
recipient of the password protected file. See Instructions for
Email User below.

Block unsupported files with Block Reason:Allows you to
block unsupported files (such as Visio files). Accept the default
text notification message, or edit it.

When the files are blocked, Votiro issues a block-file containing the
reason it was blocked. The notification contains a link that opens a
Password Protected File portal where the password can be entered.
When the correct password is entered, the blocked file returns to the
storage server, for processing. The processed file is then downloaded to
the recipient's computer, or sent by email as an attachment.

Note

This feature supports the following file types only: PDF, ZIP, 7zip,

Password Protected RAR, DOC, DOCX, DOT, DOTX, DOCM, DOTM, XLS, XLT, XLSX, XLTX,
XLSM, PPT, PPS, POT, PPTX, PPSX, POTX and PPTM. It does not work
on other file types that can be protected by a password, such as Visio
files.

Instructions for Email User

The Votiro administrator should communicate the following information
and instructions to the users.

An email message with password protected files attached can be
processed for positive selection and returned as an email attachment,
or as a download. The user receives a message that a password
protected file has been received, with the option to enter the password,
then click Get File.

The password protected file is processed for positive selection, then
attached to the email. This is distributed to all named recipients. If
Votiro has already processed password protected files, additional users
requesting files to be processed will be advised that this has already
taken place.

Note
This feature supports the use of one password per email.
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Case Processing Options

You can set the minimum size of files you want to block.

When this option is checked, for every file that Votiro blocks, it issues a

Large File
block-file containing the reason it was blocked. Accept the default text
or editit.
. You can set a layer number. The maximum layer number = 15. Files
Complex File .
that are found in that layer or deeper are blocked.
You will have already defined a Special Case with Votiro's support team.
Special Case Click Load File. For more information, see Defining Policies on

page 288.

2.18.13 Defining Policies by File Type

Policies have default settings that you can customize to meet your organization's
requirements.

To define a policy by file type, from the navigation pane on the left, click Settings >
Policies.

Filatyps Dafault action Excaptions

Media

For more information about the policies page, see Policies Dashboard on page 287.
When defining a policy by file type, you can perform the following actions:
Block the file under all conditions. If selected:
You can edit the default block notification message text, Block Reason.
Additional options may be available for you to set.
The Default Action displays a red dot.
Sanitize the file. If selected:

You can modify the default behavior by customizing the option settings
available.

If available, you can edit the default block notification message text, Block
Reason.
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The Default Action displays a green dot.
Allow the file. The Default Action displays a grey dot.

Add one or more exceptions to the policy. The Exceptions displays the number of
exceptions applied to the policy. For more information, see Adding Policy
Exceptions on page 303.

The following table describes the processing options that are available for each file type:
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Table 3 Positive Selection Processing Options for File Types

File Type Processing Options

By default, these files are processed for positive selection.

Remove multimedia: Specifies whether multimedia such as
embedded video, audio, 3D annotations, and rich media
annotations must be removed. Default is checked.
Remove metadata: Specifies whether metadata must be
removed. Metadata includes information about the document,
such as author, keywords, copyright information, etc. Default is
unchecked.
Clean embedded fonts: Specifies whether embedded fonts
must be processed. Default is checked. Cleaning embedded
fonts can:
Remove unused characters — Only keeps the characters
actually used in the document (called subset fonts).
Deduplicate fonts — If the same font is embedded more than
once, it consolidates them.
Fix font metadata or corruption — Some tools repair
malformed font data. (Fonts can technically be exploited to
carry malicious code (in very rare and advanced attack
scenarios)).
Reduce file size — All of the above help shrink the PDF file
size.
JavaScript handling: Determines how JavaScript, if found in
PDF the PDF file, is handled.
Don't do anything
Remove only suspicious scripts
Remove all scripts (this is the default)
QR Code handling: Selects the action to perform on a QR
code.
Ignore - the QR Code is ignored. The file is passed on as-is.
This is the default.
Detect QR Codes - detect if there is a QR Code in the file
Disarm QR Codes - the original QR code is rewritten with the
Votiro QR Code.
Block QR Codes - Votiro blocks the QR Code.
URL handling: Selects the action to perform on a URL.
Don't do anything - the URL is passed as-is.
Mask suspicious links - the URL is masked if it is determined
to be suspicious.
Sanitize suspicious links - the URL is redirected to the Votiro
portal for analysis.
Block document containing suspicious links - the entire
document is blocked if the URL is determined to be
suspicious. This is the default action.

Note: Sanitization will remove empty file attachments.
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File Type Processing Options

By default, these files are processed for positive selection.

Add micro-changes: Adds security noise to images during
processing. Default is checked.

Note

Increasing the noise level might enlarge the processed files,
particularly in the case of png files. Unselecting noise level (off)
usually preserves an image file size.

Remove metadata: Removes EXIF metadata from JPEG, JPG

and TIFF images. Default is unchecked.

Remove external image: Removes references to external
Image image files in SVG image files. Default is unchecked.

Remove external references: Remove external references

from SVG files to eliminate hidden vulnerabilities and ensure

secure file handling.

Max compression for lossless formats: Compresses

lossless image formats (PNG, BMP, and RAW) by 100%. Default

is checked.

Compression level: The processed image is compressed to

preserve a reasonable image file size. You select one of four

compression levels (from low to high) that trade off file size with

image quality. The lower the compression level, the larger the

file, and the higher the image quality. The higher the

compression level, the smaller the file, and the lower the image

quality. Default is 25% compression.

The processing option is not relevant to managing binary files. You

Bina
nary either block binary files or allow them.
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File Type Processing Options

By default, these files are processed for positive selection.

Block zip bomb: Detects and blocks zip files with abnormal
compression ratio. These might pose a denial of service threat,
consuming system resources such as CPU or disk. Any zip files with
compression ratio higher than 99.8% will be considered a zip bomb
and be blocked. When selected you can edit the Block Reason
message. Default is checked.

System locale: Select your preferred system locale. This enables
you to sanitize archive files with ANSI encoding according to the
selected System locale.

Archive The available options are:
en_US - English (US)
fr_FR - French (France)
de_DE - German (Germany)
he_IL - Hebrew (Israel)
ja_JP - Japanese (Japan)
ko_KR - Korean (Korea)

th_TH - Thai (Thailand)

The default System locale is en_US.

Remove VBA Macros: Removes VBA macros from the file.

CAD Default is unchecked.

By default, these files are processed. There are no specific

RTF . .
processing options.

There is an additional option: Remove scripts. This is the default
HTML Attachments action. If this option is selected, every script will be removed from
the HTML Attachment file.
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File Type

Email

Votiro CyberSec Ltd. Proprietary
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Processing Options

By default, these files are processed for positive selection.

Remove suspicious links in Email body: The system will
scan each URL in the email body, and if a suspicious link was
found, the link will be removed and will be replaced with the
following text: “This link was removed because it is a malicious
URL".
Include URL to Password-protected portal: Includes a
link to the Password-protected portal (see Password Protected
Portal).
Add sanitization indication in Email body: Adds an
indication of the sanitization status in the body of the Email.
QR Code handling: Selects the action to perform on a QR
code.
Ignore - the QR Code is ignored. The email is passed on as-
is. This is the default.
Detect QR Codes - detect if there is a QR Code in the file
Disarm QR Codes - the original QR code is rewritten with the
Votiro QR Code.
Block QR Codes - Votiro blocks the QR Code
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File Type Processing Options

By default, these files are processed for positive selection.

Block files with suspicious links: Performs a check of all
links in the form HTTP:// and HTTPS:// in Microsoft Word files.
If any link is found to be suspicious, it is removed from the file.
When selected you can edit the Block Reason message.
Default is unchecked.

Note
This option is available for DOC/DOCX/XLSX file types only.

Macro handling.
In the list, choose one of the following:
Don't do anything
Remove only suspicious macros: Remove all macros
only if any suspicious code is found.
Remove all macros: Remove all macros from the

Microsoft Office document.
This is the default option.
Note Block documents containing suspicious macros:

Block the entire document if suspicious code is found in the

Positive selection macro.

processing applies URL handling: Selects the action to perform on a URL for

to Microsoft Office Word or Excel files.

files and their Don't do anything - the URL is passed as-is.

embedded objects. Mask suspicious links - the URL is masked if it is determined

to be suspicious.

Sanitize suspicious links - the URL is redirected to the Votiro
portal for analysis.

Block document containing suspicious links - the entire
document is blocked if the URL is determined to be
suspicious. This is the default action.

Each attached file is
processed
recursively by
running all policy
rules on it.

Note

Excel files with 4.0 macro (also known as sheet macro)
are automatically blocked. It is common practice to use
VBA macros. Excel files with VBA macros are checked for
suspicious code (see options above).

Remove metadata: Removes metadata, such as Author,
Company, LastSavedBy, and so on. Default is unchecked.

Remove printer settings: Removes the
printerSettings1.bin (printer settings) embedded in a .xIsx
file. Default is checked.

Remove external links: Removes links that can point to
locations external to the office files. If unchecked (default),
suspicious elements are not detected.
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File Type

Text

Media

Open Document

Ichitaro
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Processing Options

Block files with Dynamic Data Exchange (DDE):
Blocks all files with DDE. Default is unchecked.

Note

XML and JSON files are processed according to the Text files
policy.

By default, these files are processed for positive selection. If any
suspicious activity is detected, the file is blocked. If no suspicious
activity is detected, the text file is preserved (the file hash will
remain the same).

Block CSV with threat formula: Blocks CSV files that contain
formula injections.When selected you can edit the Block Reason
message. Default is checked.

The user can set Media file policy exceptions.

Remove metadata: Removes metadata from media files.
Default is unchecked.

The user can set Open Document file policy exceptions. By default,
these files are sanitized. During the sanitization, the macros will not
be preserved.

Remove macros: Removes macros from the document.
Default is checked.

Preserve original Ichitaro OLE objects: Preserves OLE
controls and OLE sheets. Default is checked.
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File Type Processing Options

Remove macros: Removes macros from the document.
Default is checked.

Remove scripts: Removes scripts from the document.
Default is checked.

Remove metadata: Removes metadata from the
document. Default is checked.

Remove printer settings: Removes printer settings from
the document. Default is checked.

Remove Embedded Fonts: Removes embedded fonts
from the document. Default is checked.

Hancom .
URL handling: Selects the action to perform on a URL for

Hancom files.

Don't do anything - the URL is passed as-is.

Mask suspicious links - the URL is masked if it is determined
to be suspicious.

Sanitize suspicious links - the URL is redirected to the Votiro
portal for analysis.

Block document containing suspicious links - the entire
document is blocked if the URL is determined to be
suspicious. This is the default action.

Remove External Links: Removes external links from the
document. Default is checked.

By default, these files are blocked. You can edit the Block Reason
Other files message.

There are no specific sanitization processing options.
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Workflow - Sanitize URLs

1. The user defines URL handling of PDF, Word and Excel files:

Microsoft Office + Add Exception

Default Action
Macro handling | Remove all macros =
[J Remove metadata

Remove printer settings

URL handling | Sanitize suspicicus links

Lon't do anything

Remove Ex . )
Mask suspicious links

Sanitize suspicious links

Block Files|  giock documents containing suspicious links

Block Reason ¥

2. A protected user receives a file from a URL.

3. When the user clicks on the URL, the user will be redirected to the Votiro portal.
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a8 C e B - MALICIOUS URLS (1] @ Mo Label — Saved to my Mac
raw  Design  Layout References Mailings  Review View  Acrobat [J Comments 27 Editing
=.=.,= = = - ' ol y 5
(Body) © 12 Aav A Svizv'i=y == B Al T 1&/"-' ; | - /
¥ Lgd e L
U vabs x x Bov £ v A = === = [, " Styles Styles  Dictate  Sensitivity  Add-ins  Editor Croate POF
- : o - - = = = - — and share link !

https://allegrolokalnie.583yjc-3902587 . xyz/

Edit Hyperlink

https:/fwww.binance.com.loginsn.cofinicio.php
Text to Display:  https:jfwww.binance.com.loginsn.ccfinicio  ScreenTip...

https: /fwww.binance.com.loginsn.cc/

Web Page or File ~ This Document Email Address

https://cnjuwks.com/nGAIjf/ Link to an existing file or web page.

Address: : us.paralus.votiro, I : Select...

https://allegrolokalnie.p-5-58375365.top/

https:/fwww.nguochol1234. site/sp3

http://allegro.pl-kateqorie7 25596249541 2.icu

https://relais-track,com/

Remove Link Cancel “

4. If the URL was determined to be benign, the user will be redirected to the desired
URL.

5. If the URL was determined to be suspicious, the user will receive a warning that a
threat was detected.
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VOTIRG

THREAT DETECTED

The link was determined
as suspicious.

Continue - | understand the risk

6. Votiro administrator view - the file event will indicate that the URL was detected
and was rewritten by Votiro.

MALICIOUS URLS docx Processed Files Processed Files Privacy Risks Suspicious Objects Sanitization Time

Private Information File Detalls Data Processing
allegrolokalnie -5 S8375365 topd

MALICIOUS URLS docx

UAL Rewrtien
URLs have been rew

cal71BBe-55d1-4c5f b2d0-251d1 Bl d2c

Suspicious Objects.

Related Files by File Type Email Information

2.18.14 Adding Policy Exceptions

Policies have default settings that you can customize to meet your organization's
requirements, including adding exceptions.

You can define one or more exceptions to any case policy or file type policy. Exceptions
can be based on the following criteria:

File type
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File size

Email (for Votiro On-prem for Email only)
File extension

Digital signature

For more information about the policies page, see Policies Dashboard on page 287.
Adding an Exception:

To add an exception to a policy, follow these steps:

1.

2.

Votiro CyberSec Ltd. Proprietary

From the navigation pane on the left, click Settings > Policies.
Click the case or file type policy you wish to define an exception for.

In the top right corner, click + Add Exception. The Define Exception window
appears:

Define Exception
Exception will be activated under the following conditions

F  File type B Equals B Select B

©

Define at least one condition to base the exception on. Create a condition by
selecting values from lists, or entering text, as appropriate.

To add another condition to the exception definition, click the plus (+) icon. To
delete a condition, click the trash icon.

Define Exception

Exception will be activated under the following conditions
F  File size - s more than - + 10 = MEe -
F  Email - To - equals - careers@uni.com
F  Digital signature -« s valid -

R =
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6. When your exception definition is complete you can activate the exception by
clicking Save. To abandon the exception definition, click Cancel. You will return to
the policy page.

PDF + Add Exception
Default Action
(o ) (=N asy)
Remove multimedia

Clean embedded fonts.

O Block files with suspicious links

JavaScript handling | Remove allseripts ~

EXCEPTION Vi [ ]
Size > 10MB |"To" field equals "careers@uni.com” |
Digital signature is valid

(@ 5ok ) ®Sanitze (0 wiow )
Remove multimedia
Clean embedded fonts.
[ Block files with suspicious links

JavaScript handiing | Remove silsoripts =

7. The exception is added to the right pane. To add the exception to the policy, click
Save Changes.

Defining Exceptions for File Types

Define Exception
Excepticn will be activated under the following conditions
IF | File type vI Not equals — Zip - (]
IF  File type - Equals - (Other types - (]
T Checked
[Q Eea'ch. I
[ Not Discovered Yet
o (O Unknown
(J Empty File
(O Directory
O Unrecognized
O werd
O Word (2007-2010)
O WordXnL
O Excel
O Excel (2007-2010)
To specify an exception for one or more file types:
1. In the leftmost list, select File Type.
2. In the second list, select Equals or Not Equals.
3. In the last list, select one or more relevant file types. The list displays the most

common types.
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To select a type that does not appear in the list, select Other types. Click checked to
activate the |Searchbar. Enter search criteria and select one or more file types.

- D

(] XlIsx Ole Object

¥ Xls Ole Object

(J Xisb Ole Object

4. Proceed to Step 6 in Adding an Exception: in this section.

Defining Exceptions for File Size

Define Exception

Exception will be activated under the following conditions
IF | File size - is more than - 3 E] MB - i
IF  File size - is less than - + 5 = GB - ]

[ Bytes
ke
e

To specify an exception based on on file size:

1. In the leftmost list, select File Size.
2. In the second list, select Is more than or Is less than.
3. In the input field, type in a numeric value for the size, or use the + and - buttons.

4, In the last list, select Bytes, KB, MB, GB, or TB.

5. Proceed to Step 6 in Adding an Exception: in this section.
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Note

File sizes are measured in bytes.

Files up to 100 MB can be uploaded for positive selection processing.

Defining Exceptions for Email Senders or Recipients

Define Exception

Exception will be activated under the following conditions
F | Email -« || To - | equals ~ | joe@abe.com B ]
F  Emall - | From » [[equals -] | admin@abec.com ]
F  Email - Recipients - not equals - courses.aboc.com i

¢ —

You can specify any of the following:

From: For emails from a particular sender, or a specific domain.
To: For emails to a particular recipient.
CC: For emails to a particular CC-ed recipient.
Recipients: For emails to recipients that appear in To, CC, or BCC fields.
Defining Email and Domain Addresses - Full and Partial
You can specify:
An exact email or domain address by selecting Equals or Not Equals.
A partial domain address by selecting Include address.
Guidelines and examples:
Specify a full email address, including the @ sign. For example, joe@abc.com.
Partial email addresses are not accepted. For example, @abc.com or joe@.

Specify full or partial domains. For example, abc.com or courses.xyz.info

Votiro CyberSec Ltd. Proprietary Page 307



V 0 T I R D 2 Using the Management Dashboard

Defining Exceptions for File Extensions

Define Exception
Exception will be activated under the following conditions

F | File extension - ends with - [.):ps ]

‘ [ doesn't end with |

@ =

To specify a list of file type extensions:

1. In the leftmost list, select File Extension.
2. In the second list, select Ends with or Doesn't end with.
3. In the text field, type in the extensions you need. Separate them with commas. For

example: DOC,PDF,XLSX.

4. Proceed to Step 6 in Adding an Exception: in this section.

Defining Exceptions for Validating Signatures

Define Exception
Exception will be activated under the following conditions

F | Digital signature Select

Ois valid

Ois not valid

° )

To specify an exception for a file with a digital signature, select Is valid or Is not valid.

A signature is considered valid if it contains a valid timestamp from a trusted Timestamp
Authority (TSA). This timestamp proves the signature's integrity and validity at a specific
point in time, even if the signing certificate has expired.
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Note: Files with digital signatures from the following compliance standards are
supported by Votiro and are valid by default:

AATL - Adobe Approved Trust List

EUTL - European Union Trusted Lists

FPKI - (US) Federal Public Key Infrastructure
CCA - (India) Controller of Certifying Authorities

2.18.15 Audit Events to SIEM

Overview

For a large enterprise, there will be many security products deployed. The SOC (Security
Operations Center) team must handle many products, which all generate alerts/cases
regarding potential cyber attacks. Because it is almost impossible to attend to every
management console, and because there is a need to correlate between different systems,
almost every enterprise uses a single pane of glass (SPOG). The SPOG in the context of
SIEM (Security Information and Event Management) software refers to a unified
dashboard that consolidates data, insights, and controls from various security tools,
providing a comprehensive view of an organization's security posture in one place. This
allows security teams to monitor, analyze, and respond to threats more effectively, rather
than juggling multiple interfaces.

There are different standard ways to communicate to the SIEM. The most popular one is
the Syslog. Votiro's Syslog messages include all the important information related to the
sanitized files and can help correlate this information to other 10Cs (Indicators Of
Compromise) and to define automation for remediation.

What is SIEM

Security Information and Event Management (SIEM) is a software solution that aggregates
and analyzes activity from many different resources across your entire IT infrastructure.

SIEM collects security data from network devices, servers, domain controllers, and more.
SIEM stores, normalizes, aggregates, and applies analytics to that data to discover trends,
detect threats, and enable organizations to investigate any alerts.

Votiro CyberSec Ltd. Proprietary Page 309



V O T I R D 2 Using the Management Dashboard

SIEM PROCESS

Collect data from various sources

Normalize and aggregate collected data

Analyze the data to discover and detect threats

Pinpoint security breaches and enable
organizations to investigate alerts

Votiro logs can be sent to SIEM in Common Event Format (CEF) or Log Event Extended
Format (LEEF).

To enable SIEM logging, you must configure the SIEM settings in the Management
Dashboard.

Votiro Audit Events Syslog message format

Field
4 Field name Description Value

. Event timestamp based on {MMM DD HH:mm:SS}
1 Timestamp .

customer time For example, Mar 10 07:07:32

2 Syslog message format | Syslog message format For CEF format: CEF:0

ysiog 9 ysiog 9 For LEEF format: LEEF:1.0
3 Device vendor Vendor name Votiro
4 Device name Device name Votiro

Product i

5 Device version Product version {Product version}

For example, 9.8.100
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Field
# Field name Description
6 Signature ID Signature ID of the event
7 Message name Syslog message name
Message severity level
. (numeric)
8 Message severity level
g ty Note: All events will be of the
same severity level.
Customer's company hame
9 Company name (string) configured in the
Management dashboard.
ni ID th n
10 Correlation ID Unique GUID that represents
the event ID
11 msg Message content
The user that performed that
12 suser .
action
Will display the changes that
were performed in the actions.
13 Changes P

*Relevant only for events
where changes were made

Audit Event Types

Audit events that should be sent for every user action:

Login - success, failure

2 Using the Management Dashboard

Value

600

Audit event

{Company name}

{GUID}

(string) see the event message
template below

{character string}

{character string}
For example, pdf

Files actions - Download original/sanitized, Release original

Release PPF (Only for email v10.0)

System configuration

SMTP

SAML

Active Directory

Users/Local users

SIEM

Service Token (Created, Deleted)

License (License expiration date)

CDR Policies actions (changes performed on policies)

Out of scope:

Votiro CyberSec Ltd. Proprietary
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Customization (Out of scope for v10.0)
Connectors (Out of scope for v10.0)
DDR Policies actions (Out of scope for v10.0)

Download/Release unmasked (Out of scope for v10.0)

Audit Event Message Examples

Event Message content Example

Mar 10 07:07:32 CEF:0 | Votiro|Votiro
cloud|600|Audit Event|5|CompanyName=Votiro

User {username} logged in to Management CorrelationId=98061190-e3e2-438b-b9cb-
88941c0a6371 msg=User 'Ron' logged in to
Management suser=Ron

Mar 10 07:07:32 CEF:0 |Votiro|Votiro
cloud|600|Audit Event|5]
CompanyName=Votiro
CorrelationId=98061190-e3e2-438b-b9cb-
88941c0a6371 msg=User 'Ron' failed to
authenticate suser=Ron

Mar 10 07:07:32 CEF:0 |Votiro|Votiro
cloud|600|Audit Event|5]
CompanyName=Votiro
CorrelationId=98061190-e3e2-438b-b9cb-
88941c0a6371 msg=O0Original file
'‘RonlsTheKing.docx' has been downloaded
suser=Ron

Mar 10 07:07:32 CEF:0 |Votiro|Votiro
cloud|600|Audit Event|5]|
CompanyName=Votiro
CorrelationId=98061190-e3e2-438b-b9cb-
88941c0a6371 msg=Sanitized file
"RonIsTheKing.docx" has been downloaded
suser=Ron

Mar 10 07:07:32 CEF:0 |Votiro|Votiro
cloud|600|Audit Event|5]
CompanyName=Votiro
CorrelationId=98061190-e3e2-438b-b9cb-
88941c0a6371 msg=O0Original file
'‘RonlsTheKing.docx' has been released
suser=Ron

User {username} failed to authenticate

Original file {File Name} has been downloaded
by User {username}

Sanitized file {File Name} has been
downloaded by User {username}

Original file {File Name} has been released by
User {username}
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Event Message content

Policy {Policy Name} has been created

Policy {Policy Name} has been updated,
changes: {change description} {oldValue}
{newValue}

Policy {Policy Name} has been deleted

Report {Report Name} has been exported

Configuration {Configuration Key} has been
updated {oldValue} {newValue}

Votiro CyberSec Ltd. Proprietary
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Example

Mar 10 07:07:32 CEF:0 |Votiro|Votiro
cloud|600|Audit Event|5]
CompanyName=Votiro
CorrelationId=98061190-e3e2-438b-b9cb-
88941c0a6371 msg=Policy 'King' has been
created suser=Ron

Mar 10 07:07:32 CEF:0 |Votiro|Votiro
cloud|600|Audit Event|5]|
CompanyName=Votiro
CorrelationId=98061190-e3e2-438b-b9cb-
88941c0a6371 msg=Policy 'King' has been
updated changes=PDF case command has been
changed oldValue=Blocked newValue=Sanitized
suser=Ron

Mar 10 07:07:32 CEF:0 |Votiro|Votiro
cloud|600|Audit Event|5| CompanyName=Vot
iro CorrelationId=9806 1190-e3e2-438bb9cb-
88941c0a6371 msg=Policy 'King' has been
updated changes=Exception has been added to
PDF case has been changed oldValue=null
newValue=null suser=Ron

Mar 10 07:07:32 CEF:0 |Votiro|Votiro
cloud|600|Audit Event|5]|
CompanyName=Votiro
CorrelationId=98061190-e3e2-438b-b9cb-
88941c0a6371 msg=Policy 'King' has been
deleted suser=Ron

Mar 10 07:07:32 CEF:0 |Votiro|Votiro
cloud|600|Audit Event|5]
CompanyName=Votiro
CorrelationId=98061190-e3e2-438b-b9cb-
88941c0a6371 msg=Report "Audit report" has
been exported suser=Ron

Mar 10 07:07:32 CEF:0 |Votiro|Votiro
cloud|600|Audit Event|5]
CompanyName=Votiro
CorrelationId=98061190-e3e2-438b-b9cb-
88941c0a6371 msg=Configuration "Blob files
days to keep" has been updated oldValue=180
newValue=90 suser=Ron
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Event Message content Example

Mar 10 07:07:32 CEF:0 |Votiro|Votiro
cloud|600|Audit Event|5]
CompanyName=Votiro

Role has been changed for user {userNamey -0 14-08061190-e3e2-438b-b9ch-

Idval Val
{oldValue} {newValue} 88941c0a6371 msg=Role has been changed for
user 'King' oldValue=SOC newValue=Helpdesk
suser=Ron
2.19 Generating Reports

The Reporting feature provides a deeper look at positive selection activity performed by
Votiro on file and email traffic flowing through your network.

From the Reports page in the Management Dashboard, you can generate the following
reports:

Summary report

Audit report

Threats report

Privacy report (Alpha)

2.19.1 Summary Report

You can generate a summary report of the positive selection processing activity in your
organization for a specified period.

The report collects useful data of the activity for all stakeholders. For example, the system
administrator can use this report for making data-driven decisions to optimize the
company’s policy, for maximum security and minimum interference to your business.
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The report presents usage and security date in graphic format and also provides tips for
optimizing your positive selection processing effort.

To generate a Summary report, follow these steps:

1.

In the navigation pane, click Reports > Summary report.

Summary Report Dates

Select the range of dates the report will present for the selected connectors:

To
20250815

Channels

From
Cnoose connectors

20250814

Click Channels, then select the connectors you wish to appear in the report.

Channels
All selected

»

[/ Email Connectar

[ Office265 Channe
[/] File Connector

El King Menia

[ One Drive
[ MSTeams

[+ Share Point

The default range of dates for the report is from yesterday to today. To define a
date range for your report, follow these steps:
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a. To select the start date from the report, click From, a calendar displays.

From
2021-02-07

€ |Feb #2021 & | >

1T 2 3 4 5 &6
85101‘ 2 13

14 15 16 17 18 18 20

21 22 23 24 25 26 27

The selected date is blue. To change the start date navigate to the desired
start month and year by clicking the right and left arrows, or by selecting a

month and year using the up/down arrows. Then tap the day for the report
to start from.

b. To select the end date from the report, click To, a calendar displays.

To
2021-02-08

2 3 4 5 6
?ag 1 1 12 13
14 15 16 17 18 19 20
21 22 23 24 25 26 27
28

The selected date is blue. To change the end date for the report use the
selection steps described in 3a above, tapping the day for the report to end.

4. Click Generate Report. The Summary report is generated.
Summary Report Format and Structure

The report is in PDF format and provides the following information:
Company name.
Number of processing requests to Votiro's Positive Selection® Engine.

Number of individual files that were processed Votiro's Positive Selection® Engine.

Number of files that were blocked.
Number of threats that attempted to enter your organization.
Number of files that were blocked according to each positive selection policy.

Number of files that were blocked and that were detected as threats.
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Number of files that were blocked that were not threats.
Average processing time in seconds/KB.

File types that passed through the Positive Selection® Engine.
Number of threats that attempted to enter your organization.

Most threatening file types that were sent to your organization.

2.19.2 Audit Report

The purpose of this report is to present details of actions performed in the Management
Dashboard for audit and tracking.

To protect enterprise privacy, Votiro tracks every login, change, request for file download
and other actions that were performed in the Management Dashboard.

You can audit all actions that were performed by users of the Management Dashboard for
a specified period. The exported report generated is a CSV file.

To generate an Audit report, follow these steps:

1. In the navigation pane, click Reports > Audit report.

Reports

Audit report dates

Select the range of dates the report will present

From To
2021-02-07 2021-02-08 -'5°“""""“"""l

2. The default range of dates for the report is from yesterday to today. To define a
date range for your report, follow these steps:

a. To select the start date from the report, click From, a calendar displays.

From
2021-02-07

£ |Feb & 2021 % | D>

1 2 3 4 5 8
85101‘ 2 13

14 15 16 17 18 18 20

21 22 23 24 25 26 27

The selected date is blue. To change the start date navigate to the desired
start month and year by clicking the right and left arrows, or by selecting a

month and year using the up/down arrows. Then tap the day for the report
to start from.

b. To select the end date from the report, click To, a calendar displays.
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To
2021-02-08

=)
%

I
©n
[

]
o W
=y
=
ury
]
=y
L

14 15 16 17 18 19 20
21 22 23 24 25 26 Z
28

The selected date is blue. To change the end date for the report use the
selection steps described in 2a above, tapping the day for the report to end.

3. Click Generate Report. The Audit report is generated.
Audit Report Format and Structure

The audit information is output in CSV format and includes: a datestamp (in UTC time), a
username, and a description of the action logged.

The following is an example excerpt as viewed in a spreadsheet application:

1/11/2018 11:52 RonF LoginEvent Successful login with Full permissions

1/11/2018 13:05 userl PolicyAddEvent A new policy was created policyld: 37a0add2-b521-442¢c-
1/11/2018 14:46 Default (unauthori: LoginEvent Successful login with Full permis

1/11/2018 15:07 RonF LogoutEvent Logout

1/11/2018 15:41 Default (unauthori: LoginEvent Successful login with Full permi:

1/11/2018 16:02 Default {unauthoriz PolicyDeleteEvent  Policy 321 deleted 6367669212¢ policyld: 3d24cede-faca-4004-

1/11/2018 16:02 Default {unauthoriz PolicyUpdateEvent  Policy jhg was changed policyld: aab369db-32dd-4bad-
1/11/2018 16:03 Default (unauthori: ConfigurationEvent 3 Configuration record/s were ujupdates:

1/11/2018 16:03 Default (unauthori: LogoutEvent Logout

1/11/2018 16:03 userl LoginEvent Successful login with Full permi:

1/11/2018 16:03 userl UsersEvent 1 user/s permissions were updat updates: Updated RonF from

Information is provided for the following actions:
Login
Logout
Original file download
Processed file download
Release original
Policy save
Settings save
Roles changes
Report export

Policy creation
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Create user
Delete user

Reset password

2.19.3 Threats Report

Votiro tracks threats to files submitted for testing in the Management Dashboard.
You can generate a threat report of the activity in your organization for a specified period.

The report collects useful data of the positive selection processing activity. The threat
report files generated are used internally by Votiro for support and research purposes.

To generate a Threats Report, follow these steps:

1. In the navigation pane, click Reports > Threats report.

Threats Report Time-frame

Select the range of date and times the report will present for the selected connectors

To g
eos ‘

From
2025-08-14

Channels
All selected

2. Click Channels, then select the connectors you wish to appear in the report.

Channels
All selected

o
4

Email Connector
| Office345 Channe

|1| File Connector

\,-' King Menlo
[ One Drive
|1| M= Teams
[+ Share Point h
3. The default range of dates for the report is from yesterday to today. To define a

date range for your report, follow these steps:
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From
2021-02-07

S
=

-
[*a]
=]

7

21 22 23 24 25 26 27

o
—
=]
-
[

-
L

=
=
e
=
=
=
o
w0
[
=1

a. To select the start date from the report, click From, a calendar displays.

The selected date is blue. To change the start date navigate to the desired
start month and year by clicking the right and left arrows, or by selecting a

month and year using the up/down arrows. Then tap the day for the report
to start from.

To
2021-02-08

€ |Feb % | 2021 & | ¥

2 3 4 5 8

?ﬂe 10 11 12 13

14 15 18 17 18 19 20
21 22 23 24 25 26 27
28
b. To select the end date from the report, click To, a calendar displays.

The selected date is blue. To change the end date for the report use the
selection steps described in 2a above, tapping the day for the report to end.

4. Click Generate Report. The Threats report is generated.

Threat Report Format and Structure

The output generated is in csv format. The threat report file name is in the format Votiro_

Threat_Report_<From date>_<To date>.csv, where <From date> and <To date> specify the
date range selected by the user.

The header at the beginning of the threat report contains the following fields:
Date - Date of generated data, or <start date> - <end date>
Time - Time-frame period of the generated data (based on customer local time)
Files request - Number of files requested to be checked in the time-frame period

Files Sanitized - Number of files sanitized in the time-frame period
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Total Threats Identified - Number of threats identified in the time-frame period

The body of the threat report contains the following fields:

Field Value Multi-values Example

DD-MMM-YYYY hh:mm:ss
"hrs” *Based on customer
Timestamp local time (Same as the Not supported  18Mar2022 18:49:29hrs

Management dashboard

time)
Filename Parent file name Not supported | VotiroDemo.zip
File type Parent file type Not supported | Zip File

List of the threats that have

been identified on the

Parent and Children Suspicious Unknown File
Threat Supported
d *Should be sorted asthe |~ PP"
file tree from the

Management File info

Suspicious Unknown File

List of all threats and the

file names associated with Suspicious Unknown File detected

these threats in VotiroDemo1.shx
Info *Should match to the sort | Supported
from the threat column Suspicious Unknown File detected
Format: “Threat X detected in VotiroDemo2.shp
in File Y”
Status options: Infected, Clean,
Status Parent file status result Not supported ats options ¢ @
Error, Unknown
7cd6773d80d4cdf28671d9e3a095
File hash Parent file hash Not supported | c66fdc20feaac15c4e075

4748dbd2541a7e9
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@ Autosave (@ o Votiro Threst Report 25 04 2022 28,04 2022.csv ~ £ Search (A ronforkats @ £ - 8 x
File Home Inset Pagelayout Formulss Dala Review View Help  Acrobat I Comments
9D = sl - Conditi ematting ~ wsedt « A )

> 2 X o T o P R [ Conditionsl Fommarting ~ 3 Insext = sy O @

e B~ B I U-f~the - B - B~ % 9 (5 romatas Table - Bodew v 1Y Gan fnds Anayae
- & = 1 57 Cel Styles = [Hlfomat~ &« Fiter~ Select~  Data

Undo Clipboard 15 Font [ Mignment [ ] Styles Cels Edting Analysis hd

A21 - Jx  8/08/202209:32:29 hrs
A 8 c D 3 G H [ ) K

1 Date 26/04/2022 - 29/04/2022
2 Time 00:00:00 - 23:59:59 hrs
3 Files request 142
4 Files Sanitized 2952
5 Total Threats identified 79
6
7 Timestamp Filename File type  Threat Info Status  File hash
8 28/04/2022 18:40:05 hrs eicar.txt Text Threat Suspicious Threat File Detected by Antivirus Threat Suspicious Threat File DetInfected 27 7189917dbod
9 28/04/2022 18:04:03 hrs eicar.tat Text Threat Suspicious Threat File Detected by Antivirus Threat Suspicious Threat File DetInfected  275a021bbfb6485¢54d47185917db9d 1663fc635¢
10 28/04/2022 15:34:58 hrs eicar.txt Text Threat Suspicious Threat File Detected by Antivirus Threat Suspicious Threat File DetInfected 27 189917dbod
11 28/04/2022 13:10:22 hre SDS Web Service User:Word (20(Threat External Program Run Action Threat External Program Run  Clean 32e17c31628218¢401¢7d828507d6868093113a56¢
12 28/04/2022 11:46:14 hrs Password2.72 72ZFile  Threat Suspicious Executable File Threat Suspicio FileClean 12b680229acddBee 1d6504bi7887e29¢
13 28/04/2022 11:35:59 hre Password2. 72 TZFile  Threat Suspicious Executable File Threat Suspicious Executable FileClean a8589101af12b6802a%acddBee 1d65b4bITERT £29¢
14 28/04/2022 11:35:33 hrs Password2.72 7ZFile  Threat Suspicious Executable File Threat Suspicious Executable FileClean  28589f01af12b6802a%3cddBee1d65b4bf7887229¢
15 28/04/2022 11:34:15 hrs Password2.72 TZFile  Threat Suspicious Executable File Threat Suspicious Execulable FileClean 38589f01af12b6802a%acddBce 1d65b4bIT8ETe29¢
16 28/04/2022 11:33:07 hrs Password2.7z 72ZFile  Threat Suspicious Executable File Threat Suspicious Executable FileClean  28589/01af12b6802a%cddBee1d65b4bi7887e29¢

17 28/04/2022 11:30:57 hrs Radiohead_Man-Of-WUnk Threat Susp Unknown File

18 28/04/2022 09:57:36 hrs suspicousmarco + File Word witt Threat Suspicious File System Activity Macro
19 28/04/2022 09:56:20 hrs suspicousmarco + File Word witt Threat Suspicious File System Activity Macro
20 28/04/2022 09:44:37 hrs_suspicousmarca + File Word witt Threat Suspicious File System Activity Macro
21 f;armnn” MN9-32:29 hre h-ﬂ: Weh Sarvies | ke Ward [200 Threat Fxternal Proeram Run Actinn

Privacy Report

Threat Suspicious Unknown File cinfected
Threat Suspicious File System ActInfected
Threat Suspicious File System ActInfected
Threat Suspicious File System Actinfected
Theeat Fxternal Proaram Riun  Clean

9d5dbbb48b092184ec3c33157ca0945132a8fd 756
Tcbca3fdBIB8346128faeeecdSecled ThI516b479¢
Tcbea3fdB988346128faceecdSec0ed Tha516b4 79
0f280628bebd51a0e63c3b0985dbd 870000196t
A2e47e3FR2Ra 1 Re AN £ TARIRSNTARRFANG 1 fAaShe.

Votiro tracks files containing sensitive data submitted for testing in the Management

Dashboard.

You can generate a privacy report of the activity in your organization for a specified period.

The report collects statistics of the sensitive data activity. The privacy report files
generated are used internally by Votiro for support and research purposes.

To generate a Privacy Report, follow these steps:

1. In the navigation pane, click Reports > Privacy report.

Privacy Report Time-frame

Select the range of date and times the report will presen

‘Generate report

Channels | From | ‘ To |
All selected 2025-08-14 2025-08-15
2. Click Channels, then select the connectors you wish to appear in the report.
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Channels
All selected

»

Q | Eearch
Check all
Urcheck all
E; Maons
[/ Email Connectar
[ Office265 Channel
E; File Connector
E King Menlo
E One Drive
E ME Teams
[+ Share Point
The default range of dates for the report is from yesterday to today. To define a

3.
date range for your report, follow these steps:
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From
2021-02-07

[
[
I
or
[s2}

7

21 22 23 24 25 26 27

o
—
=]
-
%]
-
L

a. To select the start date from the report, click From, a calendar displays.

The selected date is blue. To change the start date navigate to the desired
start month and year by clicking the right and left arrows, or by selecting a

month and year using the up/down arrows. Then tap the day for the report
to start from.

To
2021-02-08

€ |Feb % | 2021 & | ¥

7 a g 10 1M 12 13
14 15 16 17 18 19 20
21 22 23 24 25 26 27
28

b. To select the end date from the report, click To, a calendar displays.

The selected date is blue. To change the end date for the report use the
selection steps described in 2a above, tapping the day for the report to end.

4. Click Generate Report. The Privacy report is generated.
Privacy Report Format and Structure
The report is in PDF format and provides the following information:
Company name
Organization Privacy Overview - histogram displaying:
Total files with privacy data according to privacy data type
Total sensitive users
Sensitive Users view - histogram displaying:
Number of files with privacy data type by user

Data Type observation - pie charts displaying:

Votiro CyberSec Ltd. Proprietary Page 324



V 0 T I R D 2 Using the Management Dashboard

Data Type by Label

Sensitive data by channel

2.20 Password Protected Portal
2.20.1 Removing PPF Encryption

Note
To enable this feature, please contact Votiro support.

You can remove file password protection after sanitization by checking the following box:

VOTIRG

The attached file is password

protected.
You can safely receive the

attached file.

Enter the file's password:

[J Remove the file password after sanitization

Get file

Click here if more than one password is required
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If you check the box, then:

If the file origin is email, the new email will be sent to all recipients where the
sanitized file will not require any password.

If the file origin is API, the user will download the sanitized file, which will not be
password protected.

2.20.2 Support of Multiple Passwords within PPF Sanitization

If a file, such as an archive, contains multiple files within it, and the multiple files are each
password protected:

Votiro CyberSec Ltd. Proprietary Page 326



V 0 T I R D 2 Using the Management Dashboard

1. Enter the files's password in the box.

2. If there are multiple passwords, click on the link: Click here if more than one
password is required:

VOTIRG

The attached file is password

protected.

You can safely receive the

attached file.

Enter the file's password:

() Remove the file password after sanitization

Get file

Click here if more than one password is required
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3. The following pop-up window will be displayed:

N/

Please enter each password that will be "
used during the sanitization process

Password 1:

Password 2:

Password 3:

Add more passwords Show passwords

4. Enter the passwords using the available text boxes. To enter more than three
passwords, press Add more passwords (You may enter up to 10 passwords).

Note: To bolster security, the portal will automatically lock for 10 minutes after three
consecutive failed password attempts, preventing brute-force attacks.

5. After entering all the passwords, press Save.

6. When the user clicks on Get file or Release file by mail, the system will sanitize all
files with the provided passwords (depending on the Remove the file password
after sanitization checkbox selection for the parent and all other PPF children).
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