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1 Introduction

We are very pleased to announce the latest release of Votiro SaaS version 24.09.22. This
version contains important enhancements to our product!
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2.1

2 New Features

New Features
The following new features and improvements are added to this version of Votiro SaaS.
DDR — Privacy and Compliance Solution

Privacy Playbook - We are happy to introduce our new way to build Privacy policies —
The Privacy Playbook. This new capability has several valuable benefits:

a. Easy and simple way to build and manage organization Privacy policies
b. Define and find the real important Privacy risks (the crown jewels)

c. Reduce noise and irrelevant information

d. Reduce false positives

Data Security Policies
7 oW

Provate Trfcrmration




VOTIRG

Privacy Playbook

. Step 1
Data to detect

Step 2
Data 1o mask

Step 3
Manimal
confidence level

Step 4

Playbook
summary

Privacy Playbook

‘ Step 1
Data to detect

' Step 2
Data to mask

Step 3
Minimal
confidence leyvel

Step 4
Playbook

summary

Choose which data to detect

Data to detect

[ Image OCR Solution (might affect performance)

Pll
& PASSWORD
[ PHONE NUMBER

[ PHYSICAL
ATTRIBUTE

O POLITICAL
AFFILIATION

) RELIGION
& ssN

PCl
B BANK ACCOUNT
& CREDIT CARD

CREDIT CARD
EXPIRATION

& Cw
l B ROUTING NUMBER

Choose which data to mask

Data to mask

Pll
& P ADDRESS
PASSWORD
& SSN
[ Preserve 4 last digits

PCl
& BANKACCOUNT
& CREDIT CARD
[[] Preserve 4 last digits

CREDIT CARD
EXPIRATION

& ow
ROUTING NUMBER

GO back

2 New Features

PHI

[ BLOOD TYPE

] CONDITION

(] DOsE

[J DRUG

[ INJURY

[] MEDICAL PROCESS
[ STATISTICS

PHI
& BLOOD TYPE



VOTIRG

Privacy Playbook

. Step 1
Data to detect
. Step 2
Data to mask
. Step 3
Minimal

confidence level
4
Step 4
Playbook
summary
Privacy Playbook

I
Data to detect

Step 2
Data to mask

Step 3
Minimal
confidence level

Step 4
Playbook

summary

2 New Features

Choose a minimal confidence level
Minimal confidence level

High

l; : nJ‘

Playbook summary

Playbook summary
We will detect:

Hm@ w..ﬁ = -.m.

with minimal High level of confidence.

We will mask:




V 0 T I R CJ 2 New Features

Data Security Policies
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Drill-down capabilities - To improve our product usability, we have added drill down
support for our Privacy and Compliance Dashboard. This new capability will help our
customers in the following ways:

a. Navigate from high-level metrics to detailed, related events for deeper insights
b. Enable more agile decision-making

c. Improve efficiency

d. Provide more contextual understanding of the data

Tenant Analytics - Privacy statistics - Our tenant analytics report now contains
Privacy statistics. This capability will help our teams to get high level information on
the customer's privacy usage.

2.2 Votiro Integrations

Browser plugin v1.2.3 Release notes - The new version contains the following
features and improvements:

Secure downloads for Incognito mode - Our product now ensures holistic
secure downloading for Incognito file downloads also. Our Brower plugin now
enforces enablement for Incognito files downloads to make sanitization work.

Secure downloads for MacOS - Our Browser plugin is now officially supported
for MacOS also. MacOS users can now download files without any risk while
using the Votiro Browser plugin.

Added Context identifiers for download request - Our product now presents
important identity context for each file download from the web. This
information will assist security teams by determining which users were
involved with suspicious or privacy activity, thus reducing the time required for
investigation and analysis.
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Microsoft applications throttling support - Our product now supports throttling
according to Microsoft requirements. This will allow our product to handle a large
range of user and file requests to support enterprise customers.

2.3 Votiro Management Platform

Events page — Search for specific user - To enhance our investigation procedures and
product usability, we have added a new filter option — Search by specific user. The
customer can now insert the specific username, and the events list will display the
related events.

Note: This capability is supported only for the following use cases:
API / OneDrive / Teams / SharePoint / Browser Plugin

Currently the filter supports full username only.

goaaenng

Monitor mode per connector - Our product now supports Monitor mode per
connector. This capability will allow our existing customers/prospects to explore more
of the Votiro solution and get insights on privacy risks and suspicious activity on
organization uncovered channels also.
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2 New Features

Microsoft OneDrive a Dynamic scanning /& scan on demand

Monitor Mode

Enable Monitor mode in order to deliver the
original file (and not the sanitized file) but
continue to receive file analytics.

Warning! Files will not be sanitized and may

contain malware.

Service token by privileges - To improve our token security, our service token will be
by privileges:

Connector - This token will allow authentication for uploading files procedure.
Existing tokens will have Connector type.

Developer - This token is for all available APIs. Handle with caution.
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Please Save Your Token, You Won't Be Able To See It Again
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Password-protected portal enhancement - Our password-protected solution now
supports detection of nested password-protected files. In case the user didn’t insert
the correct password for all password-protected files, our portal will present a wrong
password indication. This enhancement improves the end user experience and
reduces the number of complaints to the IT admins.

2.4 File type support

Tableau, Hyper file types — Detection support
Webp file format — Sanitization support

DWEF file format — Detection support
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3 Resolved Issues

The following open issues have been resolved in this latest version release:
Resolved an issue where specific JavaScript was not detected correctly.
Resolved an issue where specific password-protected files could not be released.

Resolved an issue where specific Excel password-protected files became corrupted
after sanitization.

Resolved an issue where specific Word password-protected files were blocked due to
system failure.

Resolved an issue where exception with partial domain did not work properly.

Resolved an issue where “Export Events” did not work properly.



