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V O T I R D 1 Introduction

1 Introduction

We are very pleased to announce the latest release of Votiro Saa$S version 24.07.14. This
version contains important enhancements to our product!
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New Features

2 New Features

The following new features and improvements are added to this version of Votiro SaaS.

Privacy and Compliance — DDR

Our product now supports a Filter option of the Privacy Dashboard.

Filter Privacy Dashboard by Data type (PIl, PCI, PHI) - Customers can now filter the
dashboard by data type (PIl, PCI, PHI), and get the full picture of the organization

sensitive information.
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Filter Privacy Dashboard by Channel type - Customers can now filter the dashboard
by channel type and get the full picture of the organization sensitive information.
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2.2 Data Security Policies

Mask by user/group - Our product can be tailored according to the organization
policy. Our product now supports applying different data masking policies per user or
group.

Data masking accuracy improvements - Major bug fixes to improve our data masking
accuracy. This is an ongoing mission to improve our product quality.

Preserve last 4 digits in SSN, Credit Card - Our product now supports the option to
preserve the last 4 digits of SSN and Credit card. The last 4 digits are used for
authentication procedures.
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2.3.1

2.3.2

Data Security Policies
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Download unmasked file - Our product now supports downloading the unmasked
version of the file.

Integrations

OneDrive integration — Live sanitization — Alpha

As part of our goal to expand our ecosystem and provide secured collaboration in real-time,
we have added Live sanitization support to our OneDrive solution. Our customer can
integrate with OneDrive and select which user/group to monitor. Each file uploaded to

OneDrive folders will be sanitized by Votiro.
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Zscaler integration
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2 New Features

Zscaler Isolation and Votiro Cloud enable users to access, view, and download the content
they need—seamlessly and without risk, proactively detect and disarm known, unknown
file-borne threats and data compromises in real-time, while also providing actionable threat
and privacy analytics.

Zscaler ZIA™

Zscaler & Votiro

Download Content from the Web without Compromising Security, Productivity, or File Fidelity

Votiro is a Zero Trust Data Detection and Response platform that proactively detects Learn all about our integration with Zscaler via the brief linked below.
and disarms known and unknown file-borne threats while providing actionable threat
analytics.

Download Solution Brief

Already A Customer?
See Zscaler integration guide

Together, the Zscaler Internet Access™ (ZIA) platform and Votiro's industry-leading file-
borne threat prevention provides a total security solution for file downloads. Both
platforms run on Zero Trust principles to ensure that users can safely access, view, and
download the content they need — seamlessly, i real-time, and without the threat of
hidden malware.

Integrating Votiro will improve the security of the traffic passing through the ZIA
platform by reducing the risk of malicious code and ransomware by only allowing
known-good files through.

User Upload Zscaler ZIA™ User Download

Votiro

You can view a demo video at Zscaler & Votiro.

Platform - Enhanced URL protection for Office and PDF
files

As part of our vision to not interrupt business activity, we have enhanced our URL protection
to not block files when suspicious links are found. We have added the following capabilities
to our product

Mask suspicious links

Sanitize suspicious links (Rewrite)

caso Dofault action Excoptions y
Microsoft Office

Virus . 0

Unnown Fle . o

Default Action

Large File . o

Special Case 0

Filo typs Default action Excaptions
Media ]
POF 0
Image . 0
cAp 0
Ichitar o
Binary. o
Arch o
RTF ]
Emall 0
Micrasoft Office o
pen Document 0
Tet o

WML ]
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PDF known issue — Sanitize, Mask suspicious links. The rewrite, masking link is
randomly not replaced in the sanitized file. The team is currently working to resolve
this issue.

2.5 Enhanced Threat Report

Our product now supports generating the Threat report data per channel.

Our Threat report now contains the Email recipients for better investigation and
analysis process.

Resolved an issue where the Threat report displayed up to 10K results
2.6 Filter events by time

Our product now supports filtering event results by time. This capability allows our
customers to narrow down events to specific time frames for better investigation process.

2.7 Password Protected Portal URL is displayed inside the
report event

To address our integration needs, we have inserted the password-protected portal URL in
the item report event.

2.8 Policies

Email case - Display only PPF URL. There is an option to choose whether to display only the
password-protected portal URL.
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3 Resolved Issues

The following open issues have been resolved in this latest version release:

Resolved an issue where cert files that could not be blocked were renamed to .txt
extension

Resolved stability issues in MS Teams

Resolved stability issues in Office 365
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