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V O T I R D 1 Introduction

1 Introduction

We are very pleased to announce the latest release of Votiro Browser Plugin. This version
contains important enhancements to our product!
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New Features

2 New Features

The following new features and improvements are added to this version of Votiro Browser

Plugin.

Version 1.2.6

Resolved an issue where files were not whitelisted after configuring a whitelist of sub-

domains.

Resolved an issue where the progress bar froze and files could not be downloaded

due to a very long file path.

Version 1.2.4

Enhanced context identifiers for download request - In our latest product
enhancements, our product now displays machine information on each file
downloaded from the web. This information will assist security teams by reducing
investigation time and analysis procedures by finding which users encountered

suspicious or privacy activity.
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Resolved an issue where files could not be downloaded if Incognito mode was
disabled by GPO, but the browser still displayed a pop-up of "Enable Incognito".

Version 1.2.3

Secure downloads for Incognito mode - Our product now ensures holistic secure
downloading for Incognito file downloads also. Our Brower plugin now enforces
enablement for Incognito files downloads to make sanitization work.
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Note:

When deploying the new version, each end user will need to enable Incognito mode to be
able to download files while using the Browser plugin. Because this may disrupt the
workflow, it should be taken into account by the organization.

VOTIRG
Please follow the next steps to enable downloads:

1. Navigate to Votiro Plugin Details in "Manage extensions"
2. Scroll down, enable the following:

Allow in Incognito
Waming: Google Chrome cannot prevent extensions from recording your browsing history, To disable (:J

this extension in Incognito mode, unselect this option,

Allow access to file URLs c

Vatiro Plugin Details -

Secure downloads for MacOS - Our Browser plugin is now officially supported for
MacOS also. MacOS users can now download files without any risk while using the
Votiro Browser plugin.

[

Added Context identifiers for download request - Our product now presents
important identity context for each file download from the web. This information will
assist security teams by determining which users were involved with suspicious or
privacy activity, thus reducing the time required for investigation and analysis.



V 0 T I R D 2 New Features

PIi - PIN.docx H @ Processed Files I’"‘“»‘ <> Privacy Risks B :‘*‘P‘C—»- 7 Sanitization Time
Aug 20, 2024 10:37 PM T
Using policy "Defauit Policy" 2 2 Sanitized 0 Blocked 3 Detected 0 Detected 0.4 Seconds
Related Files Hierarchy Privacy Risks File Details Data Processing
v Pll - PIN.docx Lrune 9
Personal Information Detected File Uploaded -
[Content_Types].xml Original item hash ~

Personal infarmation was detected of the following File PIl - PIN.docx upload for sanitization

dacument.xm|
types: NameFamily, Password, Organization bdb5b7f4dc9601f62ffbdfaedfBa37ffaa & started. ltem Id: 15/fb806-7B48-4bf3-9cZa

settings.xml dbSed0a64584
styles.xmi Connector name
webSettings.xmi Browser plugin B
fontTable.xm| True File Type -
appxml Users File Pl - PIN.doex recegnized as [11] Word
custom.xml king.demo@votiro.com |
core.xml Suspicious Object List
itemPropsT.xmi Path | Antivirus Scan o
item2.xml |
itemProps2.xmi m] Antivirus engine.
item3.xmi Groups
itemProps3.xm| i y - .
itemt.xmi No suspicious object was Trash Files Removed
Client Trash Files Removed
rels found
themet.xmi z
document xml.rels e Personal Information Detected b
Related Files by File Type Email Information
Subject v From ~
Internal Office XML 5 ] o 1]
Recipients v
Word (2007-2010) . o

24 Version 1.18

Resolved an issue where the progress bar was still displayed after canceling the file
download

2.5 Version 1.17
Fixed and improved Large-files downloads

2.6 Version 1.16

Fixed and improved Audit mode and Fail-open downloads



	1  Introduction
	2  New Features
	2.1 Version 1.2.6
	2.2 Version 1.2.4
	2.3 Version 1.2.3
	2.4 Version 1.18
	2.5 Version 1.17
	2.6 Version 1.16


