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1 Assigning a Control Plane VIP and Default
VIP in AWS VA

This page describes the steps to configure a control plane Virtual IP (VIP) and default VIP
for the Votiro Appliance (VA) when working with AWS (Amazon Web Services). This is
necessary if the customer is not using an external load balancer.

Note: If the customer is using an external load balancer, then only one IP should be
added for Control plane vip and not paralus_web_vip.

1.1 Procedure

1. After creating three nodes in AWS VA, add two more IPs.

2. They are in the inventory.yaml in Ansible:

3. Add two available IPs. You can verify the availability of the IPs by checking in the
AWS EC2 console. Navigate to Network & Security > Network Interfaces:
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Network interfaces (10) e e C || actions ¥ @
Q seare
Name.Z ¢ | Wetworkiniefacsid ¥ | Subnetin v | wecio v | aiabiliyZone ¥ | Seutygroupn.. T | SecurtygrowpiDs T | intertae Type "
[ 5905601020466, Elatic network iterface
R sgasebivezeacie.. Bt network Enerface
e transt_gateway
azure-devop.. R 59-02303066775600...  Elastc network itarace
R sgaTSIEbISASENC. st network erface
chedkazure-.. amtla WATHISIbOET.. Elastic network intarface
[r—_—. sgNaIh2ssNC...  Elstic network Werface
R, $90102062505aTe.., ELaste nebwork iarface
sg-a2616a4Teatsob.. Bt network Emerface
- wansi,_gateway

¥ hietwoek & Security

Network interfaces (10) o

l Q search
% | Instance ID v | Status % | PubliciPvd address @ || Primary private IPvd address | ¥ | Secondary public IPvd addr... ¥ | Secondary privats
wpoint res... - @ In-use 54.91.27.126 10.240.33.50 - -
adpoint res... - © In-use 34.224.112.250 10.240.33.149 - -
wface for Tr... = @ In-use - 10.240.33.182 - -
vork Interface 1-0ec4659604a6b46ba @ In-use - 10.240.32.226 - -
-0707dd758815f66f4 @ In-use 5.221.226.176 10.240.34.20 - -
vork Interface  1-02b0Be0719933¢638 @ In-use - 10.240.32.252 - -
1-03fb99223823d1044 @ In-use 52.206.129.227 10.240.34.245 - -
-01db056fbe782ba2c @ In-use - 10.240.34.240 - -
1-0e81d06324a1178b7 @ In-use - 10.240.32.218 - -
rrface for Tr... - @ In-use - 10.240.32.10 - -

E

4, Assign the two IPs to the first node as follows: Go back to Instances and right click
on one of the nodes. In the menu that opens, select Networking. In the submenu
that opens, select Manage IP addresses.

I-mgmt-apenvpn-byol 1-05fh99223823d 1044 @ Running @ @ t3a.small © 2/2 chedl
1 Launch instances

Launch instance from template

Migrate a server

Connect
i-03fb99223823d1044 (i-mgmt-openvpn-by s:op instance

Details Status and alarms New Monitering Storage Tags
Reboot Instance

P Instance summary Info

Terminate instance
¥ Instance details Info

Instance settings >

Platform

Linux/UNIX (Inferred) Networking | Attach network interface
Security » Detach network interface

Platform details
Linux/UNIX Image and templates » Connect RDS database

Monitor and troubleshoot » Change source/destination check ‘'28020db-5343-4c43-9e65-

Y=Y Disassoclate Elastic IP address
Stop protection Launchl Manage IP addresses I ‘
Disabled Fril -ael Standard Time) (over 1 year

Manage ENA Express

5. The IP addresses window opens:
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IP addresses

Instance ID

i-0e0efb314e253aeal (shiran-test-va-1)

(@ To assign additional public IPv4 addresses to this instance, you must allocate Elastic IP addresses and
associate them with the instance or its network interfaces.

¥ etho: eni-0f45a4bdb71d655be - 10.240.32.0/24
IPv4 addresses

Private IP address Public IP address

10.240.32.64
10.240.32.155

10.240.32.156

Assign new IP address

Auto-assign public IP  Infe

@

Allow secondary private IPv4 addresses to be reassigned
Allows you to reassign a private IPv4 address that is assigned to this instance to another instance or network interface.

[ aAllow

6. Add the IPs (as in the above screenshot) only on the first node.
7. Click the Assign new IP address button.

8. Change the value of vip_interface in the file /opt/votiro/package/cluster-
infra/kube-vip/kube-vip.yaml from ens160 to the interface of your linux machine.

Votiro CyberSec Ltd. Proprietary Page 9



VOTIRG 1 Assigning a Control Plane VIP and Default VIP in AWS VA

- matchExpressions:
- key:
operator:
containers:
- args:

e
(V= e R

=

env:
- name:

[

III
III
7

/
7

/
7

/
-
T

S Py

W00 =

(> ]

]

name:
value:
name:

O CO OO 00 CO 00 00 B0 00 =~ =] =
L= QLW I oy FY Y

W oo
@ W0 00 =l

[

o i

9. You can check the interface with this command:

ip link show

10. Inthe same file below the second spec line add nodeSelector ( with the name of
your first node, as in the below example):

app.kubernetes.io/version
pec
nodeSelector
kubernetes.io/hostname

affinity
nodeAffinity

nodeSelector:

kubernetes.io/hostname: <my-first-node-name>
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2 Assigning a Control Plane VIP and
External LB in Azure VA

This page describes the steps to configure a control plane Virtual IP (VIP) and external LB
(Load Balancer) for the Votiro Appliance (VA) when working with Azure.

2.1 Procedure

Note
For Production environment, always use an external Load Balancer.

1. Assign the IP addresses to the inventory.yaml file:

Assign one IP address for controlplane_web_vip.

For the Test environment, assign a second IP address for paralus_web_vip.

2. In the IP configurations for the VM, click + Add.
[ ]
g shiran-va-2481_z1 | IP configurations 4
[
3. In the Add IP configuration window, leave the Associate public IP address box

unchecked. and click on Add.
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Add IP configuration X

chiran-va-2481_z1

@ a primary IP configuration already exists. Any additional IP configurations will be secondary.
The virtual network this network interface is attached to only supports IPv4. Learn more [

Mame control-plane-vip

IP version -

Type

Private IP address settings

Allocation O Dynamic
@ Static
Private IP address [ 100025
Public IP address settings
Associate public IP address |:|
Add
4, Assign your new IP to the first node in this section:
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5. In the file /fopt/votiro/package/cluster-infra/kube-vip/kube-vip.yaml:
a. Edit the value for vip_interface (line 77) and replace with your own NIC name
(i.e, eth0).
b. Add specification for nodeSelector (below raw line 55).
C. Edit kubernetes.io/hostname and replace with your node name (i.e, node-1):
1 56 spec:
2 nodeSelector:
3 kubernetes.io/hostname: node-1
4 affinity:
5 nodeAffinity:
6 61

Votiro CyberSec Ltd. Proprietary Page 13



V O T I R D 2 Assigning a Control Plane VIP and External LB in Azure VA

app.kubernetes.io/version
spec
nodeSelector
kubernetes.io/hostname
affinity
nodeAffinity

- matchExpressions:
- key:
operator:
containers:
- args:

Ch Oh Ch Oh Ch 0 L
W 00 =] &h LA I

=
=

[

env:
- name:
value:
name:

value -

|
=

4% ]

name:
value:
name:
value:
name:
value:
name:
value:
name:
value:
name:
value:
name:
value:
name:
value:

oh LN e L

W 00 =l

=

[

L= QS B o U L8

8
B
8
8
8
8
8
8
8
B

W00 =l

D LD
=

6. You can check the interface with this command:
ip link show

Do this for all nodes. You can copy this file to the other nodes using the scp
command.

7. Save and run the book.
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3.1

3.2

3 Changing the CA Certificate

Changing the CA Certificate

CA Certificates are used as the HTTPS security layer to secure communications across
computer networks when using applications.

The domain name of your Votiro Votiro Cloud appliance is used in the CA Certificate,
binding the address to the certificate, enabling a secure connection. An example of an
appliance address is https://sfg-va.domain.com.

The CA Certificate used with your Votiro Votiro Cloud appliance must be a.pem and .key
pair. You can convert the format of your CA Certificate using SSL Certificate software, for

example OpenSSL.

Converting a CA Certificate

To convert a CA Certificate in .pfx format with password PaSSwOrd to a .pem and .key pair,
use the following OpenSSL commands:

openssl pkcsl2 -in /<path-to-certificate>/certificate.pfx -
out /<path-to-certificate>/certificate.pem -nodes -passin
pass:<PasSsSwlOrd>

openssl pkey -in /<path-to-certificate>/certificate.pem -out
/<path-to-certificate>/certificate.key

Applying CA Certificate to Kubernetes Cluster

To apply the .pem and .key files to your Kubernetes cluster, use the following sets of
commands to first delete, then create, a new certificate in the two namespaces traefik and
votiro:

kubectl delete secret traefik-cert -n traefik

kubectl create secret tls traefik-cert --key=/<path-to-
certificate>/certificate.key --cert=/<path-to-
certificate>/certificate.pem -n traefik

kubectl delete secret traefik-cert -n votiro

kubectl create secret tls traefik-cert --key=/<path-to-
certificate>/certificate.key —--cert=/<path-to-
certificate>/certificate.pem -n votiro

Votiro CyberSec Ltd. Proprietary Page 15
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. Email Arrival is Delayed

This page details why the arrival of emails may be delayed and remediation actions to
solve this issue.

4.1 Symptoms

Mails arrive late in days - delayed arrival
No errors in Votiro logs

No specific high resource consumption
4.2 Solution

This situation might be related to Message throttling.
Get information of the Edge Connector:

Get-ReceiveConnector | Format-List
Name, Connection*,MaxInbound*, MessageRate*, TarpitInterval

4.3 Expected result

4.3.1 Before:

Name : Default Connector Name
ConnectionTimeout : 00:05:00
ConnectionlnactivityTimeout : 00:01:00
MaxInboundConnection : 5000
MaxInboundConnectionPerSource : 20
MaxInboundConnectionPercentagePerSource : 2
MessageRatelLimit : 600

MessageRateSource : IPAddress

Tarpitinterval : 00:00:05

>The configuration allows maximum of 20 simultaneous connections from a single IP.
4.3.2 Action:

Change the parameters using syntax:

Set-ReceiveConnector -Identity <Put the Identity name> -
ConnectionTimeout 00:10:00)

4.3.3 After:

Name: Default Connector Name

Votiro CyberSec Ltd. Proprietary Page 16
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ConnectionTimeout: 00:10:00
ConnectionlnactivityTimeout: 00:01:00
MaxInboundConnection: 5000
MaxInboundConnectionPerSource: 50
MaxInboundConnectionPercentagePerSource: 5
MessageRateLimit: 600

MessageRateSource: IPAddress

Tarpitinterval: 00:00:05
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5.1

5.2

5.2.1

5 How to Check that the External Load Balancer is Working with the Votiro Cloud Cluster

How to Check that the External Load
Balancer is Working with the Votiro Cloud
Cluster

Many organizations are using an external load balancer to load balance internet traffic to
the virtual machines, rather than depend on built-in application load balancing. Using an
external load balancer is considered more reliable than using an application's internal load
balancer.

This page describes how to check that the Votiro Cloud cluster is working with an external
load balancer.

Prerequisites

Before you start, ensure the NGINX load balance server is configured. For instructions how
to configure a NGINX load balancer for use with Votiro Cloud, see How to Configure SSL
Passthrough Load Balancing using NGINX.htm.

Procedure

This procedure includes instructions and verification checks to ensure that the NGINX load
balancer is providing the load balancing service to Votiro Cloud, instead of using the
application's internal load balancing function.

Verify the Load Balancer is Connected to the Cluster
1. Logon to the NGINX server.

2. On each node, use the following command:

curl https://10.130.1.30:30443 --insecure -vv
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The result will contain the message 404 page not found:

443 --insecure -vv

Trying 10.1
* Connected to 1
* Initiali
ipping SSL peer certificate rification
tion using TLS_ECDHE_RSA_WITH AES_ 128 GCM_

5 =TRAEFIK DEFAULT CERT
start da Jul 87 12:55 GMT
expire date: Jul @7 12: 1 GMT
common nar TRAEFIK DEFAULT CERT

i : \=TRAEFIK DEFAULT CERT

ontent-Type: /plain; charset=utf-8
ntent-T D nosnif+

Date: Wed, 2020 05:42:16 GMT

Content-Leng

found
0o host 18.: .1.30 left intact

3. Run the command with the cluster name:
curl https://king-va:443 --insecure -vv

The result will appear as follows:

c="runtime.js"></sc

Votiro CyberSec Ltd. Proprietary Page 19
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6 How to Configure SSL Passthrough Load
Balancing using NGINX

Many organizations are using an external load balancer to load balance internet traffic to
the virtual machines, rather than depend on built-in application load balancing. Using an
external load balancer is considered more reliable than using an application's load
balancer.

This page describes how to configure an SSL-passthrough load balancer using NGINX.
6.1 Prerequisites

Before you start, ensure the following:
CentOS 7 is installed on the Virtual Machine.

A unique hostname and IP address are set for the Virtual Machine.

I IMPORTANT!
I The IP address set must be static.

6.2 Procedure

To set and configure an external load balancer, follow these steps:
1. SSH to the VM.
2. Install epel-release, using the following command:
sudo yum install epel-release
3. Install NGINX, using the following command:
sudo yum install nginx
4. Enable NGINX, using the following command:
sudo systemctl enable nginx
5. Start NGINX, using the following command:
sudo systemctl start nginx
6. Verify NGINX is running, using the following command:
systemctl status nginx
7. Disable the built-in firewall, using the following commands:
systemctl stop firewalld
systemctl disable firewalld

8. In the nginx.conf file, add an include statement to the passthrough.conf file, using
the following commands:
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6 How to Configure SSL Passthrough Load Balancing using NGINX

vi /etc/nginx/nginx.conf
Add the following code at the end of the file:

include /etc/nginx/passthrough.conf;

Note
The passthrough.conf file will be created in the following Step.

For an example of an NGINX.config, see NGINX_File_Example.

9. To create and edit the passthrough.conf file, and add node details to your cluster,

Votiro CyberSec Ltd. Proprietary
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follow these steps:

a.

b.

C.

Navigate to /etc/nginx.

To create and edit the passthrough.conf file, use the following command:
vi /etc/nginx/passthrough.conf

Paste the following code and edit details relevant to your environment:

i Change the upstream name of your cluster. In this example
votirosfgva is used.

ii. Change the IPs to the actual node IPs.

iii. Change the proxy_pass to the cluster hostname (line 19). In this
example votirosfgva is used.

## tcp LB and SSL passthrough for backend ##
stream {

log_format basic '$remote_addr [$time_local]

upstream votirosfgva {
server 10.130.1.30:30443 max_fails=3 fail_timeout=10s;
server 10.130.1.31:30443 max_fails=3 fail_timeout=10s;
server 10.130.1.32:30443 max_fails=3 fail_timeout=10s;
}

'$protocol $status $bytes_sent $bytes_received
'$session_time "$upstream_addr" '
'"$upstream_bytes_sent" "$upstream_bytes received"

"$upstream_connect_time""';

access_log /var/log/nginx/votirosfgva_access.log basic;
error_log /var/log/nginx/votirosfgva_error.log;

server {
listen 443;
proxy_pass votirosfgva;
proxy_next_upstream on;
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6 How to Configure SSL Passthrough Load Balancing using NGINX

10.

11.

12.

13.

14.

Verify that your syntax has no errors, using the following command:

nginx -t
You should see the following output:

nginx: the configuration file /etc/nginx/nginx.conf syntax
is ok

nginx: configuration file /etc/nginx/nginx.conf test is
successful

Reload NGINX configurations, using the following command:
systemctl reload nginx

Add the cluster FQDN to the host file (on a real environment it is not mandatory as
they use an actual DNS server), using the following command:

vi /etc/hosts
Add the cluster FQDN and NGINX server IP:
10.130.1.34 <cluster name>
To pass the traffic to the nodes over 30443, follow these steps:
a. Download and install audit2allow:
sudo yum install setroubleshoot
b. Enable it:

cat /var/log/audit/audit.log | grep nginx | grep denied |
audit2allow -M mynginx

C. Execute the policy
semodule -i mynginx.pp
Verify that you are able to reach the nodes, using the following command:

curl https://10.130.1.30:30443 --insecure -vv
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6 How to Configure SSL Passthrough Load Balancing using NGINX

6.3 Next Steps

To connect the Paralus cluster to this external load balancer, see the following guide: How
to Check that the External Load Balancer is Working with the Votiro Cloud Cluster.

6.4 NGINX File Example

The following code is an example of an NGINX File.

VWoONOOUVTSA WNPR

34
35
36
37
38
39
40
41
42
43
a4
45

# For more information on configuration, see:
#  * Official English Documentation: http://nginx.org/en/docs/
#  * Official Russian Documentation: http://nginx.org/ru/docs/

user nginx;

worker_processes auto;

error_log /var/log/nginx/error.log;
pid /run/nginx.pid;

# Load dynamic modules. See /usr/share/doc/nginx/README.dynamic.
include /usr/share/nginx/modules/*.conf;

events {
worker_connections 1024;

}

http {
log _format main '$remote_addr - $remote_user [$time_local]
"$request"”
'$status $body_bytes_sent "$http_referer" '
""$http_user_agent" "$http_x_forwarded_for"';

access_log /var/log/nginx/access.log main;

sendfile on;
tcp_nopush on;
tcp_nodelay on;

keepalive_timeout  65;
types_hash_max_size 2048;

include /etc/nginx/mime.types;
default_type application/octet-stream;

# Load modular configuration files from the /etc/nginx/conf.d
directory.

# See http://nginx.org/en/docs/ngx_core_module.html#include

# for more information.

include /etc/nginx/conf.d/*.conf;

server {
listen 80 default_server;
#tlisten [::]:80 default_server;
server_name _;
root /usr/share/nginx/html;

# Load configuration files for the default server block.
include /etc/nginx/default.d/*.conf;
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46
47
48
49
50
51
52
53
54
55
56

57 }

58
59
60
61| #
62 | #
63 | #
64 | #
65 | #
66 | #
67 | #
68 | #
69 | #
70 | #
71| #
72| #
73| #
74 | #
75 | #
76 | #
77 | #
78 | #
79 | #
80 | #
81| #
82| #
83 | #
84 | #
85 | #
86 | #
87 | #
88 | #
89 | #
90

91| }

6 How to Configure SSL Passthrough Load Balancing using NGINX

location / {

}

error_page 404 /404.html;
location = /4@x.html {

}

error_page 500 502 503 504 /50x.html;
location = /50x.html {

}

Settings for a TLS enabled server.

server {
listen 443 ssl http2 default_server;
listen [::]:443 ss1 http2 default_server;
server_name _;
root /usr/share/nginx/html;

ssl_certificate "/etc/pki/nginx/server.crt”;

ssl certificate_key "/etc/pki/nginx/private/server.key";
ssl_session_cache shared:SSL:1m;

ssl_session_timeout 10m;

ssl_ciphers HIGH:!aNULL:!MD5;

ssl prefer_server_ciphers on;

# Load configuration files for the default server block.
include /etc/nginx/default.d/*.conf;

location / {

}

error_page 404 /404.html;
location = /4@x.html {

}

error_page 500 502 503 504 /50x.html;
location = /50x.html {

}

92 | include /etc/nginx/passthrough.conf;
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7 How to Configure the Votiro Appliance for
AWS

This page describes how to configure Votiro Cloud to work with AWS (Amazon Web
Services).

To install Votiro Cloud quickly into your organization, we will create a cluster of three
virtual machine instances. We will use three static IPs, one for each of the three VMs.

7.1 Prerequisites

3 reserved IPs with DNS names. Name one DNS name of the VIP, and the rest for
the VA (Votiro Appliance) nodes - a total of 5 IP addresses.

3 VMs, each of which has the following recommended hardware:
8 CPUs
32 GB RAM
200 GB SSD

For these specs, an m5.2xlarge EC2 instance will be used.

(Optional) EFS (Amazon Elastic File System) share that will be used for file archiving.
This is not required for the initial install.

A shared AMI (Amazon Machine Image)

AWS load balancer - a load balancer is required. The following is an example of a
possible load balancer configuration. For more information on configuring an AWS
load balancer, see Create a Network Load Balancer:

a. Configure the target group with basic configuration:
Target type - Instances
Protocol - TLS
Port - 30443
Protocol version - HTTP/1.1
b. Configure health checks:
Protocol - TCP
C. Register targets:
Ports for the selected instances - 30443
d. Configure the load balancer: Create Network Load Balancer
Basic configuration
Scheme - Internal

Listeners and routing:
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Protocol - TLS

Port - 443

Note: You must contact Votiro support and provide your AWS account number and
AWS region.

Procedure

Open the Amazon EC2 (Elastic Compute Cloud) console at Amazon EC2 Console.

In the navigation bar at the top of the screen, select a Region for the instance that
meets your needs. This choice is important because some Amazon EC2 resources
can be shared between Regions, while others can't.

From the Amazon EC2 console dashboard, click on Launch instance.

On the Choose AMI (Amazon Machine Image) page, click on My AMls.
My AMIs

Under Ownership select Shared with me.

¥ Ownership

[ owned by me
Shared with me

Select the Votiro Appliance.

A Votiro_Appliance_9.3.224_Without_VIP - ami-0c398ec5dcdbdac10 m

Rootdevice type:ebs  Vinualization typezhwvm  Owner: 550411932336  ENA Enabled: Yes 64-bit (x86)

On the Choose an Instance Type page, select the M5 instance type m5.2xlarge or a
larger instance.

On the Configure Instance Details page:

a. Deploy one instance at a time (Number of instances = 1).
b. Choose between an existing Network or Create new VPC.
If you selected Create new VPC:

a. Go to your newly created VPC and click in VPC ID

b. On the upper right side click Actions and choose Edit CIDRs.
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c. Add a new IPv4 CIDR, e.g. “172.16.1.0/24".

d. Click save and “172.16.2.0/24".

e. Click save and close.

For Subnet, select between an existing one or Create new subnet.

If you chose to create a new Subnet, provide it with a name, e.g., “Votiro-
subnet-172.16.1.0/24-1b”. For the IPv4 CIDR block, provide the subnet, e.g.,
“172.16.1.0/24”.

Note: for HA purposes you may proceed with creating additional subnets on
different Availability Zones:

i Create an internet gateway setting for the subnet.

ii. Provide with a name, e.g., “Votiro-IGW” and create an internet
gateway.

iii. Select the newly created internet gateway, click Actions and Attach to
VPC.

iv. Select your desired Route Tables, click edit routes.

V. Click Add route.

Vi. Choose 0.0.0.0/0 and select Internet Gateway from the drop down.
vii.  Save changes.

Enable Auto-assign Public IP.

* Number of instances (| [ | Launch into Auto Scaling Group (i
Purchasing o&on i [JRequest Spot instances
ﬁ Network (] vpc-08a4b2f73790f2d45 | VOTIRO-VPC *| C Ccreate new VPC
Subnet subnet-0c0f082bb832e8ef0 | Votiro-subnet-10.10.0.0/2! Create new subnet

247 IP Addresses available
. Auto-assign PublicIP  (j Enable

Define a static IP for each node according to the Network Subnet defined above.

v Network interfaces i
Device Network Interface Subnet Primary IP Secondary IP addresses IPV6 IPs

ethd New network interface~| | subnet-0c0f082bl 10.10.0.40 Add 1P Add 1P

ar

On the Add Storage page, leave storage as is. Select Delete on Termination.

On the Add Tags page, add a Name value tag and name it according to your server
naming convention.
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Key 1 X Value Instances i Volumes (i

Name Votiro-N1 =] = (%]

15.  On the Configure Security Group page, define a specific Votiro Security group. Make
sure you can ssh into any of the nodes. This will be required to complete the setup.
The AWS Votiro Security Group should have the following access:

Port 443 TCP to and from the VIP of the appliance on 30443. This port is used
for web access to Votiro.

Each Appliance should be able to communicate on the following ports that
are required inside the VLAN between each appliance:

6443 /tcp
2379-2380/tcp
10250-10252/tcp
22/tcp

10255/tcp
8472/udp

24007 — 24008/tcp

49152 — 49154/tcp

B 59.0c06MmE2aTac4373 Viotiro_Applainces Firewall for voliro appiainces

Use your own subnets here

16.  Proceed without a keypair. The password and ssh keys are already defined on the
appliance. The user name is root. To retrieve the password, contact the Votiro
support team.

17. Onthe Review page, verify your configuration and then launch the three instances.
18.  Use Putty or another client to ssh into each node.

19.  Run the following command in the command line: NMTUL.
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F4 NetworkManager TUI F——
Please select an option

Edit a connection
Activate a connection

system hostname

<OK>

20.  Select Set system hostname.

NetworkManagexr TUI

Please select an option
| H

{ Set Hostname ;|

Hostname

<Cancel> <OK>

21.  Use the FQDN tied to the internal IP in the earlier step. Each node should have its
own DNS entry. For example, vn-1.yourdomain.com, vn-2.yourdomain.com, and vn-
3.yourdomain.com. These DNS names should be registered in your internal DNS.

22.  Verify that you have internet connectivity by running the following command:
ping google.com.
You should see a response similar to the screenshot below:

PING www.google.com (173.194.38.188) 56(84) bytes of data.

64 bytes from sinB4sB2-in-fZ28.1el188.net (173.194.38.188): icmp_seq=1 tt1=53
=117 ms

64 bytes from sinB4sBZ2-in-fZ2B8.1e1B8.net (173.194.38.188): icmp_seq=2 tt1=53
=118 ms

64 bytes from sinB4sBZ2-in-fZ6.1e1B88.net (173.194.38. ): icmp_seq=3 ttl=53
=111 ms

64 bytes from sinB4sB2-in-fZ6.1e188.net (173.194.38. ¢ icmp_seq=4 tt1=53
=121 ms

23.  After successfully configuring the instances, contact Votiro presales before you
cluster all three nodes.
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8 How to Configure the Votiro Cloud Cluster
with External Storage

Many organizations are using external storage with the virtual appliance alone, to increase
capabilities and support high request loads without increase virtual machine size. This is
because files are backed-up to external storage instead of remaining within the virtual
appliance.

This page describes how to configure Votiro Cloud cluster to work with external storage.
8.1 Prerequisites

Before you start, ensure that any external storage server:
Is reachable from your virtual appliance.

Read / Write permissions are granted to user 1000 for the relevant path.
8.2 Procedure

This procedure includes instructions and verification checks to ensure that your virtual
appliance is configured to work with your external storage.

Note
When using external storage, the customer is responsible for file retention and deletion.

Files won't be deleted according to files history retention and will be kept forever or until
they are deleted manually.

8.2.1 Declare a Mount

To declare a mount in all of the cluster's nodes, follow these steps:
1. Add folder /data/externalfs/nfsshare, using the following command:
mkdir -p /data/externalfs/nfsshare

2. Change the owner of folder /data/externalfs/nfsshare to user 1000, using the
following command:

chown 1000:1000 /data/externalfs/nfsshare

3. Set Read / Write permissions on folder /data/externalfs/nfsshare, using the
following command:

chmod -R 755 /data/externalfs/nfsshare
4, In this step you will add a mount to the folder /data/externalfs/nfsshare.
a. Create mount, using the following command:

mount -t nfs SERVER TP:NFS EXPORT FOLDER
/data/externalfs/nfsshare

b. Add mount to /etc/fstab, using the following command:

Votiro CyberSec Ltd. Proprietary Page 30



V O T I R D 8 How to Configure the Votiro Cloud Cluster with External Storage

SERVER IP:NFS EXPORT FOLDER /data/externalfs/nfsshare nfs
defaults 0 O

Replace the place holders above as follows:
SERVER_IP with the IP address, for example 10.130.1.97.
NFS_EXPORT_FOLDER with the path to the external server.
For example:

mount -t nfs 10.130.1.97:/data/nfsshare
/data/externalfs/nfsshare

8.2.2 Add External Storage Path

To add an external storage path to the configuration, follow these steps:

1. Edit blob-config.

2. Set the value of externalStorageRootPath to "/externalblobs/nfsshare".
8.2.3 Restart Pods
1. Restart mng-service-blob, using the following command:

kubectl delete pod -1 app=mng-service-blob -n votiro
2. Restart mng-blob-storage-manager, using the following command:
kubectl delete pod -1 app=mng-blob-storage-manager -n votiro

Note

It may take up to 10 minutes for the file storage location to switch to the external
configuration.

8.3 Troubleshooting

This section contains troubleshooting steps to take when encountering problems
configuring external NFS storage.

8.3.1 Issue 1: Windows Server NFS sharing permission
Symptoms

After mounting the NFS share, when you list the /data/externalfs directory, the
permissions are assigned to nobody.

[root@sfg ~]# mount -t nfs 10.10.10.50:/nfsshare
/data/externalfs/nfsshare

[root@sfg ~]# 1ls -1 /data/externalfs
total 1

drwxr-xr-x. 2 nobody nobody 64 May 12 10:47 nfsshare
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Even if you try to force change the owner and group using chown 1000:1000, you will get
the following error:

[root@sfg ~]# chown 1000:1000 -R /data/externalfs

chown: changing ownership of ‘/data/externalfs/nfsshare’:
Permission denied

Solution

If you are using Windows Server as NFS, please follow this link to configure your Windows
Server as a NFS server: Deploy Network File System

After configuring your Windows Server as a NFS server, follow these steps to allow root
access on the shared folder:

1. Right click on the nfsshare folder on your Windows Server and select Properties:

“ Home Share View

&« e 4 ia » ThisPC » Local Disk (C:)
I This PC | Moo
I Desktop
% Decuments
; Downloads
JN Music
) | Pictures
B videos out
i Local Disk (C:) . PerfLogs
13 items 1 item selected i a

2. Select the NFS Sharing tab, and then select Manage NFS Sharing...:
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General Sharing sacyrih
Previous Versions Customize NFS Sharing
Services for NFS Shanng
nfsshare
Shared

Network Path
WIN-ONHNDLBFNUP:/nfsshare

MNFS Share Management

Enable or disable MFS sharing of this folder, set parmissions,
share name, and other advanced sharing options.

) Manage NFS Sharing... |

3. In the NFS Advanced Sharing window that opens, check the box Share this folder
and leave the rest of the options as is. Then select Permissions.

NFS Advanced Sharing -

v Share this folder

—Settings

Share name: I nfsshare

MNetwork name: | WIN-BUUSEIASD3H ~]

Encoding: IANSI - I

W Kerberos v5 privacy and authentication [KrbSp]
| Kerberos v5 integrity and authentication [Krb5i]
¥ Kerberos v5 authentication [Krb5]
¥ Mo server authentication [Auth_SY5]
¥ Enable unmapped user access
% Allow unmapped user Unix access (by UID/GID)

i Allow anonymous access

Anonyrmous I I 2
Anonyrmous GI0: I -2

To set permissions for how users access thisg
folder over the network, dick Permissions
oK I Cancel | Apply |

4, In the NFS Share Permissions window, check the box Allow root access. Then click
on OK to save the configuration.
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NFS Share Permissions ? X

NFS Share Path:  C:\nfsshare
Name:

ALL MACHINES Read-Wrte  ANSI Root Access Allowed

Type of access:  |Read Wite | |¥ Alow root access

Restart the Server for NFS service for the changes to take effect.

-,

Server for NFS MName Description
. @Secondary Logon Enables starting pro..
f@, Secure Socket Tunneling Pr... Provides support for.
- L‘E&SecurityAccnunts Manager  The startup of this s..
) Q; Sensor Data Service Delivers data from a
Description: i), Sensor Monitoring Service  Monitors various se..
el Wlciors Kl comaptalier Q, Sensor Service A service for sensors
to act as an NFS Server ) '
Q Server Supports file, print, ..

# 1 Server for NFS Enables a Windows .

Run the chown 1000:1000 command again on SFG to verify that the user
permission can be changed successfully:

[root@sfg ~]# chown 1000:1000 -R /data/externalfs
[root@sfg ~]# 1ls -1 /data/externalfs/
total 1

drwxr-xr-x. 3 sgvotiroadmin sgvotirocadmin 3 May 11 17:12
nfsshare
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Note

In this example, sgvotiroadmin is the username that I use during the first login via
putty to SFG.

Your username may vary according to what you have created during the initcluster
phase.

Issue 2: Missing metadata in blob-config
Symptoms

After changing the blob-config, the metadata portion might not be able to populate
correctly.

Solution

To verify the blob-config, run the following command:

kubectl edit configmap blob-config -n votiro

Scroll down to the metadata section - the externalStorageRootPath may appear blank.
Edit the file to ensure that this string is present. Be careful to preserve the commas (,)
before and after the string:

,"externalStorageRootPath":"/externalblobs/nfsshare",
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) How to Deploy the Votiro Cloud Cluster in
Azure

This page describes how to configure the Votiro Cloud cluster to work with Microsoft's
Azure cloud computing platform.

9.1 Prerequisites

Before you start, verify that the following are available:
An active Azure subscription
The latest VHD (Virtual Hard Disk) provided by Votiro.

The Azure Storage Explorer tool installed on a system that can access the Azure
account and will be used to upload the VHD to your Storage account in Azure. This
tool may be downloaded from Azure Storage Explorer.

The recommended disk size is 500 GB Premium SSD.

9.2 Procedure

1. Run Azure Storage Explorer and authenticate with your Azure account.

2. On the left pane click on Toggle Explorer.

a. Expand the view of the desired subscription.

b. Expand Storage Accounts.

C. Select the desired Storage account and expand it.

d. Under Blob Containers, right click it and select Create Blob Container.
e. Provide it with a name.
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File Edit View Hel ]

= Quick Access

b 47 Local & Attached

] Storage Accounts

_J

-
|

L
P = )
4 o= migrategwsa261472743 T
1 mﬂd‘l ontag '
M uploac Create Blob Container =
™ virtuals aste Blob Cont
b B File Shares Configure CORS Settings...
b W Queues Configure Soft Delete Policy..
» [EE Tables Search From Here
PSR qefresh
VT ——

3. Drag and drop the extracted VHD file to the created Blob Container.
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Microsoft Azure Storage Explorer VmdkToG:

1 uploaded-vhds “im X

4. Once the upload process completes, open the Azure portal and navigate to the
Images blade.
5. Click on Add. The Create an image screen is displayed.

Microsoft Azure

Images »

Votiro

Add Manage view Refresh Export to CS

Subscription == (all)

6. Fill in the information to build the image from the VHD:

a. Provide the image with a Name.
b. Select a Subscription.

C. Type in the Resource group.

d. Select the Location.

e. Select the OS type as Linux.
f. Click on Browse and select the uploaded VHD file.

g. Click on Create.

Votiro CyberSec Ltd. Proprietary Page 38


https://portal.azure.com/#blade/HubsExtension/BrowseResource/resourceType/Microsoft.Compute%2Fimages

V O T I R D 9 How to Deploy the Votiro Cloud Cluster in Azure

Create an image

Votiro-Virtual-Appliance /

—8
B
/o

A

12743 blob.core windows. net fuploaded-vihds/ConvertedVhd.vid

h a platform-manacged o ous

7. After the image is created, Create a managed disk.
8. Fill in the information as in the screenshot below:
a. Select a Subscription.
b. Select the Resource group.
c. Provide a Name for the disk, for example Node-1.

d. Select the Region which you would like the disk and VM to be in.
e. For Source type, select Storage Blob.

f. In Source blob, Browse to the uploaded VHD.

g. For OS type, select Linux.

h. The disk Size should be 500 GiB Premium SSD.
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i. Click on Review + create.

Microsoft Azure

Create a managed disk

Basics Encryption Tags Review + create

Select the disk type and size needed for your workload. Azure disks are designed for 99.999% availability. Azure managed disks
encrypt your data at rest, by default, using Storage Service Encryption.

Project details

cription to manage deployed ources and co i olders to org nd manage all

Disk details

D

256 GiB

Premium 550

9. After the deployment of the disk is complete, select it and create a VM from it.
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Microsoft Azure

4

Create VM Create snapshot

= Overview A Essentials

B Activity log

: Unattached
Access control (I1AM)

¢ Tags
Settings
&+ Configuration

% Encryption

10. Fill in the information in the Create VM wizard as in the screenshot below:
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Microsoft Azure

Create a virtual machine

Basics Disks  Networking  Management  Advanced  Tags  Review + create

Creg virtual machine that runs Linux or Windows. Select an image from Azure marketplace or Use your own customized
mmage. Complete the Basics tab then Review + create bo prowvision a vartual machine with default parameters or review each tab
for full customization.

Project details

Select the subscription to manage deployed re o Lise resource qrow e folders to organize and manage all
YOUF NESOUNCES.

Mo infrastructure redundancy required

Standard_[fs vopus, 32 GiB memorny ($350.40/month)

Inbound port rules

Select which virtual machine network ports are acoessible from the publc intemet. You ca fy more limited or granular
network acoess on the Metworking tah.

Mone Allow selected poris

In the Disks blade, keep the defaults.

In the Networking blade, select the desired virtual network, NSG (network security
group), etc.

To complete, click on Review + create.

Repeat steps 7-13 for the other Disks and VMs in the cluster.
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10 How to Integrate Azure AD Single Sign-on
with Votiro using SAML Toolkit

In this tutorial, you’ll learn how to integrate Azure AD single sign-on with Votiro using
SAML Toolkit to enable users to log in to the Votiro Management console using their
corporate credentials.

10.1 Prerequisites

Ensure you have the following items:
Azure AD subscription

Azure AD SAML Toolkit enabled on the above-mentioned subscription
10.2 Procedure

1. Sign in to the Azure portal.

2. Select Azure Active Directory.

= Microsoft Azure P Search resources, services, and docs (G+/) T 0 & @ &

All services

Favorites

Recents > —lt [e] (%) ‘3\ = ] (o) 4>

Categories Azure Active Virtual Resource App Services Storage sQL Cost Virtual
Directory machines groups accounts databases Management networks
General
Compute General (18)
Networking
= T
Storage B Al resources @ Recent
Web [#) Management groups Subscriptions
Mobile (%) Resource groups © Cost Management + Billing
Containers . _
3 Marketplace 4a Help + support
Databases
. .
pndlyics W Senice Health Templates oReview
Al + machine learning € Tegs @ whats new
Internet of Things A Quickstart Center EA] Shared dashboards
Mixed reality
B¥ Free services @ Reservations
Integration
us
dentty Resource Explorer B8 Preview features PREVIEW
3. In the left pane, select Enterprise applications.
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Q & @
All services >
o Votiro | Overview
Azure Active Directory
« + Add v €5 Manage tenants What's new [ Preview features A7 Got feedback? v
© overview =
I Preview features @ Microsoft Entra has a simpler, integrated experience for managing.all your Identity and needs, Try the new Microsoft Entra admin center! (2
K Diagnose and solve problems ) X X .
Overview  Monitoring ~ Properties  Recommendations  Tutorials
Manage
\ O Search your tenant
& Users
Groups Basic information
85 External Identities
Name Votiro Users 307
&, Roles and administrators
B Administrative units Tenant ID a66f051a-cd66-4949-bf39-2108012d45ee @ Groups 215
® Delegated admin partners Primary domain votiro.com Applications 59
Enterprise applications License Azure AD Free Devices 153
Ol Devices
Alerts
¥, App registrations
(&) I1dentity Governance
Upcoming IPv6 deployment Upcoming MFA Server deprecation
B! Applicati - . . .
pplication proxy Organizations that use named locations in Please migrate from MFA Server to Azure AD Multi-
. Conditional Access or Identity Protection must take Factor Authentication by September 2024 to avoid
action as soon as possible to avoid any service any service impact.
impact.
% Licenses < . . .
"5 Searh esoutce, senices, and docs 1) 08 0
All services > Votiro | Enterprise applications > Enterprise applications
Enterprise applications | All applications X
Votiro - Azure Active Directory
“ —+ New application [ (O Refresh & Download (Export) @ rreviewinfo Columns Preview features A Got feedback?
Overview = o
@ Overview View, filter, and search applications in your organization that are set up to use your Azure AD tenant as their Identity Provider.
K Diagnose and solve problems The list of applications that are maintained by your organization are in application registrations.
Manage [, search by application name or object ID Application type Application ID starts with X i Add filters
All applications 163 applications found
B Application proxy Name 1y Object ID Application ID Homepage URL Created on M, Certificate Expiry Status
& User settings H bob 3f06ff bfbg-d. d7f- b f-af52... hity hibob. 4/14/2022 -
B8 App launchers Z VTSSO 02e285ab-8¢85-45ca-9258-c6a... 9e947dbb-29fb-4b8b-9812-b3... ~https;//www.virustotal.com/ 2/9/2023 -
& Custom authentication Slack 072bca59-64d3-46e9-be72-196... da2ef37b-cf36-4f1b-85f1-be97. -
extensions (Preview)
. Zoom fffbs-f: 14-9b087... fc108d3f- d-4374-bbff-c7cs. 11/25/2019 -
Security #/. monday.com Oc3eafSa-c ... 38fa0b1d-4d bf67-126f. 11/11/2021 -
Senenens ﬂ Assembla -44bc-9782-ec71... 2-978... https://accountactivedirectory.... -
© Consentand permissions QO cisco Webex Social Login  0d: 7. 280851f, 19-3c4. 12/15/2022 -
Activity = Meetup 0faa5c10-f792-4d1a-b521-2337...  alcfoeDa-fe14-487c-beb9-dd33, -
Sig: s Log in using Office 365 bbagbb- b38b-1b9... Scd6e32d-de3f-Acb: . protect.net 3/17/2020 -
Usage & insights Slack 1 .. 1180-89¢1-57f...  https://*.slack.com/sso/saml?m... 2/11/2020 -
o B o et S e ,

5. In the search field type Azure AD SAML Toolkit.
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Browse Azure AD Gallery

Create your own application ® Request new gallery app

The Azure AD App Gallery is a catalog of thousands of apps that make

2 Azure AD SAML Toolki] Single Sign-on

—:J*) Federated S50 (@ Provisioning

Showing 1 of 1 results

Azure AD SAML Toolkit

6. Lastly, select it from the results and add it. After a few moments, the app will be
added to your tenant.

7. Navigate back to Enterprise applications | All applications and select the newly
added app: Azure AD SAML Toolkit.

8. On the left pane, select Single sign-on.

9. On the Basic SAML Configuration page, click the pencil button to edit the
configuration.
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A Search resources, services,

Home > Enterprise applications > Azure AD SAML Toolkit

Azure AD SAML Toolkit | SAML-based Sign-on

Enterprise Application

# overview
Deployment Plan

Manage

Properties
4 Qwners

Roles and administrators

[

A& Users and groups

(S}

Single sign-on

@ Provisioning

¢ T Upload metadata file i Change single sign-on mode  #= Test this application 7 Got feedback?

Set up Single Sign-On with SAML

An S50 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or QAuth, Learn

more,
Read the configuration guide 7 for help integrating Azure AD SAML Toolkit, \
o . 2
Basic SAML Configuration +7 Edit
Identifier (Entity ID) https://samltoclkit.azurewebsites.net
Reply URL (Assertion Consumer Service URL) - g sttty

10.  For Identifier (Entity ID), leave as default - https://samltoolkit.azurewebsites.net.

11.  Both Reply URL (Assertion Consumer Service URL) and Sign on URL should be in the
following format: https://<VOTIRO-FQDN>/assertionconsumerservice.

Note:

If you're configuring SAML for SaaS cluster, please make sure to include
the tenant id after the Reply URL and Sign on URL:

https://<VOTIRO-FQDN>/assertionconsumerservice/<TENANT_ID>

12.  Other fields are optional and will remain blank, lastly press the Save button.
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Basic SAML Configuration

Save Rj Got feedback?

Identifier (Entity ID) * ©

The default identifier will be the gudience of the SAML response for IDP-initigted 550

Default
https://samltoolkit.azurewebsites.net s @
Add identifier
Patterns: https://samltoolkitazurewebsites.net
Reply URL (Assertion Consumer Service URL) * ©
The default reply URL will be the destination in the SAML response for IDP-initiated 850
Default

https://dev.ohio.paralus.votiro.com/identity/api/v2 /auth/assertionconsumerservice/e54e1298-78... 0]

| https:// igueesayassertionconsumerservice | D o] (]
Add reply URL
Patterns: https://samltoolkitazurewebsites.net/SAML/Consume

Sign on URL* @

| https:f!assertionconsumerser\fice| e

Patterns: https://samltoolkitazurewebsites.net/

Relay State (Optional) @

Enter a relay state

Logout Url (Optional) @

| Enter a logout url Ve |

13.  Onthe Attributes & Claims section, click the pencil button to edit the configuration.

14.  Select Add a group claim on the left-hand side, choose All groups, expand
Advanced options, select Customize the name of the group claim, and provide it
with a name, for instance, “AzureGroupl”, then press the Save button.
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Group Claims X

Manage the group claims used by Azure AD to populate SAML tokens issued to your app

0 This page includes previews available for your evaluation in the 'Advanced options' section.

Which groups associated with the user should be returned in the claim?
O Mone

@ All groups

O Security groups

O Directory roles
O Groups assigned to the application

Source attribute *

| Group ID v

~  Advanced options

D Filter groups (Preview)

Attribute to match
Match with
String

Customize the name of the group claim

Mame (required)

| AzureGroupl |

Mamespace (optional)

|:| Emit groups as role claims (@

|:| Apply regex replace to groups claim content (Preview)
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15. To avoid issues such as “User without any role”, make sure the users that should
have access to the environment via SAML are listed under Azure AD SAML Toolkit |
Users and groups.

= Povewrrr T

o E—

£ Azure AD SAML Toolkit | Users and groups

[
‘Add user/group. Columns A7 Got feedback?

[E—
v
=
v
e

16. Login to Votiro’s Management console. On the left pane, click on the cogwheel, and
select SAML. For the IDP Metadata address, copy and paste the value from the App
Federation Metadata Url field in Azure.

= Microsoft Azure 2 Search resources, services, and docs (G+/]

Home > Enterprise applications | All applications > Azure AD SAML Toolkit - AWS TEST >

Azure AD SAML Toolkit - AWS TEST | SAML-based Sign-on

Enterprise Application

7 Upload metadatafile ? Changesingle sign-on mode = Testthis application | &’ Got feedback?

B Overview

Read the configuration guide & for help integrating Azure AD SAML Toolkit - AWS TEST,

[0 Deployment Plan o
Basic SAML Configuration
Manage
o Identifier (Entity 1D} https://samltoolkit.azurewebsites.net.beta
1! Properties Reply URL (Assertion Consumer Service URL)  https://prod.us.paralus.vetiro.com/assertionconsumerse
rvice/
& Cuners Sign on URL https://prod.us.paralus votiro.com/assertioncansumerse
& Roles and administrators vice/|
Relay State (Optional) Opti
4 Users and groups Logout Url (Optional) Opti
2 Single sign-on
& Provisioning e Attributes & Claims
C Self-service .
givenname user.givenname
m security attributes surname USErsUName
(previev emailaddress user.mail
name user.userprincipalname
Security AzureGroupl user.groups
Unique User dentifier user.userprincipalname

% Conditional Access
% Permissions

@ Token encryption SAML Certificates

Token signing certificate

Activity
Status Active
3 Sign-in logs Thumbprint
6 U a n Expiration 5/2/2025, 8:25:10 AM
fid Usage & insights Notification Email ]
& Audit logs App Federation Metadata Url [ https://lagin.microsoftonline.com/ca604247-726... I |
- - Certificate (Basefd) Download
s Provisioning logs
Certificate (Raw) Download
Access reviews Federation Metadata XML Download

Troubleshaoting + Support
roubleshoating * Suppo Verification certificates (optional) (Preview)

¥ Virtual assistant (Preview) Required Mo
Active 0
Expired

17.  For the Issuer, copy and paste https://samltoolkit.azurewebsites.net from the Basic
SAML Configuration you configured above.
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T Upload metadata file 9 Change single sign-on mode = Test this application A Got feedback?

o Basic SAML Configuration 2 edit

Identifier (Entity 10} https://samltoolkit.azurewebsites.net

18.  For the SAML Username identifier, leave by default:
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier

19. The Admin role key should be the value you provided for the group above in Group
Claims, in this case, AzureGroupl.

20. The Admin role value should be the Object Id of the group in which the admin’s
users are members.

Home > TR Groups

admins »
Group
¢ i Delete flj Got feedback?
@ Overview
# Diagnose and salve problems admins
Manage
il properties Copy to clipboard
48 Members Membership type ‘ Assigned E
& Ouners Source ‘ Cloud :“
4. Roles and administrators
Type ‘ Security s} ‘
% Administrative units
: Object Id ieefSh 7 ——— u! ‘
Group memberships E
o
\pplications Creation date [ s6r2021, 5:07:22 A o
a Licenses
Azure role assignments .
Direct members
Activit = .
civity @4 Total aa 4 User(s) A& 0 Group(s) EI 0 Device(s) @ 0 Other(s)
Access reviews
] : Group memberships Owners Total members
& Audit logs
a0 aa 0 24

Bulk operation results

Troubleshooting + Support

2 New support request

21.  Press the Save changes button, log out from the Management console and log in
with the corporate credentials. You may continue and set up the Help Desk and SOC
groups, similar to what was configured for the admins group.
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11 How to Integrate SIEM with Azure
Sentinel

In this tutorial, you’ll learn how to integrate SIEM with Azure Sentinel using Votiro
Solution for Microsoft Sentinel. Votiro Solution for Microsoft Sentinel is a collection of
Data Connectors, Parser, Workbook and Analytic Rules that are used together to analyze
data.

11.1 System prerequisites

Ensure you have the following:
Linux machine with at least 4 CPU cores and 8 GB RAM
Python 2.7 or 3 installed on the Linux machine
Rsyslog: v8/Syslog-ng: 2.1 - 3.22.1
Syslog RFC 3164/5424

Download and unpack the file: Votiro-Offline.zip

11.2 Procedure

11.2.1 Manual/Offline Deployment
To test the solution before publishing, follow the below steps.
Deploy CEF Data Connector on Forwarder Machine

1. Sign in to the Azure portal.

2. Search for Microsoft Sentinel.

Al Services (1) Marketplace (31) V More (4

B8l Microsoft Defender for Endpoint

Recent  Favorite B3 Snowflake

65 aws 1am
Name Last Viewed

Navigate

uun
Subscriptions [#4] Resource groups EEE Al resources Dashboard

3. Select Microsoft Sentinel from Services.
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) - . @votiro.
icrosoft Azure P Search resources, services, and docs (G+/) VIOTIRO (VOTIRO

Home >

Microsoft Sentinel  » X
Votiro (votiro.com)
+ Create 3 Manageview v () Refresh L tt %8 Open query
Filter for any field. Subscription equals all Resource group equalsall X Location equalsall X g Add filter
<

Showing 0t0 0 of 0 records. No grouping

Name Resource group 1y Location 1y Subscription Ty Directory

No Microsoft Sentinel to display

See and stop threats before they cause harm, with SIEM reinvented for a modern world. Microsoft Sentinel s your
birds-eye view across the enterprise.

Create Microsoft Sentinel

Learn more o

&I Give feedback

4. Press + Create or Create Microsoft Sentinel to add Microsoft Sentinel to a
Workspace::

A o s e (55

Home > Microsoft Sentinel >

Add Microsoft Sentinel to a workspace

+ Create anew workspace () Refresh

@ Wicrosoft Sentineloffers » 31-ay free trial,See Microsoft Sentinelprcing for more detais

[ Fitter by name..

alld
b
No workspaces found

Create a new workspace

Add

5. Press + Create a new workspace:
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= Microsoft Azure £ Search resources, services, and docs (G+/) I

Home > Microsoft Sentinel > Add Microsoft Sentinel to a workspace >

Create Log Analytics workspace

Basics Tags  Review + Create

€ A Log Analytics workspace is the basic management unit of Azure Monitor Logs. There are specific considerations
you should take when creating a new Log Analytics workspace. Learn more

With Azure Monitor Logs you can easily store, retain, and query data collected from your monitored resources in Azure
and other environments for valuable insights. A Log Analytics workspace is the logical storage unit where your log data
is collected and stored.

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources,

Subscription * (@ | Enterprise Dev/Test v ‘

Resource group * (D | ~ ‘

Create new
Instance details
Name* @ | ‘
Region* @ | East US ~ ‘
6. Create a new Resource Group if it does not exist yet. Then create a new machine

with the system requirements mentioned above - via Resource Group > Create >
select Virtual Machine (Ubuntu 22.06 server is recommended):

Microsoft Sentinel ) Sentinel-Test

Create Manage view ~ Create Delete resource group Refresh Export to CSV Openquery |

Essentials

e visualizer
Resources  Recommendations (1)
Typeequalsall X Locationequaksall X | o add filter

Showing 1 tc

) name

Om

ON

0®

O

7. Select the created workspace, then go to Content Hub > Select Common Event
Format (CEF) and install it:
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Microsoft Sentinel ™ Microsoft Sentinel | Content hub

8.
Micrasoft Aruse
= Microsoft Sentinel | Data connectors
| @ n Event Format (CEF) via AMA
|@ Commen Event Format (CEF) via Legacy Agent
Ay
9. Follow the instructions in 1.2 below, Install the CEF collector on the Linux machine:
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Common Event Format (CEF) via Legacy Agent

. * Configuration
Common Event Format (CEF) via Legacy Agent

1. Linux Sysog ag

Po—— X Any Days Age and forward them
£ et

Status Prcvider
data

11 Select or create a L

514 TCP on the machne's IP address.

mand: python —wersion

10.  Verify that you have Python 2.7 or Python 3 installed on the Linux machine by
running:

python --version or python3 --version

11.  Copy the command below:

sudo wget -0 cef installer.py
https://raw.githubusercontent.com/Azure/Azure—
Sentinel/master/DataConnectors/CEF/cef installer.pyé&&sudo
python cef installer.py [WorkspaceID] [Workspace Primary
Key]

Note: You must have the GNU Wget package installed on the Linux machine.

12.  Paste the command into the command line on your log forwarder, and replace
[WorkspacelD] and [Workspace Primary Key] with their values.

13.  Runthe command. This installs the CEF connector and Log Analytics Agent on the
forwarder machine. Once done, the connector is now listening to events on TCP
port 514.

14.  Verify that the port used is indeed opened via the Virtual Machine’s Network
settings:
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i Sentinel-logforwarder | Network settings  «

Note: In this case, we used TCP port 514 (default) and Allow=any, but the best
practice is to use the TLS protocol with other ports used and restrict to specific IPs
pointed to specific NAT gateways. For example, in prod.us:

B simple Ghotue Service [ Mastic bermetes Service G Pt ] Ao et

MNAT gateways (2] e &

Deploy Parser Function

Follow the instructions to parse ingested data:

1. Copy the function code from the downloaded package file:
/Votiro-Offline/Parser/VotiroEvents.txt

2. On Microsoft Sentinel - Go to your created Workspace -> Logs
3. Paste the content of VotiroEvents.txt in the area as shown below:

Micrasoft Azure P Search nesources, serviaes, and docs (G4}

Microsoft Sentinel J@ Microsoft Sentinel | Logs

4, Then click on Save > Save as function. Enter the Function name as VotiroEvents
and click on Save:
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Save as function

Function name

VotiroEvents

Code

Legacy category
Votiro Eventﬂ

Save as computer group

Parameters

Default value
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5. Try running the query to see the following type of results (adjust the time range
according to data ingested):

Feedback Queries
Time range : Last 7 days E a New alert rule fin to Format query

VotiroEvents

Group by

Favorites

«can add favorites by Rasults. L]
clicking on the ¥ icon
(J TimeGenerated [UTC] DevieeVendor DevieeProduct DevieeVersion DeviecEventClassiD
» LogManagement
1000 500

] O

* Microsoft Sentinel

1000
+ Workspace functions \0as
J otirok 1000 Sanitiza

1000 Sanitization summary
Votire doud 1000 Sanitization summary
ol 1000 [CTE—

9.026 4 Votiro Votiro cloud 1000 Sanitization summary

X19:03.034 AM  Votiro foud 10.0.0 Sanitization summary

000000000l

1000

D00l

1000 5 Sanitization summary

3/3/2024, 2:04:30.713 PM Votiro Votiro doud 1.0.0.0 Sanitization summary
Tenantid BcOfabds- 4393-8e5f-43b4fTT70683

TimeGenerated [UTC] 2024-03-03T14:04:30.713Z

DeviceVendor Votiro

DeviceProduct Vatira cloud

DeviceVersion 1.000

DeviceEventClassiD 500

Activity Sanitization summary

LogSeverity 1

FileHash fa2742aec5Tae5a21e80a0cHTT67af566ba4Be0b035fa5546fc34e2898a3 Tad6
FileType

Computer ec2-54-234-T0-44.compute-1.amazonaws.com

SourceSystem OpsManager

Type CommonSecuritylog

_Resourceld bscriptions/240d6f29-e1ab-4c5b-b282-e62883cbd 1a0/resourcegroups/sentinel-test/providers/microsoft compute/fvirtualmachines/sentinel-logforwarddg
companyName curityjoes

correlationld 6965cf87-045f-4abb-bda5-f0321c75a43f

itemid 6965cf87-045f-4a6b-bda5-10321c75a43f

SrcFileName saddsaD5Ad.

6. Results can be viewed in Local Time zone by changing the option in the bottom bar:
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Resourceld fsubscnphions/.Z

companyMame securityjoes

nf-4

Local Time

1s dms | Display time (UTC+00:00)

Deploy the Workbook

1. Copy the contents of the file:
/Votiro-Offline/Workbooks/Votiro Monitoring Dashboard.json

2. On Microsoft Sentinel, go to your WorkSpace > Workbooks > Add Workbook”:

Microsoft Sentinel P Microsoft Sentinel | Workbooks

Refresh A o ack

General
i1 s 0 +0 . More content at

® Overview (Preview]
e (Presmew) [Ep——— Ternplates Updates

#® lLogs
& News & guides My workbooks  Templates
® Search T Add filter

Threat management Name Content source  Source name

| ewworkbook Custom
B wo

& Hunting

@ Entity behavior
3 Threat intelligens
® MITRE ATT&:
Content management
® Content hub

& Repositories (Previ
& Community

Configuration

& Workspace manager (Preview)

# Data connectors

3. On the New Workbook page, click on Edit > Advanced Editor icon:
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Microsoft Azure 2 Search resources, §

New workbook

Done Editing Open

New workbook

Welcome to your new workboak. This area will display text formatted as markdown.

We've included a basic analytics query to get you started. Use the edit button below each section to configure it or add more sections.

4. Replace the Gallery template contents with the copied contents, and click on Apply:

Microsoft Azure A~ Search resources, sel

New workbook

Open

i Shown below is a JSON representation of the current item.
Any changes you make here will be reflected when you press 'Apply’.

Template Type

"styleSettin,
"maxWidth"

ectableValues™: [

“durationMs": 3@6eee

5. The Following Workbook must be visible:
After a scroll
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Set Alert Queries for Incidents

1. Go to /Votiro-Offline/Analytic Rules. Keep both Votiro File Blocked
FromConnector.json and Votiro File Blocked in Email.json files ready.

2. On Microsoft Sentinel > Workspace, select Analytics.

3. Click Import (from the bar at the top of the screen) in the resulting dialog box,
navigate to and select the JSON files one by one, and select Open:

LE —

At rubes Hghm 0 Medume) W Low,

Active rules  Fude ter

V' Add e

4. Make sure that the status of each active rule is enabled:

Create Refresh Analytics workbooks Columns. Guides & Feadback.

Rules by severity

®3 al M conaent o ] —

Active rules High ) EMedium ) Nlow( | Informational (0)
Activerules  Ruletemplates  Anomalies

Mame Status

Votiro File Blocked in Emai b Enabled

Votiro File Blocked From Connector s Enabled

Advanced Muttistage Attack Detection o] Enabiled M Col.. +11@

5. Check for recent alerts or incidents on the Overview page. Incidents are also
available on the Microsoft Sentinel > Incidents page.
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- Microsoft Sentinel | Incidents

Crmsoeinciders [Fresies]

po—

-7

D incidnsts

Select the security efficiency workbook for a better view.
Alerts Logic:

Votiro File Blocked From Connector: If the syslog message includes “blocked”
under -Sanitization result- field and “false” under -password protected- field and
“null” under -from- field create an alert with the following message: [file name] with
hash [file hash] that was sent from connector [connector name] was blocked by
Votiro due to Policy [policy name], see more detail in the following link [incident url]

Votiro File Blocked in Email: If the syslog message includes “blocked” under -
Sanitization result- field and “false” under -password protected- field and not “null”
under -from- field create an alert with the following message: Attachment [file
name] with the hash [file hash] was blocked in an email that was sent from user
[from] to the following recipients [Recipients] by Votiro due to Policy [policy name],
see more detail in the following link [incident URL]
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12 How to Integrate Votiro Cloud Syslog
Messages with Sumo Logic using HTTP

Logs

In this tutorial, you’ll learn how to integrate Votiro Cloud Syslog messages with Sumo Logic

using the HTTP logs method.

12.1 Procedure
12.1.1 Configure an HTTP Logs and Metrics Source in Sumo Logic
1. In Sumo Logic, select Manage Data > Collection > Collection.

2. Click Add Collector.

3. In the Select Collector Type window, select Hosted Collector.

Select Collector Type

+

Installed Collector

Install a collector in your

*
Hosted Collector

Select 1o set up a Collector in

FAQs

What's the difference between an
Installed and Hosted Collector?

Where should | install an Installed

deployment. the Sumo Logic Cloud.
Collector?
How do | know if | need more than
one Installed Collector?
Where does my data go?
4, In the Add Hosted Collector window, type a Name and click on Save.
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Add Hosted Collector

Name * King-HTTP-Logs

Description

Category

Fields +Add Field

Assigntoa Mot Assigned
BUdQEt Collector will participate in the selected budget teria

Time Zone  (UTC) Etc/UTC

5. To add a source to the collector, click HTTP Logs & Metrics.

sumo logic ” wPun b P 25% compeese
=] i a [ ] =] B 8 [ | ] | + wew |
6. In the HTTP Logs & Metrics screen:

a. Type a Name.
b. Set the Source Category to prod/votiro/syslog.

c. Click Save.
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sumo logic

Advanced Options for Logs (Optional)

7. After saving the source, the HTTP Source Address window is displayed.

Copy the address* value and click on OK.

* This address will be used to configure the Votiro Management console.

o e folowing address o send data 1o the Callectar

Eaep his address privale snce anyone Can une [t 10 send dela

If the installation was successful, the installed HTTP Logs Collector shows up in the
Collection console as Healthy and Hosted.

sumo logic

12.1.2 Create the Field Extraction Rules at Ingest Time

When configuring the Votiro App, the Sumo Logic Admin should perform the following
procedure to create field extraction rules at ingest time:
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1. Login to the Sumo Logic tenant.

2. Navigate to Manage Data > Logs > Field Extraction Rules.

3. In the Rule Name field, enter the value Votiro CEF Syslog Parsing.
4. In Applied At, select Ingest Time.

5. In Scope, select Specific Data.

6. Under Metadata, select _sourcecategory.

7. Under Value, select prod/votiro/syslog.

8. Copy the following Sumo Logic Votiro Field Extraction rules:

| parse regex "companyName=(?<company_name>.*?)\s\w*[=]|$" nodrop

| parse regex "correlationId=(?<correlation_id>.*?)\s\w*[=]]|$" nodrop
| parse regex "itemId=(?<item_id>.*?)\s\w*[=]|$" nodrop

| parse regex "fileName=(?<file_name>.*?)\s\w*[=]|$" nodrop

| parse regex "fileType=(?<file_type>.*?)\s\w*[=]|$" nodrop

| parse regex "fileHash=(?<file_hash>.*?)\s\w*[=]|$" nodrop

| parse regex "fileSize=(?<file_size>.*?)\s\w*[=]|$" nodrop

| parse regex "passwordProtected=(?<password_protected>.*?)\s\w*[=]]$"
nodrop

| parse regex "AVResult=(?<av_result>.*?)\s\w*[=]|$" nodrop

| parse regex "threatCount=(?<threat_count>.*?)\s\w*[=]|$" nodrop

| parse regex "blockedCount=(?<blocked_count>.*?)\s\w*[=]]|$" nodrop

| parse regex "fileModification=(?<file_modification>.*?)\s\w*[=]|$"

nodrop

| parse regex "sanitizationResult=(?<sanitization_result>.*?)\s\w*[=]|$"
nodrop

| parse regex "sanitizationTime=(?<sanitization_time>.*?)\s\w*[=]|$"
nodrop

| parse regex "connectorType=(?<connector_type>.*?)\s\w*[=]|$" nodrop
| parse regex "connectorName=(?<connector_name>.*?)\s\w*[=]]|$" nodrop
| parse regex "connectorId=(?<connector_id>.*?)\s\w*[=]|$" nodrop

| parse regex "policyName=(?<policy_name>.*?)\s\w*[=]|$" nodrop

| parse regex "exceptionId=(?<exception_id>.*?)\s\w*[=]|$" nodrop

| parse regex "incidentURL=(?<incident_url>.*?)\s\w*[=]|$" nodrop

| parse regex "messageld=(?<message_id>.*?)\s\w*[=]|$" nodrop

| parse regex "subject=(?<subject>.*?)\s\w*[=]]|$" nodrop

| parse regex "from=(?2<from>.*?)\s\w*[=]|$" nodrop

| parse regex "recipients=(?<recipients>.*?)\s\w*[=]|$" nodrop

| parse "* CEF:*|*|*|*|*|*|*|*" as syslog_timestamp, cef_version, device_
vendor, device_product, device_version, signature_id, message_name,
message_severity, message_extension nodrop

| fields - message_extension, cef_version

9. Paste the copied rules into the Parse Expression * field.
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sumo logic < = 4 B o & Logs
o * Field Extraction Rules
Recently Opened By Me [E0]]  Add Field Extraction Rule
Stots | Rue Nome Aopied At Scope Created Lost Modified
150N AutoParsing- Al Surces funTine A JSON Logs oy sumoLoge: By sumo Loge

Fields Capacity No UsageNo felds used

10. Click on the Save button.
12.1.3 Install the Votiro App

1. Navigate to the App Catalog on the Sumo Logic tenant and search for Votiro.

Votiro R

by Vetiro
Documentation
Install App

| ® Classic App: You do not nead administrator nor Manage Apps permissions to install. We're gradually migrating Classic Apps to Next-Gen Apps.

Threat related information sent from Votire Sanitization engine to Sumo logic customers will allow them better mitigate cyber attacks, do effective threat hunting and enrich cyber security alerts

Preview dashboards included in this app

Votiro - Overview

2. Click on Install App.

3. After configuring the collector, syslog source and extraction rules, click on Next.
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4. Under LOG data source, in the Source Category field, select Enter a Custom Data
Filter as you did in the above mentioned steps - use the one that you already
created.

5. In the Custom Data Filter field, enter the custom source category (starting with the
underscore character "_") you entered when creating the Field Extraction rules. For
example: _sourceCategory=prod/votiro/syslog
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6. Click on Next. The Setup completes and a Success message appears and a
dashboard is displayed.
sumo logic - - : @ a B0 ;
12.1.4 Integrate the Votiro Management Console with the Sumo
Logic HTTP Logs Collector
1. Log in to the Votiro Management Dashboard.
2. Go to the Settings > SIEM page.
3. Set up the Sumo Logic collector information:
a. For SIEM Server address, enter the collector HTTP source URL.
b. For SIEM server port, enter the default HTTPS port number 443.
c. For Syslog protocol, select HTTP Logs (Sumo Logic).
d. For Syslog format, select CEF (for this method, this field is not relevant).
e. Save the SIEM settings.
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SIEM

SHEM Server aoaress
SIEM Server port
Sysioq Protocol

Sysiog Format

TLS Certificate m

12.1.5 Verify the Integration

To check if the integration was successful:

1. Send files to sanitization.

2. Open a Sumo Logic instance.

3. There are two ways to check syslog events:
a. Votiro Dashboard
b. Logs search

3.a Votiro Dashboard

On the Sumo Logic website, open the newly imported folder Votiro Monitoring
Dashboard. Data coming from the configured source should be shown on this dashboard.
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47 4 17

Sanitized Partially Sanitized Blocked

3.b Search Ingested Data inside Sumo Logic

Data ingested inside Sumo Logic can be easily searched using the source category by which
the data was indexed.

1. Login to the tenant.

2. Click + New -> Log Search.

sumo logic = R

Home Learn Certificatio E Log Search

Metrics

= r~=

3. In the search field, enter:
_source={source name} and _collector={collector name}
For example: _source="HTTP-Test" and _collector="HTTP-Test"

4, Set the time and date fields.
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13 How to Integrate Votiro Cloud with Google
Workspace

In this tutorial, you’ll learn how to integrate Votiro Cloudusing with Google Workspace
(formerly G Suite).

13.1 Procedure
1. Sign in to the Google Admin console with your Google Workspace account.
2. In the left pane, navigate to Apps > Google Workspace > Gmail

Google Admin

(1] Home

EE Dashboard
» = Directory

v» [0 Devices

b3 Anps

Overview

| - Google Workspace |

-
Service status: \

Calendar

Cloud Search
Currents

Drive and Docs
r,/
Gmail r

3. On the Settings for Gmail page, scroll down and select Spam, phishing, and
malware
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Move the cursor over Inbound gateway and click the pencil button to edit the
settings:

Inbound gateway f se email gateways to route emall, please enter them here to improve spam ha Learn more

Enable

1. Gateway IPs
IP addresses / ranges

ADD
Automatically detect external IP (recommended)

[ Rreject all mail not from gateway IPs

Require TLS for connections from the email gateways listed above
2. Message Tagging

|:| Message is considered spam if the following header regexp matches

Enter the IP address provided by Votiro.
Verify that the following boxes are checked:
Automatically detect external IP (recommended)
Require TLS for connections from the email gateways listed above

Click SAVE.

Create a Host

8.

Navigate back to Settings for Gmail and select Hosts.

Click Add route.
a. Type a name, for example: “Workspace to Votiro Cloud”.
b. Select Single host and type the host name provided by Votiro.

C. Check Require mail to be transmitted via secure (TLS) connection
(Recommended).

d. Check Require CA signed Certificate (Recommended).
e. Check Validate certificate hostname (Recommended).

f. Click SAVE.
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Edit mail route

Name Learn more

Workspace to Votiro Cloud

1. Specify email server

nly ports numbered 25, 587, and 1024 through 63535 are allowed
Single host
=== 123

2. Options

D Perform MX lookup on host
Require mail to be transmitted via a secure (TLS) connection (Recommended)
Require CA signed certificate (Recommended)

Validate certificate hostname (Recommended)

Test TLS connection

CANCEL SAVE

13.1.2 Configure content compliance rule for emails received from
Votiro Cloud

10.  Return to Settings for Gmail and select Compliance:

Compliance ~

11. Under Content compliance, select CONFIGURE.
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Content compliance Configure advanced content filters based on words, phrases or patterns

CONFIGURE

a. Specify a name, for example “Votiro Cloud to Workspace”
b. For Email messages to affect, check Inbound.

C. For Add expressions that describe the content you want to search for in
each message, select If ANY of the following match the message and click
ADD.

Edit setting .

Content compliance Help

Edit
1. Email messages to affect

Inbound
Outbound
] Internal - sending
1 Internal - receiving

2. Add expressions that describe the content you want to search for in each message

If ANY of the following match the message

Expressions ADD

CANCEL SAVE

d. Select Metadata match, Attribute, Source IP and Match type.

e. Select Source IP is within the following range and enter the IP address
provided by Votiro.

f. Click SAVE.
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Edit setting

Metadata match

Attribute

Source IP

Match type

Source IP is within the following range

——
CANCEL SAVE
g. Add another expression, select Advanced content match, Location, Full
headers, Match type, Contains text.
h. In Content, enter "X-MTConnectorResult".
i. Click SAVE.
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Advanced content match

Location

Full headers

Match type

Contains text

Content

X-MTConnectorResuli

CANCEL SAVE

j. For 3 - If the above expressions match, do the following: Under Route select
Change route and make sure Normal routing is selected.

k. Under Encryption, check Require secure transport (TLS).
I Click Show options.

i Under Account types to affect, check the following boxes:

° Users

° Groups

° Unrecognized / Catch-all
ii. Click SAVE.
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Hide options
A, Address lists

|:| Use address lists to bypass or control application of this setting

Bypass this setting for specific addresses / domains

Only apply this setting for specific addresses / domains

B. Account types to affect

Users

Groups

Unrecagnized / Catch-all

C. Envelope filter

|:| Only affect specific envelope senders

|:| Only affect specific envelope recipients

CANCEL SAVE

13.1.3 Configure Content compliance rule for emails sent to Votiro
Cloud

12. By now, you should have one rule enabled for Content compliance. Click on ADD
ANOTHER RULE for traffic sent from Google Workspace to Votiro.

a. Specify a name, for example “Workspace to Votiro Cloud".

b. Under Email messages to affect, check Inbound.

C. For Add expressions that describe the content you want to search for in
each message, select If ALL of the following match the message and click
ADD,

i Select Metadata match, Attribute, Source IP and Match type.

ii. Select Source IP is not within the following range and enter the IP
address provided by Votiro.

iii. Click SAVE.
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2. Add expressions that describe the content you want to search for in each message

If ALL of the following match the message

Expressions
Metadata match: Source IP is not within the range T——-— Edit

ADD

d. For 3 - If the above expressions match, do the following: Under Route, select
Change route and make sure “Workspace to Votiro Cloud” is selected.

e. Under Encryption, check Require secure transport (TLS).
f. Click Show options.
i Under Account types to affect, check the following boxes:
Users
Groups
Unrecognized / Catch-all
ii. Click SAVE
Note: It can take a while for the changes to be applied.
13.  After the rules are successfully configured:
a. Send a test email.

b. Under Reporting > Email Log Search, see if the message was routed through
Votiro’s Cloud instance.

C. Verify you’re able to see the sanitized email in Votiro’s dashboard.
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14 How to Integrate Votiro Cloud with Sumo
Logic
In this tutorial, you’ll learn how to integrate Votiro Cloud with Sumo Logic.

14.1 System Requirements

The specifications listed below are for installation of “installed collector” for sending data
to the Sumo Logic server.

Linux, major distributions 64-bit, or any generic Unix capable of running Java 1.8
Single core, 512MB RAM
8GB disk space

Package installers require TLS 1.2 or higher

14.2 Procedure

14.2.1 Configure the Sumo Logic Syslog Collection

1. In Sumo Logic select Manage Data > Collection > Collection.

2. Click on Setup Wizard.

sumo logic # & collction
Q  fsearch for collectors and sources by name or sourceCategory E Upgrade Collectors Add Collector Access Keys.
Show All Collectors ~ Showupto: 10 collectors ~ Expand: Al | lone ¢ Page: 1 of20 > M

CP_Halo_Metrics_Collector

HTTP

halo/metrics

CP_Halo_Workload_Security_Events_C...

halo/workload/security/events

Eci"" ecs_metrics Pause | Edit | Delete €@
"‘”“ event test flowevent_test Begenerate URL | Show URL | Edit | Delete €
HT
GeP Firewall septfirewal
Google Cloud Log:
6P Loggen loggen/aep
aTTP
Github
jthub
HTTP ¢
Kafka Metrics Kafka/metrics Begenerate UAL | Show URL | Edit | Delete @
Tt
Kubernetes Logs
o 9 kubes Regenerate URL | Show URL | Edit | Delete @)
oldta
olda Regenerate URL | Show URL | Edit | Delete €)

3. Click on Integrate with Sumo Logic.
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sumo logic

Let's Get Started!

Skt prer of e Gptions beiom 1 ST Lendng Gata 19 SamG Lop

=

Integrate with Sumo Logic Learning about Sume Logic

i ve logh Of MElics a5 bie T L Pcrvm Soafris ks Sl The el
Tl gt il Sy L&gis. #3 Gily Chinad fatve. Conlinudu

inteligence Platiorm ™

Wisit Sumo Logic App Catalog for over a hundned product and cloud services.

4, Under Select Data Type, select All other sources.

sumologic

Select Data Type

w - -— P

Your Custom Amazon Amazon 53 Apache AWS Cloud Trail
App CloudFront Ausdit

atltan]ie . N
@ cisco ‘ MySsaL
AWS Elastic Cieco ASA Linux System Mse 0 MySOL
Load Balancing System

- iR IS

" alta .
NGiMX  Epaloalio et 1 <
Nginx Palo Alto Varnish Windows Event Windows IS
Networks
= |k
Windows All Other
Performance Sowces
Go Back

5. Under Set Up Collection, select Syslog.
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sumo logic
Select Dats Type Set Up Collection
| setupcoliection
Configure Source How would you like us to collect your logs?
Finish

Le<al Fits yelog ITTPS Sowrce

P E -

Under Set Up Collection:
a. In step 1. To install a new Collector..., select Linux.
b. In step 2. To download and install a Linux Collector,... click Copy to copy the

code, then paste it into the Linux terminal and run it in your Linux server as
root or Administrator.

c. In step 3. Once the Collector has been installed and registered, click
Continue.

=i S Set U p Collection

Sat Up Collection

Cont - 1. Tor install a new Collecion, select your operating system
Conhgure Source

Finish Lirmix ul

2 To download and install a Linux Collecton, open a terminal, then click
Capy 10 copy and paste the following code into the terminal. Youll
wani io run the installer on your server with root or Administrator
privileges. This may take a few minutes

sude wget “htgps:s/collectors usl.susologic . com/rest/d Cogy
ownlead/1inux /68™ -0 SuseCollecter.sh &4 sudo cheod +x
SumoCollector.sh B4 sudo . /SumoCollector.sh -q -¥Wsumo. tolen_and_url=a
FodkEwe zovl 2MvbG FodiRwc zovl 2KvibGx 1y wnVE T ] FodHRwe zovL 2 KvbiGx 1Y 3fscnMud
MyLnN1bWOsh2apYy5)bdes

3 Once the Collector has been installed and registered, click Comtinue.

Go Back A}
Under Configure Source:
a. In 1. Enter a Source Category... field, type the value: prod/votiro/syslog.
b. In 2. Select the protocol..., select TCP.
c. In 3. Enter the port..., type the value 1514.
d. In 4. Select a time zone..., select UTC.
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e. Click on Next.

sumo logic

Select Data Type Configure Source: Your Custom App
Set Up Collection

Configure Source

Finish Source Category

prod.votino/sysiog

£, Salect a time zone for your log file
) Use time zone from log file. If none present wse:

{UTC) Exc/UTC w

Iignare time 2one from ieg file and instead use:

ok

Under Finish, the Setup Wizard displays the progress bar while performing the
installation. Wait until the installation finishes. This may take some time.

sumo logic

Select Data Type Finish

Set Up Collection

Configure Source

[ Finish
1 Tightening the sockets...

If the installation was successful, the Installed Collector shows up in the Collection
console as Healthy and Installed.
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14.2.2 Create the Field Extraction Rules at Ingest Time

When configuring the Votiro App, the Sumo Logic Admin should perform the following
procedure to create field extraction rules at ingest time:

1.

2.

Login to the Sumo Logic tenant.

Navigate to Manage Data > Logs > Field Extraction Rules.

In the Rule Name field, enter the value Votiro CEF Syslog Parsing.

In Applied At, select Ingest Time.

In Scope, select Specific Data.

Under Metadata, select _sourcecategory.

Under Value, select prod/votiro/syslog.

Copy the following Sumo Logic Votiro Field Extraction rules:

parse
parse
parse
parse
parse
parse
parse
parse

nodrop

parse
parse
parse
parse

nodrop

parse

nodrop

parse

nodrop

parse
parse
parse
parse
parse
parse
parse
parse
parse

regex
regex
regex
regex
regex
regex
regex
regex

regex
regex
regex
regex

regex

regex

regex
regex
regex
regex
regex
regex
regex
regex
regex

Votiro CyberSec Ltd. Proprietary

"companyName=(?<company_name>.*?)\s\w*[=]|$" nodrop
"correlationId=(?<correlation_id>.*?)\s\w*[=]|$" nodrop
"itemId=(?<item_id>.*?)\s\w*[=]]|$" nodrop
"fileName=(?<file_name>.*?)\s\w*[=]|$" nodrop
"fileType=(?<file_type>.*?)\s\w*[=]|$" nodrop
"fileHash=(?<file_hash>.*?)\s\w*[=]]|$" nodrop
"fileSize=(?<file_size>.*?)\s\w*[=]|$" nodrop
"passwordProtected=(?<password_protected>.*?)\s\w*[=]|$"

"AVResult=(?<av_result>.*?)\s\w*[=]]|$" nodrop
"threatCount=(?<threat_count>.*?)\s\w*[=]|$" nodrop
"blockedCount=(?<blocked_count>.*?)\s\w*[=]|$" nodrop
"fileModification=(?<file_modification>.*?)\s\w*[=]|$"

"sanitizationResult=(?<sanitization_result>.*?)\s\w*[=]|$"
"sanitizationTime=(?<sanitization_time>.*?)\s\w*[=]|$"

"connectorType=(?<connector_type>.*?)\s\w*[=]|$" nodrop
"connectorName=(?<connector_name>.*?)\s\w*[=]|$" nodrop
"connectorId=(?<connector_id>.*?)\s\w*[=]|$" nodrop
"policyName=(?<policy_name>.*?)\s\w*[=]|$" nodrop
"exceptionId=(?<exception_id>.*?)\s\w*[=]|$" nodrop
"incidentURL=(?<incident_url>.*?)\s\w*[=]|$" nodrop
"messageIld=(?<message_id>.*?)\s\w*[=]|$" nodrop
"subject=(?<subject>.*?)\s\w*[=]]$" nodrop
"from=(?<from>.*?)\s\w*[=]|$" nodrop
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| parse regex "recipients=(?<recipients>.*?)\s\w*[=]|$" nodrop

| parse "* CEF:*|*|*|*|*|*|*|*" as syslog timestamp, cef_version, device_
vendor, device_product, device version, signature_id, message_name,
message_severity, message_extension nodrop

| fields - message_extension, cef_version

9. Paste the copied rules into the Parse Expression * field.

=2z Y [+ e |

Fleld Extraction Rules

l:l Add Field Extraction Rule

Status | Rule Neme Appled At Scope. Created Last Modiied

JSON Auto Parsing - All Sources AunTime ALISON Logs By Sumo Logic BySumoLogic:

Parse Expression*

Fields Capacity No UsageNo felds used

10.  Click on the Save button.

14.2.3 Install the Votiro App

1. Navigate to the App Catalog on the Sumo Logic tenant and search for Votiro.
sumo logic - I [ tappca | @V a8 s s s I a =] 8 :
App Catalog
0 ]
2. Click on Add Integration.
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A 4@ e - |

Ovorview

3. Click on Open Setup Doc. This will take you to the documentation on the Sumo
Logic Github page.

Begin by Ingesting Your Data

4. After configuring the collector, syslog source and extraction rules with the help of
the Setup Doc, click on Next.
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5. Under LOG data source, in the Source Category field, select Enter a Custom Data
Filter as you did in the above mentioned steps - use the one that you already
created.

6. In the Custom Data Filter field, enter the custom source category (starting with the
underscore character "_") you entered when creating the Field Extraction rules. For
example: _sourceCategory=prod/votiro/syslog
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. 1 [ a8 ] E] =] [ + - I
e [HEEEE
7. Click on Next. The Setup completes, a Success message appears and a dashboard is
displayed.
sumo logic ¢ 4 B L 55 Agp Cat Vatira M s v B 2 B Voo M a8 B " i
14.2.4 Integrate Votiro Management Console with Sumo Logic

Syslog Collector

1. Log in to the Votiro Management Dashboard.
2. Go to the Settings > SIEM page.

3. Set up the Linux server Sumo Logic collector information.
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SIEM

SIEM Server address
SIEM Server port
Sysiog Pratocol

Sysieq Format

TLS Certificate. m

4. On the Sumo Logic website, open the newly imported folder Votiro Monitoring
Dashboard. Data coming from the configured source should be shown on this
dashboard.

4

Partially Sanitized

14.2.5 Search Ingested Data inside Sumo Logic

Data ingested inside Sumo Logic can be easily searched using the source category by which
the data was indexed.

1. Login to the tenant.

2. Click + New -> Log Search.
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sumo logic = B

Home Learn Certificatiol B Log Search

Metrics

= r~

3. In the search field, enter:
_sourceCategory=prod/votiro/syslog

4. Set the time and date fields.

Note: If the table is not available by default, then select all the fields on the left side and
click on Save before Displayed Fields, for persistence.

sumo logic = [EEIEEE] E B search g

14.2.6 Event Simulator

For testing purposes Votiro has an Event Simulator for Votiro Syslog (CEF).

Prerequisites
Event Simulator - contact Votiro support to obtain the Event Simulator code.

Python 3.8 or higher

pipenv (https://pypi.org/project/pipenv/) installed on the system where you want
to run the simulator. To install pipenv, run the command:

pipenv install
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uslBox: -/Oownloads votiro-samalogic/event-simulatorsre

1

reating a virtualeav for this pre
2

Using the simulator

1. Navigate to the src/ folder.
2. Generate events using the following command:

pipenv run python3 simulate.py --ip=<target ip> --
port=<target port>

The <target_port> and <target_ip> should be of the target machine for which the
Configuration was done. For example:

pipenv run python3 simulate.py --ip=localhost --port=1514
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15 Performing a Health Check

To run a health check on your installation, navigate to the /root folder and use the
following command:

#./healthcheck

The expected results are:
All pods are running with no issues.
The Redis cluster is running with no issues.
Elastic pods are running with no issues.
Disk speeds are at the required rates.

If you experience unexpected results, please see the Troubleshooting Playbook.
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How to Send Files to Votiro via Postman

Postman is an API platform for developers to design, build, test and iterate their APlIs. It is
an HTTP client that tests HTTP requests, utilizing a graphical user interface, through which
different types of responses are returned that need to be subsequently validated. This
article describes how to use Postman with Votiro.

Prerequisites

Install Postman by downloading one of the following:

The Postman app from Download Postman.

The Postman portable app from Postman™ portable.

Procedure

Generating a Service Token

1. Generate a Service Token. Go to Settings > Service Tokens > Create New :

Service Tokens
Alist of service lokens w

System Configuration D b8cbfb6e-01cb-46aa-a5d0-54931893fe08 D 2ccc5120-eee7-4852-bfee-4c6

Active Directory

Issued To

Created At 04/03/2022 22:2 Created At 07/03/202
Expiration 7/03/2023 Expiration
ks R
Service Tokans
License
Policias D 4b200f23-8a40-42da-900a-ald
Issued To
Created At
Expiration
voke
2. Create a name for the new token, set an expiration date and press CREATE:
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Create New Service Token

lssuwed To

Tesl-Token

Sal Expiration Time

{ |Mar 9 | 2023 9 | 2

L Ty e 'R Fr

= & 7 8 9 10N
12 13 4 @ER 16 17 18
19 20 21 22 23 24 25

26 27 28 29 30 31

3. Copy and save the token string that appears on this page.
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I WARNING!
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I Save the token string. This page will only appear once.

E

Please Save Your Token, You Won't Be Able To See It Again

ID ffSe09af-0867-4514-bfed-4186e86ef 2fe
Issued To Test-Token
Expiration 15/03/2023
Token

eyJhbGaIOUSUZITNISIMpZCIBHI00OTMxRUMSQzAANTIGOEY
GNEMONUYOMDExQTUOMTAZNZRGMTY SREEILC J0eXAIDIJK
V1QifQLeyJ 1bmixdWVIbmFLZSIGIRIC3QIVGSZWAILCInemB1c
HMNpZCIGNZ vdGlybOluwd GV ybmFsUZVydmilZXMILCJyb 2 xiljolQ
WRlaWSpc3RyYXRvailsimpOasSiGimImNWUwOWFmLTAANjcL
MDUxNCHUZmVKLTOxODZIODIZ JmISISImSZ6MTYONZgzZN
DQxMCwiZXhwiljoxMNcdODASNAWLC JpY XQiO E2ZNDcAM 200
MTB9.EYm24-

YeSERNXSCh7LIYDFAMASA _U7Z6nBWGE70FOgIAGAH3IG1dam
RWeBwjo2LpKxNAVLBMMUbVUTCRTCAWABPYTATg sIBdalP
SR0sPONDvoAdbh_hyjt-

JOjspYuF8hu7NfukUxUVhDd 3oKRNGDmWizBANbgChXXwZ{E
GLGWpnOVuREB8y_o7vxoBpSmglgRWvQ 1p3mG TEAemEsITUB
HhYgvOvKMY YO TH9cxnuRbnpA-
VwWGCOB0OFQuUABITJwSehw! 34dvUAZZqnES-xNvWoakgXVAa-
LHSpWxdgWrmel KBBwKum7dUyFIDudrrEadvwmLFZK3eEZ 1K

pZOviDcDg

4. Press OK to close the Token window.
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16.2.2 Postman Setup

1. In the Postman app, go to Workspaces > My Workspace and press New:

IolPostman
File Edit View Help

o Home  Workspaces v APl Network v Reports  Explore

2 My Workspace New | Import & Overview 4+ eee

2. The Create New window opens. Select HTTP Request:

Create New X

Building Blocks

HTTP Request WebSocket Request BETA gRPC Request BETA

GET Create a basic HTTP request A Test and debug your WebSocket g Test and debug your gRPC
connections request
Collection Environment oo Workspace
B Save your requests in a collection | a.l Save values you frequently use in oo Create a workspace to build
for reuse and sharing an environment independently or in collaboration
Advanced
API Documentation Mock Server Monitor
E Create and publish beautiful @ Create a mock server for your in- Schedule automated tests and
documentation for your APls development APls check performance of your APIs
[e) API Flows BETA
00 Manage all aspects of API D-[E Create APl workflows by
design, development, and testing connecting series of requests

through a drag-and-drop UL

Not sure where to start? Explore featured APIs, collections, and workspaces published by the Postman community.

Learn more on Postman Docs

3. Press the Settings icon:
© Postman - x
Fie Edit View Help \
a Home Workspaces v APINetwork v  Reports  Explore Q_ Search Postman 2y (- O] Upgrade | v
A My Workspace New Import & Overview GET Untitled Request + oo Settings 1ent v o

4. The Settings window opens. To ensure that http requests will go through even if
your VA is using a self-signed certificate, toggle SSL certificate verification to OFF:
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SETTINGS

General Themes Shortcuts Data Add-ons Certificates Proxy Update About

Request Headers

Trim keys and values in request body .: ) OFF Send no-cache header ‘:) ON

SSL certificate verification @ ) OFF | send Postman Token header @ onN

Always open requests in new tab .: ) OFF Retain headers when clicking on links .: ) OFF

Always ask when closing unsaved tabs () ON Automatically follow redirects ‘:) ON

Language detection Auto v Send anonymous usage data to ‘:) ON
Postman

Request timeout in ms 0

Set how long a request should wait for User interface

a response before timing out. To never

Two-pane view ._ ) OFF
time out, set to 0. T
o Show icons with tab names @ onN
Max response size in MB 50
Set the maximum size of a response to Variable autocomplate ‘:) ON

download. To download a response of

5. Close the Settings window.

6. Under the Untitled Request dropdown box, select POST:
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7.

Untitled Request

GE THEEP S

GET

POST

PUT

PATCH

DELETE

COPY

HEAD

OPTIONS

LINK

UNLINK

PURGE

LOCK

UNLOCK

PROPFIND

VIEW

Votiro CyberSec Ltd. Proprietary
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In the Enter request URL box, enter your VA FQDN in the following format:

https://<VA-FQDN>/disarmer/api/disarmer/v4/upload
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For example:
emdbs-va e
POST e https:ffemdbs-va.mytestwond0.com/disarmer/api/disarmer/v4/upload
8. Select the Authorization tab and under the Type dropdown, select Bearer Token:
Params Authorization @ Headers (8) Body
I/i-\l
Type Bearer Token ~ 2/
The authorization header  Inherit auth from parent
generated when you senc
. No Auth
Learn more about authori; KE
APl Key
Bearer Token
Basic Auth
Digest Auth
OAuth 1.0
OAuth 2.0
Hawk Authentication
AWS Signature
NTLM Authentication ...
Akamai EdgeGrid
9. Select the Headers tab.
10.  Inthe first row of the Key column, start to type Content until a dropdown list

appears. Then select Content-Type from the dropdown list:
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Headers

KEY

16 How to Send Files to Votiro via Postman

8 hidden

Content-MD5S

Content-Length

Content-Transfer-Encoding

Content-Type

11. Infirst row of the Value column, start to type multipart until a dropdown list
appears. Then select multipart/form-data from the dropdown list:

VALUE

mul

multipart/mixed

multipart/alternative

multipart/related

multipart/form-data

multipart/signed

multipart/encrypted

12.  Select the Body tab and then select form-type:

Params

none

Authorization @

® form-data

Headers (9) Body ®

x-www-form-urlencoded

Pre-request Script Tests Settings

raw binary GraphQL

13.  Inthe first row of the KEY column, type File, and select File from the hidden
dropdown list:
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KEY

File

Text

File

14.  In the first row of the VALUE column, press Select Files and select the desired file
from the browser window that opens.

15. Inthe second row of the KEY column, type Properties.
16.  Inthe second row of the VALUE column, enter the following:

{"PolicyName" :"Default
Policy","ChannelType":"FileConnector",
"ChannelId":"827b50a3-d585-4ba5-a5ca-
100b09068123" , "ChannelName" : "API Up-Sync"}

17.  After completing steps 13-16, the KEY and VALUE table should be identical to the
below screenshot, with the exception of the file name:

Params Authorization & Headers (10) Body @ re-request Script Tests S
none @ form-data K-www-form-urlencoded raw binary GraphGL
KEY VALUE
File Pptx-ActiveX.pptx X
Properties {"PolicyMame":"Default Policy""ChannelT...

18.  Press the Send button:

POST v https://femdbs-va.mytest140.com/disarmer/api/disarmer/v4/upload Send v

19.  You should get a HTTP/200 response and a GUID string in the body. This will be the
Correlation ID of the file that you have submitted.
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For example:

emdbs-va Copy [ save ~ oo

POST ~ https://emdbs-va.mytestwon40.com/disarmer/api/disarmer/v4/upload
Params Authorization @ Headers (11) Body @ Pre-reques! Tests Settings Cookies
none @ form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION woe Bulk Edit
File Pptx-ActiveX_pptx X
= Properties {"PolicyName":"Default Policy","ChannelType":" x
Body Cookies Headers (4) Test Results @R status: 200 OK Time: 34 ms  Size: 170 B Save Response v
Pretty Raw Preview Visualize Text = O Q

1 I4c41873a—755;—aa‘iras?‘?fccbgwd?lszu I

20.  Onthe Incidents page, you will be able to see the exact string:

Files Fie v File Info Sanitization Log

v Pptx-ActiveX pptx Data Processing

Content_Types) xr

Pptx-ActiveX pptx

thumbnail jpeg

appxmi
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17 How to Sync with an NTP Server

This page describes how to sync Votiro's Virtual Appliance with an NTP Server.

The Virtual Appliance standard installation contains the pre-configured CentOS NTP server.
17.1 Solution

Obtain a list of servers, using the following command:

# cat /etc/ntp.conf | grep server

To configure the NTP server there are two methods for you to choose from:
External NTP server.

Internal NTP server.
17.2 External NTP Server

To work with the pre-configured CentOS public NTP servers, follow these steps:
1. On your organization's firewall open port 123 UDP.
2. Add the NTP servers, using the following command:

*.centos.pool.ntp.org

17.3 Internal NTP Server

To work with an internal NTP server, follow these steps:
1. Ensure port 123 UDP is opened between the VA network and the NTP server.

2. Ensure you can access your NTP server from each node, using the following
command:

# ntpdate -u -s <ntp-server-fgdn>

3. Add the FQDN to the NTP configuration file, using the following command:
# vi /etc/ntp.conf

4. To edit the file, click the Insert key on your keyboard.

5. Enter the server address in the following format:
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server <ntp-server-fgdn> iburst
6. To Save and Exit, key the following commands:
twqg!

# sudo systemctl restart ntpd

17.4 Verify Time of Syncronization for each Node

To verify the time of syncronization, log in to each node, using the following command:

# timedatectl
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18 How to Troubleshoot NTP using Chrony in
VA

Because ntpd was replaced by chrony in Votiro Cloud v9.6.174, you may need to configure
NTP using the steps below.

18.1 Solution

1. Verify the currently used service/daemon (ntpd or chronyd) for NTP by running the
commands below:

systemctl list-units --type=service -all | grep ntpd
systemctl list-units --type=service -all | grep chrony

If ntpd is disabled and chronyd is used, the command outputs should like
this:

If ntpd is active, run the following commands to disable ntpd:

systemctl stop ntpd.service
systemctl disable ntpd.service
2. To check if the clock is synchronized, run the following command:
timedatectl | grep synchronized

If synchronized, the command output should display synchronized: yes, as
shown:

N S
ST |

=

If it’s not synchronized, troubleshoot using the following steps:

Check the chrony service status by running one of the following
commands (the output is the same):

systemctl status chronyd
systemctl status chrony.service

Start/restart the chrony service/daemon using one of the following
commands:

systemctl restart chronyd

systemctl restart chrony.service
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18 How to Troubleshoot NTP using Chrony in VA

If the service is running, run the following command to verify the
synchronization of the local system with the reference server:

chronyc tracking

Run the following command to display information about the current
time sources that chronyd is accessing:

chronyc sources -v

For example:

To display the information about the drift rate and offset estimation
process for each of the sources listed by chronyd, run the following
command:

chronyc sourcestats
To edit the chrony configuration, run the command:

vi /etc/chrony.conf
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For example, with public servers:
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= = =

= =

£
T
£
T
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NoteAfter each action or saved change on the chrony.conf file, a service restart is
required.

18.2 Troubleshooting Example: NTP not synchronized with
external server

Although all servers were configured properly, when running the sources command, “last
sample” showed a gap of 10.8s between the servers as shown:

Votiro CyberSec Ltd. Proprietary Page 111



VOTIRG
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To resolve this behavior, we added a parameter called “maxdistance” with a value of 15 to
mitigate this gap.

Root cause: in the "chrony sources" output, "+/- 10.8 s" is larger than the default
“maxdistance” of 3 seconds (if not part of the chrony.conf). The maxdistance parameter
was added in chrony-2.2, so that's why it worked with chrony-2.1. Older versions only have

Votiro CyberSec Ltd. Proprietary Page 112



V O T I R D 18 How to Troubleshoot NTP using Chrony in VA

a hardcoded limit for the root dispersion to be smaller than 16 seconds. The NTP server
has a root dispersion of about 3.6 seconds.
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19 How to Upgrade Votiro Cloud

To obtain the benefits provided by the latest version of Votiro Cloud it is recommended to
run on the most recent release of the product.

The latest Votiro Cloud version has new and enhanced features, improved security, and
bug fixes. A new product release is announced to customers via an email from Votiro.

We recommend upgrading your installation to the latest version as soon as possible.
Votiro's Support team will be available to provide any required assistance.

19.1 Upgrade Installation

19.1.1 Before You Begin
Take VM snapshots of the three nodes before starting the upgrade.

19.1.2 Procedure

To upgrade your installation of Votiro Cloud to the latest version, you must perform the
following steps:

1. Request the Dropbox link to the upgrade package from Votiro Support.

2. Create the upgrade folder under root if it does not exist and then copy the upgrade
package to the upgrade folder in Node 1. Note that the upgrade folder name must
be lowercase.

For example:

yum install wget -y && mkdir -p /root/upgrade && cd upgrade
wget -0 upgrade.zip https://www.dropbox.com/.../upgrade-
9.6.xxx.zip dl=1

where ... and xxx are components in the Dropbox link specific to the release version
3. Extract the zip file in the upgrade folder, using the following command:
#unzip upgrade.zip
4. Run the upgrade script to install the upgrade:
#./upgrade.sh
5. At the end of the installation, the message Upgrade complete! appears.
If you are upgrading to version 9.6.3:

Below this message will appear a list of three encryption keys: KEY, IV and
SALT for Blob storage operations. You must save these keys in a safe place
because they cannot be retrieved.

If you are upgrading from version 9.6.3 or later:
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The encryption keys are not displayed.
6. The installation log is saved in the file votiro-upgrade.log. If any problems are

encountered during the installation, you must provide this file to Votiro Support.

Note

The upgrade installation is automatic and unattended, with no user prompts. All hodes
in the cluster will be automatically upgraded. The entire installation process may take
some time, typically between ten minutes to a half hour.

19.1.3 Verification of Upgrade

To verify that the upgrade has completed successfully, wait a few minutes, then login to
the Management Dashboard. The version number you have upgraded to is displayed.
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How to Use Kibana to Troubleshoot Votiro
Incidents

This page describes how to use Kibana to view and troubleshoot Votiro Incidents.
Example of Votiro Incident

The following screenshot displays the Votiro Item/Incident sanitization information for a
file that has undergone sanitization:

This screen shows the results of Votiro Cloud processing a file named KeePass-2.49-
Setup.exe. The File Info pane displays some of the file properties and the Sanitization Log
pane displays highlights of the file Data Processing.

Procedure

Create and Configure an Index Pattern

To begin, you must define a Kibana index pattern.

1. Login to the Kibana Discover interface with the credentials provided to you by
Votiro Support.

2. Select Create index pattern. Step 1 of 2 Define index pattern appears.

3. Type votiro-logs* (or similar) as the Index pattern. Kibana displays a list matching
the index pattern:
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4.

5.

6.

20 How to Use Kibana to Troubleshoot Votiro Incidents

K @ Menogement Index pattems | Create index pattern

= Elasticsearch

Create index pattern

®
Kibana uses index patterns to retrieve data from Elasticsearch indices for things like visualizations. X Include system indices
[0
& Step 1 of 2: Define index pattern
o] Index pattern
8 votiro-logs* &
Ui o P > Nextstep
% Kibana e Nble L
[  Success! Your index pattern matches 100 indices.
o Index Patterns
= bjects votiro-logs-000001
g votiro-logs-000002
= Settings votiro-logs-000003
&
0 votiro-logs-000004

votiro-logs-000005

votiro-logs-000006

&
votiro-logs-000007
votiro-logs-000008
votiro-logs-000009
votiro-logs-000010
Rows per page: 10 v 1723 %5 0 >

Click on Next step. Step 2 of 2 Configure settings appears.

14 s Create index pattern
= Create index pattern
b Kibana uses index patterns to retrieve El indices for things like visualizations.
W Rollup Job
5 Rex Clusters Step 2 of 2: Configure settings
& napshot and Restore
You've defined vetiro-legs* as your index pattern. Now you can specify some settings before we create it.
& Time Filterfield name Refres
8 ~
% Kibana
B Index Patterns @
@timestamp
= key.ReceivedTime

query.Filter.Value

query.From
S | don't want to use the Time Filter
® < Back
@
&

Select a Time Filter field name from the list. For example, @t:

L4

= Index Create index pattern

ok Kibana uses index patterns to retrieve data from El earch indices for things like visualizations. m indices
[

8 Step 2 of 2: Configure settings

| o)

You've defined votiro-logs* as your index pattern. Now you can specify some settings before we create it.

Time Fiter field name Refres

at ks ~
& Kibana
e Time 1l use this fieid o fiter your data
9 Index Patterns vou e time feld, but you e sble
= Saved Objects
opaces > Show advanced options
Reporting
Adva

d Settings
< Back Create index pattern

Click on Create index pattern. Kibana displays every field and field type in the
selected index (in this example, votiro-logs*):
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20.3

K @ Mencgement | index pattems | votiro-logs*®

= Elasticsearch

i Lifes Polic
g Cluster
- napshot and Restore
. Manags t
2 pgra istant
"~ K Kibana

Index Patterns
@ | Reporting
@ &
@

Analyze the Data

20 How to Use Kibana to Troubleshoot Votiro Incidents

¥ votiro-logs* * 2 (o)

Time Filter field name: @t Default

This page lists every field in the vetiro-logs* index and the field's associated core type as recorded by Elasticsearch. To change a field type, use the
Elasticsearch Mapping API %
Fields (181) Seripted fields (0 Source filters (0}
Filter All field types v
Name Type Format Searchable Aggregatable Excluded
iter A .
ks
Fiter.keyword i . .
ing .
Okeyword ing . .
1 .
1 keyword . .
.
Zkeyword . .
.
. .

After the index pattern is created and configured, apply it to the data in Kibana's Discover
mode to yield useful results by additional filtering of the data.
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20.3.1 Discover
1. Click on the Discover icon on the left side of the screen:
; . Management Index patterns  votiro-logs®
= Elasticsearch
anagement
% fecycle Policies
|

Rollup Jobs

ransforms

ol Remote Clusters
& Snapshot and Restore
License Management
@ 8.0 Upgrade Assistant
)
T &
E Kibana
[;":'] Index Patterns
= Sav Dbject
Spaces
) Reporting
= Advanced Settings
F
@
Co
&
2. Kibana displays all hits that match the time filter criteria within the time range

indicated (in this example, for the last 15 minutes):
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4 o
Share
9 KL BV Last1sminutes CRYERTI C Refresh
®
© +add
o veticloos yo 121 hits
- 0:58:03.404 - Nov 8,2021 @ 1t Auto v

& b

E)

@tper 30seconds

3. To further filter the results, click on V next to the index pattern (votiro-logs* by
default) in the left side of the screen. The CHANGE INDEX PATTERN window opens:
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M

. Discover

Mew Save Open Share Inspect
[5] ~ Search
& — + Add filter
I
votiro-logs* -~
80

CHANGE INDEX PATTERN

{.‘1 Filter options

- voliro-logs*®

Gy Available fields

.: [ §
it
|
[§
@
[ §
Y, :
Y t
t
3
[§ .
3 I
[§
[§ tai ma
[ 3 tair
ke t orrala d
—
4, Move the cursor down the list of Available fields to select fields to filter. Then click

on the add button to add the field to the filter:
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h . Discover

Mew Save Open Share Inspect
Bv  Sear
@ — + Add filter
ki
__ votiro-logs*
=
Cl se: field name
A
(L)
: Filter by type 0
&)

Selected fields
¢ ]
Ch) Available fields
t Fit

o)

Ly, -
' 5 [ 2d
]
t
t
t
3 i
t il
t a

] t

5. In the example below, the following fields are added:

@I - level

@mt - message template
@x - exception
ContainerName
Correlationid

6. The display of hits is now updated to show only the selected fields:
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121 hits
20210

@tper 30seconds

aa

20.3.2 Votiro Explore Incident & File Info

To examine a specific file that was processed by Votiro Cloud, the threat ID is
obtained from the Votiro Item/Incident sanitization information.

1. Open the Votiro Explore Incident:

eeeeeeeeeeeeeeeeeeee

2. Copy to the clipboard the file ID at the top of the screen, in this example:

4864152e-5021-4280-bB6c-a336a8975b379

20.3.3 File Sanitization Analysis

aaaaaaaaaaa
.............

1. Return to the Kibana Discover screen.
2. In the left side of the Kibana Discover screen, click on Add filter. The EDIT FILTER
window opens.
3. From the Field list, select Correlationld.
4. From the Operator list, select is.
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In the Value field, paste the file ID from the clipboard .

; - Discover

New Save Open Share Inspect

5] v~ Search

®

(5 — + Add filter

il

VOUr enit FILTER Edit as Query DSL
=

Qs
Field Operator

=) | f ;
® ® Correlationid o is A

Eo Value
2| 4%

1 486-.1=52e-5021-4280-:3-3&-3336&9?5[53?:1 W

Hit ENTER toadd 4864152e-5021-4280-bB6c-
= t @ a336a975b3T9 as a custom option

4 t C Cancel Save

t Corremmomn 1me =

Click on Save. The list of hits displayed is updated to show only those hits for the
relevant file, according to the Correlationld (= Votiro item).

©

° KoL v Last1s minutes Show dates m
© | Cormoatoni: 864tsze-5021-4280-b66c-a33639756379 x |+ Add fiter
- votiro-logs* v 61 hits
L o ; Nov 8, 2021 @ 10:59:15.233 - Nov 8, 2021 @ 11:14:15.233 —  Auto v
3
e
al, H
Q.
i @t per 30 seconds.
g o
T omt Comelationia
@
Avaitable fields > 8, 202101 o Fatled te it ot1 e les folde 1 por  4864f52e-5021-42
0 58-béic-a3363975
o [ =
@ .
& ¢
s Nov 8, 2021 0 030 Wa he fol 1 11 ted por  4864f52e-5021-42
1ng 80-bec-33263075
. b379
2 "o eate s ol or  AseatsEEse2I A2
4 58-béc-s3268975
. w7
ar
.
t d &
> wovs, 2021 €1 e for requestd sds-service-repor  4864FS2ES0R1<42
: tor 58-bec-a3363075
b9
.

ee-sarvire- B — exazsant =

To change the time frame of the display, click on the time icon [ ™, Then select
the desired time interval:
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& v ~ 15 minutes ago = now
&

Last . 15 minutes

Quick select

Commonly used

Recently used date ranges

ooay
his waak

Last 30 minutes

Refresh every

0 e o

8. To view the file processing history in Votiro, scroll down the list of hits. The selected
fields displayed in the columns provide more information as to what occurred
during the processing. Using the @I (message level), @mt (message template) and
@x (exceptions) columns provides you with detailed information that can help you
to troubleshoot the incident.
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21 Message Size Limits in Exchange
This article describes why emails may not reach their destination or appear in sanitization
log files.

21.1 Symptoms

The email (eml) size may increase as a result of the sanitization process. The size of the
email message may then exceed the size limit set in Exchange Server.

21.2 Solution

To avoid blocked emails in Exchange servers due to message size limitations, follow this
TechNet guide:

https://technet.microsoft.com/en-us/library/bb124345(v=exchg.160).aspx

21.3 Limitations

Organizational limits apply to Exchange 2016 servers, Exchange 2013 Mailbox servers, and
Exchange 2010 Hub Transport servers that exist in your organization. Organizational limits
that you configure on Edge Transport servers are applied to the local server.

By default the "Maximum size of a message received" is set to 10MB.

If Exchange is your responsibility change this parameter according to your organization
policy. If Exchange is part of the Votiro Votiro Cloudcloud solution, contact Votiro Support.
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22 MSSP User Guide

MSSP User Guide

A Managed Security Service Provider (MSSP) provides outsourced monitoring and
management of security devices and systems. Common services include managed firewall,
intrusion detection, virtual private network, vulnerability scanning and anti-viral services.

Examples of MSSP use cases supported by Votiro include:

Creating new customers and assigning licenses by the MSSP admin
Viewing/filtering all the MSSP customer's data on the MSSP dashboard
Using the MSSP incidents to see/filter all the MSSP customer's incidents data

Creating reports on each MSSP customer's data

MSSP Tenant Management

1.

Login
To login to MSSP Tenant Management, use the following URL address:
“https://{clusterName}/portal/#/votiro/login”

A login page will be displayed. Contact Votiro support to get the admin user
credentials.

LOG 1M

After successful login, the Votiro MSSP Tenant Management screen is displayed:

05-06-2024

test-tomer 2216752 S | | % tomer.com Consumption 0Bytes / 4TB . ACTIONS
{352 days remaining)
. menio
e e - . . ) 15-06-2024 -
votircap)-mssp 2902540 o G— - 150155 voliroapi-mssp.com  Consumplion  224.8KB/ 10TB - awss3 ACTIONS
{361 days remaining)

—_—_— 2410 - 05-06-2024
. 7222 S )4 4102 demo-mssp.com Consumption 5.8MB / 46T - awsS3
demo-mssp aa3 demo-mssp.com onsumption  25.8MB / 46TB O s ) aws ACTIONS

Kking 93020 aBe T 1705504 king com ACTIONS

~ o, - . 05-06-2024 -
demotenantl g-mzs-t-T\"-‘z'=-2b!5 gemotenantl.com Consumplion 3.1MB/ 10TB » awsS3 ACTIONS
(352 days remaining)

" 181007 . e - 15-06-2024
votiro-dev e a1 votiro-dev.com Requests 0/10,000,000,000 . ACTIONS
{362 days remaining)

3
=
3

The MSSP admin can use the Tenant Management screen to:

Add a customer tenant
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View the list of customer tenants
View customer traffic information
Manage each customer tenant's license
View total actual usage compared to total license quota
Delete customer tenants
2. Add a customer tenant

To add a new customer tenant, press the ADD TENANT button.

Comma separated domain list

Enter:

Tenant name - for example, King Demo

Comma separated domain list - for example, kingdemo.com. If there are
multiple domains, separate the domains by a comma. For example,
kingdemo.com, rontest.com

After adding a new customer tenant, a default admin user will be created. Contact
Votiro support to get the admin user credentials.

3. View the customer's tenant list

The following information is displayed on the Tenant Management screen for each
tenant:

Name - Tenant name as configured in creation

ID - Tenant ID generated in UUID format

Domains - As configured in creation

License Type - The possible options are:
Consumption - count by volume usage

Requests - count by files
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License Quota - Actual usage / License quota, as configured in the license
import. The system will display up to date tenant usage.

License expiration - Expiration date and days remaining
License features - Currently, the possible options are:
menlo
aws s3
chrome

4. Import a license

Votiro CyberSec Ltd. Proprietary Page 129



V 0 T I R CJ 22 MSSP User Guide

To import a license for a customer tenant, press the corresponding ACTIONS button
and select IMPORT LICENSE.

Start date

-

12/06/2023

]

End date
19/06/2024
Feature flags
O Menlo
[ AWS 53

[] Chrome

Coming soon

ADD LICENSE

Enter or select:
License type
License Usage
Start date
End date

Feature flags (if needed)
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After creating a license, the system will display the imported license in:
Votiro MSSP Tenant Management screen
Customer tenant Management console license page

5. Download Analytics Report
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To download an analytics report for any of the customer's tenants, press the
corresponding ACTIONS button and select DOWNLOAD REPORT.

Start date

01/05/2023

End date

GENERATE REPORT

Enter the Start date and End date to select the report's time interval, and press
GENERATE REPORT. The report will be downloaded in CSV format.

@ AutoSave (@ orr) Y« (Y- S votiro Summary. Extended Report_For_Tenant_Ta233a3b-6194-411-9027-2d8f0423410¢_01_05_2023_20_06_202..

File Home Insert Page Layout Formulas Data Review View  Automate Help  Acrobat

r 1l E‘L Cut Calibri 1 A A === e B WepTet | General - ﬂ
B Copy ~ o A = = == = ) n
Pavste < Format Painter B I U~ £~ [ A~ = = = = 3= E Merge & Center ~ BB~ 9% 9 ‘03 _;03 Ff:m
Clipboard (] Font ] Alignment [F] Humber &
B24 v i fe

i A B c D E F G H

1 |Customer name Ron company

2 |Report dates 01/05/2023 - 20/06/2023

3 |Total Files processed 16

4 |Total Files sanitized 15

5 |Total Files blocked 1

6 | Total PPF files detected 0

7 |Number of emails 1

8 |Number of threats detected 2

9 |Average file size 1672870 bytes

10 |Average processing time 5.3325 seconds

i1

12 |License mode files Consumption

13 |License permitted files 5.05775E+13

14 |Number of Files used so far 16

15 |License permitted consumption quota S5.05775E+13

16 |License consumption used so far 27024047

17 |License usage 0.00%

18 |Expiration date 05/06/2024 15:13

19

20

6. Delete a customer tenant
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To delete a customer tenant, press the corresponding ACTIONS button and select
DELETE TENANT.

22.2 Monitoring Tenant Activity

1. MSSP Dashboard

The MSSP user can view and filter Dashboard data by customers tenant selection.

Incoming Secure File Protection &
Traffic Gateway Business
Productivity

2. MSSP Incidents

The MSSP user can view and filter incidents data by customer tenant selection in
the Tenants column.

3. MSSP Customer's Dashboard
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An MSSP customer's user can view data only from their own tenant.

Monsor B M s Tows  MDwe | [Mwess  Cwme
Incoming Secure File Protection &
Traffic Gateway Business
Productivity
1 8=

4, MSSP Customer's Incidents

An MSSP customer's user can view data only from their own tenant.
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